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Open Enterprise Managemeant

Opengear provides Two ZenPacks for integration into Zenoss. The Zen-
Packs provide enhanced performance monitoring and event interpretation.
This guide will explain their installation and use.

Integrating Opengear Console Servers into Zenoss
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Opengear Zenoss How-To

Opengear provide two ZenPacks available from http://opengear.com or
http://community.zenoss.org. The ZenPacks provide enhanced performance monitoring and
event interpretation. This guide will explain their installation and use.

Importing the Opengear ZenPacks

ZenPack installtion is explained in the Zenoss Core Administration Guide 13.2 Installing ZenPacks.
Download both the ZenPacks.Opengear.MIBs and ZenPacks.Opengear.ConsoleServer ZenPacks
from the Zenoss Community web site. The ZenPacks will be in Zip Archives initially and will need to
be decompressed before beginning installation.

1. Open the Zenoss Web User Interface and navigate Management > Settings > ZenPacks.

ZenNnNgss Core

Main Views Settings Commands Users ZenPacks Jobs Menus Portlets Daemons

Loaded ZenPacks
Package

Device
DZenPacks.communit\r.mib utils community

Network Map

Classes
Events
Devices
Services
Proce ]
Products

Browse By

Management
Add Device
MIBs
Collectors

Settings
Event Manager

2. From the drop down menu select Install ZenPack... and navigate to the folder where you
saved the downloaded ZenPacks to.


http://community.zenoss.org/�
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Settings Commands ZenPacks Jobs Menus Portlets Daemons Versions

Loaded ZenPacks

Package Author

community Kells Kearney

Install ZenPack

3. Select ZenPacks.Opengear.MIBs.egg and click OK.

4, The ZenPack should install with no errors.

Settings Commands Users ZenPacks Jobs Menus Portlets Daemons Versions Backups
Command Output
Cutput:

jzenpack —-install /tmp/ZenPacks.Opengear.MIBs-1.0-py2.4.egg

Inztalled /home/zenoas/ZenPacka/ZenPacks.Opengear.MIBs-1.0-pyZ.4.e0g7

2010-07-12 19:35:09,782 INFO zen.IPLoader: Loading /home/zencss/ZenPacks/ZenPacks.Opengear.MIBs-1.0-py2.4.eq9y/lenPacka/Opangear/MIBs/obiects/objects.xml
2010=-07-12 19:35:11,622 INFO zen.AddToPack: End loading ocbjects

2010-07-12 15:35:11,623 IHFO zen.AddToPack: Processing links

2010-07-12 19:35:13,539 INFO zen.AddToPack: Loaded 275 cbjects intc the IODB database

2010=-07-12 15:35:13,736 INFO zen.HookReportLoader: loading reports from:/homa/zencss/LenPacks/IZenPacks.Opangear.MIBs-1.0-pyZ.4.agg/ZenPacks/Opengear/MIBs/reports

Done installing ZenPack.

5. Repeat steps 1, 2, 3 and 4 for ZenPacks.Opengear.ConsoleServer.egg.
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6. Once completed you should see both of the newly added ZenPacks in the table at

Management > Settings > ZenPacks.

JZenPackManager

Zenoss server time: 19:38

ZenPacks

Select: All None

Pack Package Author

[root@zeno=ss " 1# ~etcrsinit.d-szenoss restart
Daemon: zeneventlog =stopping. ..
Daemon: zenwin =topping...
Daemon: zenprocess stopping...
Daemon: zencommand =s=topping. ..
Daemon: zenperf=znmp =topping. ..
Daemon: zenmodeler stopping...
Daemon: zentrap stopping...
Daemon: zenactions s=topping. ..
Daemon: zenstatus stopping...
Daemon: zensyslog =topping. ..
Daemon: zenping stopping...
Daemon: zen jobs stopping...
Daemon: zenhub =topping...
Daemon: zopectl
daemon process stopped
Daemon: zeoctl .
daemon process stopped
Daemon: zeoctl .
daemon process started, pid=4833
Daemon: zopectl
daemon process started, pid-4844
Daemon: zenhub starting...
Daemon: zen jobhs starting...

7. It is recommended that Zenoss be restarted at this point.

Adding an Opengear Device

" ZenPacks Opengear.ConsoleServer Opengear Peter Hunt <support@opengear.com=
) ZenPacks. Opengear MiBs Opengear Peter Hunt <support@opengear.com=>

Version Egg
1.0 Yes
1.0 Yes

The enhanced monitoring provided by the Opengear ZenPacks uses a combination of SNMP and SSH
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communication. To add a new Opengear Device:

1. Navigate to Management > Add Device.

Zenoss server time: 19:48:

Eoev Add.
Device Class Path
Collector localhost i
Snmp Port 161
Classes Serial Number
E Production State | Production i Priority Normal
(> Rack stot 0 Tiie |
P
Products Scts
Browse By
Relations
HW Manutacturer [ |
W Product | | [ ]|
©S Manufacturer I i N:IEI
05 Product [ = [ Aad|
Location Patt [ I
New Location | Add|
I!
Groups | 7
heew DeviceGroup [ aaa|
Add Device|

Add Device

Main Views

P — Device Name |192.168.13.2

Event Console Discovery Protocol Iaut{: i
Device List Attributes
2. Fill in the Device Name with either the IP Address or DNS Name of the Opengear Device.

3. Select /Server/Console/Opengear from the Device Class Path menu.

Zenoss server time: 19:51:18

Device Class Path I fServer/Console/Opengear i
Collector I localhost i

4. Ensure the SNMP Community matches the Opengear configuration. By default Zenoss will
use SNMP v2c¢ to monitor devices add as /Server/Console/Opengear, this can be changed later.
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Snmp Community |publ|’d Snmp Port 161
Tag Number | Serial Number I
Production State | Production i R" Priarity | Normal i
5. Feel free to fill in other details such as the Location Path and the Systems details, then click
Add Device.
Groups I;
New DeviceGroup | mal
Add Device |
6. The Opengear Plugins will attempt to model the new device. Some errors may occur due to

SNMP or SSH configuration, once the modeling has finished you can correct these.
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essage
T2 NFo  zen.Device device name '192.168.13.2" for ip "
%2123"):1'12 INFO zen,Device setting performance monitor to localhost
i:l-:;o:;z INFO zen, Utils Executing command: /home/zenoss/bin/zendisc run --now -d 192.168.13.2 --monitor localhost --deviceclass /Server/Console/Opengear --weblog
aia3es . INFO  zenZenDisc  Connecting to localnost:6769
S o e Gz
iglfio;;u INFO  zen.ZenDisc Looking for 192.168.13.2
20100712 INFO  zenZenDisc  Result: Discovered device 192.168.13.2.
20100712 INFO  zenZenDisc  NoWMIplugins found for 192.168.13.2
iaaci . INFO  zenZenbisc  NoPython plugins found for 192.168.13.2
20100712 INFO  zenZenDisc  Using SSH collection method for device 192.168.13.2
igizogl—li INFO zen,ZenDisc plugins: SerialPorts, Emds, Rpcs, Upss
o' INFO  zenzZenDisc  SNMP collection device 192.168.13.2
2010-07-12 INFO Fen ZenDISC plugins: zenoss.snmp. NewDeviceMap, zenoss.snmp.DeviceMap, zenoss snmp.InterfaceMap, zenoss snmp.RouteMap, zenoss.snmp.lpServiceMap,
14:44:01 zenoss.snmp.HRFileSystemMap, zenoss.snmp.HRSWnstalledMap, zenoss.snmp.HRSWRunMap, zenoss.snmp.CpuMap
iglzogi 12 INFO zen.ZenDisc No portscan plugins found for 192.168.13.2
igx‘o;og;u INFO zen.ZenDisc Running 2 clients
20100712 INFO  zen.Snmpliient snmp client finished collection for 192.168.13.2
iglﬂug,‘;lz INFO zen.ZenDisc Processing zenoss.snmp . NewDeviceMap for device 192.168.13.2 h’-
3212;0;;12 INFO zen.ZenDisc processing zenoss.snmp.DeviceMap for device 192.168.13.2
20100712 INFO  zenZenDisc  Modeler zenoss.snmp.InterfaceMap processing data for device 192.168.13.2
f:l:;ﬂ;;iz INFO zen.ZenDise processing zenoss.snmp.RouteMap for device 192.168.13.2
20100712 INFO  zenZenDisc processing zenoss.snmp.IpServiceMap for device 192.168.13.2
igif‘;ogiu INFO zen.ZenDisc Modeler zenoss.snmp. HRFileSysternMap processing data for device 192.168.13.2
otigal INFO  zenZenDisc  processing zenoss.snmp.HRSWInstalledMap for device 192.168.13.2
.‘;2124'0;;2 INFO zen.ZenDisc Processing zenoss.snmp.HRSWRunMap for device 192.168.13.2
i:zr‘;ogiiz INFO zen.ZenDisc processing zenoss.snmp.CpuMap for device 192.168.13.2
ig‘do-;o:l‘u INFO zen.ZenDisc Changes in configuration applied
20100712 ERROR zen.SshClient  SSH login to 192.168.13.2 with username root failed
20100712 ERROR zen.SshCiient SSH connection aborted after maximum login attempts.
3233;?2’,;” WARNINGzen.SshClient  SSH error from remote device (code 2): Too many suthentication failures for root
fﬂ._‘f;?‘,’;“ WARNINGzen.ZenDisc  Client 192.168.13.2 timeout
11'21:?'051‘12 INFO zen. ZenDisc Secan time: 180.95 saconds
iglf;og;u INFO zen.ZenDisc Daemon ZenDisc shutting down
iﬂ,‘.f;?.,’;“ INFO  zen.Deviceloader Device 192.168.13.2 loaded!
Navigate to device 192.168.13.2

Configring SNMP and SSH

If the Opengear device default configuration has been altered you will need to configure Zenoss to
match.

1. Navigate to Main Views > Device List and click on the newly added Opengear Device name.
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Serial Ports RPCs UPSs EMDs Hardware Events Perf Edit

Device: img4216-25  [P: 192.168.13.2  Status: @ Up
3 Component T Stat
: Avaitability  100.000% biin i
Uptime  Unknown Other

State  Production

Priority Normal IAtOackinty 0
Locks None @
Last Change 2010/07/12 14:44:11 veliR o
Last Collection 2010/07/12 14:44:11
07/ memAvallSwap @
First Seen  2010/07/12 14:43:41
memBuffer @
Device Information
Organizers Le
Location None Tag #
Groups None Serial #
t Systems  None HW Make  Opengear Inc.
Collector  jocalnost HW Model .1,36.1.4,1.25049.1.60
05 Make Unknown
‘05 Version Linux 2.6.30 2-uc)
Rack Slat

Main Views i m Serial Ports RPCs UPSs EMDs Hardware Events

Dashboard
Event Cons
Device List
Network Map

Manage zProperties Component Type

Commands emplates
Classes Pl B Other
Administration
laLoadInt5
lector Plugins
Modifications memAvallReal
Products ' s Event History  EE memAvailSwap
Browse By | |
mam R nffar
2. Click on the device menu arrow the More > zProperties.
3. Provide the password for the administration user user as zCommandUsername and

zCommandPassword, zCommandProtocol should be SSH.
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zProperties Configuration

Property Value Type Path
zCollectorClientTimeout 180 int /

zCollectorDecoding latin-1 string !

zCollectorLogChanges “ﬁi boolean /

zCollectorPlugins dit lines /Server/Conscle/Opengear
zCommandCommandTimeout [30.0 float /ServerfConsole/Opengear
zCommandCycleTime |60 int /
zCommandExistanceTest test -f %s string /

zCommandLoginTimeout 10.0 float !

zCommandLoginTries []. int /

zCommandPassword -oou-uul password /Server/Console/Opengear
zCommandPath $ZENHOME/libexec string /

zCommandPort |22 int /

zCommandProtocol ssh string g

zCommandSearchPath lines F

zCommandUsername [mot string /Server/Console/Opengear

4. If you wish to use a different SNMP protocol version to monitor the Opengear make sure

zSnmpVer is set to the desired version and other details such as z<SnmpCommunity and
zSnmpAuthPassword are set appropriately. Click Save when all the details are correct.

zSnmpAuthPassword password /!
[zSnmpAuthType ﬁ string !
public
zSnmpCommunities privats lifes /
zSnmpCommunity public string !
zSnmpMonitorlgnore m boolean /!
|2SnmpPort 161 int !
zSnmpPrivPassword password /
(zSnmpPrivType ﬁ string !
[zSnmpSecurityName string /
[zSnmpTimeout 2.5 float /
lZSnmpTries 2 int /
|zSnmpVer vac string /Server/Console/Opengear
zSshConcurrentSessions |10 (. int /
5. After the SSH and SNMP details have been verified click on the menu arrow and select

Manage > Model Device. The plugins will re-model the device and no errors should occur this time.
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Status Serial Ports RPCs UPSs EMDs Hardware Events Perf

Main Views
Dashboard

Event Console ) Model Device
Device List
MNetwork Map

Reset IP...
Classes

N Rename Device...
Events

Devices zCommand Command Timeou s e

Services zCommandCycleTime

Reset Community
Processes zCommandExistanceTest
Products

zCommandLoginTimeout R

inTri Clear Heartbeats...
Browse By zCommandLoginTries a a ars

zCommandPassword Delete Device...

Systems
- zCommandPath
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15:11:30 e A o T s = T e e
ig:‘";?;&u INFO  zen.ZenModeler  No WMI plugins found for 192.168.13.2
2010:0712  INFO  zen.ZenModeler  No Python plugins found for 192.168.13.2
f?,—;lf i?;';lz INFO zen.ZenModeler Using SSH collection method for device 192.168.13.2
2902 INFO  zenZenModder  plugins: ScrialPorts, Emds, Rocs, Upss
fgfﬁ?;au INFO  zen.ZenModeler SNMP collection device 192.168,13.2
2010-07-12 INFO 28n.ZanModaler plugins: zenoss.snmp.NewDeviceMap, zenoss.snmp.DeviceMap, zenoss.snmp.InterfaceMap, zenoss.snmp.RouteMap, zenoss.snmp.IpServiceMap,
15:11:30 . zenoss.snmp. HRFileSystemMap, zenoss.snmp.HRSWinstalledMap, zenoss.snmp.HRSWRunMap, zenoss.snmp.CpuMap
o ias?  INFO  zenZenModeler  Noportscan plugins found for 192.168.13.2
2010-07-12 - I
15:11:30 INFG  zen g 2 clients
fg}"l‘?;'l‘ 12 1NFO  zen.SnmpGQlient  snmp client finished collection for 192.168.13.2
fg}f;?;; 12 INFO  zen.ZenModeler  Processing zenoss.snmp.NewDeviceMap for device 192.168.13.2
2010-07-12 : g ;
15:11:31 INFO zen.ZenModeler processing zenoss.snmp.DeviceMap for device 192.168.13.2
igii‘.llo;‘l—m INFO zen.ZenModeler Modeler zenoss.snmp.InterfaceMap processing data for device 192.168.13.2
2010-07-12  1yeg  zen.ZenModeler i RouteMap for device 192.168.13.2
15:11:31 o processing Zenoss.snmp. ap evice s 13
iglﬂo;l_u INFO zen.ZenModeler processing zenoss.snmp.IpServiceMap for device 192.168.13.2
221&0;1_12 INFO zen.ZenModeler Modeler zenoss.snmp. HRFileSystemMap processing data for device 192.168.13.2
TUNII2 INFO  zenZenModeler  processing zenoss.snmp.HRSWInstalledMap for device 192.168.13.2
fglfio;;u INFO zen.ZenModeler Processing zenoss.snmp.HRSWRunMap for device 192.168.13.2
fglfiugiu INFO zen. ZenModeler processing zenoss.snmp.CpuMap for device 192.168.13.2
Eg}ologiu INFO zen.ZenModeler Changes in configuration applied
fg}f;?:._;” INFO  zen.SshClient Connected to device 192.168,13.2
igll‘.llo:‘;lz INFO zen.CmdClient command client finished collection for 192.168.13.2 k
F010°9712  INFO  zenZenModeler  processing Upss for device 192.168.13.2
igfflo:‘;u INFO zen.ZenModeler processing SerialPorts for device 192.168.13.2
20100712 NFO  zenzenModeler  processing Emds for device 192.168.13.2
2010-07-12  eppop  zen.ZenModeler  No EMD name provided
15:11:45
ERROR  zen.ZenModeler No EMD name provided
2010:0712  INFO  zenZenModeler processing Rpcs for device 192.168.13.2
iglflojs‘u WARNING zen.ZenModeler No name found for RPC: 1, skipping
fg}f;'?:;u WARNING zen.ZenModeler No name found for RPC: 1, skipping
fgfﬁ?;u INFO zen.ZenModeler Changes in configuration applied
INFO zen.ZenModeler Scan time: 25.06 seconds
INFO zen.ZenModeler Daemon ZenModeler shutting down
15:11:55 INFO zen.PerformanceConf configuration collected

Monitoring Serial Ports

Serial Port status is available by navigating to the new Opengear page via the Device List then
clicking on the Serial Ports tab. From here you can see the current configuration of each serial port
on the device as well as up to date signal states.
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Main Views st

Da Opengear Serial Ports

Port Label Mode Log Level Paramaters Elow Control DCD DIR DSR RIS

Port 01 1P Power Console o 18200-8-N-1 Hone @ @ @ @ @
Port 02 Cisco 2501 Console (S5H) 2 9600-5-N-1 None @ @ @ @ @
Port 03 Gisco 2900 Console (SSH) 2 9600-8-N-1 None @ @ @ @ @
Port 024 8 Port Server Tech PDU Console 2 9600-8-N-1 Nane @ @ @ @ @
Port 05 TrippLite 450 UPS Environmental [} 5600-8-N-1 Nana @ @ @ @ @
Port D& APC Smart -UPS 1400XL Environmental 0 9500-8-N-1 Mone @ @ @ @ @
Port 07  IM4248 Console Console (55H) 2 115200-8-N-1 Mone @ @ @ @ @
Port 08 Loopback connector Console (SSH, Teinet) 1 9500-8-N-1 None @ @ @ @ @
Port 09 Port9 Environmental 0 9600-8-N-1 Mane @ @ @ @ @
Port 10 Port 10 Environmental 0 9600-8-N-1 Mane @ @ @ @ @
Port 11 Port 11 Consele 0 9500-8-N-1 Nene @ Q@ @ @ @
Port 12 Port 12 Conscle o S500-8-N-1 More @ @ @ @ @
Port 13 Port 13 Conscle ] 9500-8-N-1 More @ @ @ @ @
Port 14 Fort 14 Console (SSH, Teinet) 0 115200-8-N-1 Mone @ @ @ @ @
|Port 15 Demo Server Rack Environmental [ 9600-8:N-1 Hone @ @ @ @ @
Port 16 Demo Server Room Envirenmental 0 9800-8-N-1 None @ @ @ @ @

Management 10016 ..m.. = Pn?SIIEFEI:

Add Davice

MIBs

To view serial port performance history such as throughput and connection status click on the port
name in the left most column.
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Templates

Serial Port Status

[Lab Spead Fox Bytes Tx Bytes
Loopback connector 9600.0 405141.0 405141.0

Performance Graphs  Range [N | Link graphs? ¥« Stop ELLJ

Throughput
-
15k |
i
i 1ok
o
B osk
on
Sun 200 Mon Oorog Mon 1200 Q
201007-11 6:13.27 to 201007-12 181327
B ogSerialP ortStatusRxBytes cur. 0.00 avg 16881 max 85534
W ogSernalP ortStatusTxBytes cur: 0.00 avg 16881 max:B73.78

E

On (High) [ Off (Low)
]
»

oo i I 53 T I o e e S T T G L T TR S T S R
Sun 1200 a0 OX00 Man 1200 Q
20100711 61327 0] 201007-12 18:1327

| ogSenalP onSiawsCTs cur: 1.00 avg: 1.00 max: 1.00

-

-g 10 f

T o8 |

=

o o6 |

-

E' o4 |

£ oz

e |

[+] oo
Sun 1200 [y Mon 1200 Q
2010.07-11 6:13:27 to 201007-12 181327

B ogSenalP ortStatusDCD cur: 1.00 avg: 1.00 max: 100

Monitoring RPCs

To view the current state and configuration of RPCs navigate to Opengear device via the Device List
and click on the RPCs tab.
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Status os Serial Ports EMDs Hardware Events Perf Edit

Connected Via
APC Switched Rack PDU Network - 192.168.14.12 [APC Switched Rack PDU)
IBM-XSeries=-BMC Metwork - 192.168.14. 8 (IBM-XSeries-BMC)
SNMP_8-Port_ServerTechPDU Network - 192.168.14.10 (SNMP_B-Port_ServerTechPDU)

anagement

RPC alert information can be accessed by clicking on the RPC Name.

Monitoring UPSs
UPS details are available by clicking on the tab labeled UPSs.

Status os Serial Ports RPCs EMDs Hardware Events Perf Edit

Description Connected Via
APC_Smart_UPS apesmart Serial - /dev/port6 (APC_Smart_UPS)

Back-UPS_ES_350 Network Connected MNetwork - 192.168,14.201 (Back-UPS_ES_350)
TrippLite SU1000RXTL2ZUa Serial - fdev/port10 (Rack_UPS_Main)

oo

UPS performance history for Temperature, Battery Charge, Input, Output and Load can be
viewed by clicking on the UPS Name.

Monitoring EMDs

To view the current configuration state of EMDs (Environmental Monitoring Devices) navigate to the
Opengear device via the Device List and click on the EMDs tab.
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Monitoring Opengear Events

The Opengear ZenPacks provide some interpretation of SNMP Notifications / Traps. First the
Opengear device must be configured to forward SNMP Alerts to the Zenoss collector. If the Opengear
is configured to generate SNMP events for such things as serial port signal changes, user connections
/ disconnections, or environmental events they will be interpreted and transformed into Zenoss
events which can be viewed at Main Views > Event Console.

ZenQOSssS Core

RRAVRR ([ © |l [V 4 | st [ spor- | ontiur- stumonTED AT sasasew [Reean -
= : | Status | B¢ Davice. Component.  Eveni Glass | Sumsmary, | Firat Seen = ~ LstSemn  Count
Device List || I =—— El g]
Network Map | (1] img4216-25 (HWISerial Signal "CTS" is HIGH on port #3 (Clsco 2000) 2010-07-12 14:34:55  2010-07-12 14:34:55 1
~ Img4216-25 HWiSerial Signal "CTS' is HIGH on port #4 {8 Port Server Tech FDU) 20100712 14:35:13 2010-07-12 14:35:43 1
DSSES
Img4216-25 HWiSerial Signal "CTS' Is HIGH on port #8 {Loopback connector] 201007-12 14:35:32  2010-07-12 14:35:32 1

Services
Proc £5
Products

Erowse By
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