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Chapter 1 Introduction

This Users Manual walks you througfstalling and cofiguring i K S  h LIS@VEBGDO NCENntral
Management Appliance and the VCMS Virtual Central Management Appliance. Theséeaed rto
generically in thisnanual asCMS

Once configuredCMSallows you to securely managievices that are serially or network connected to
the Opengear console server&aCM500, CM4000, IM4200, IMG400KaS600todelg distributed
across your networkVith CM®&eb user interface, you have access to overviews, network maps,
status, and detailed service checks for evdignagedConsoleServer.

Toquickly remedy identified problem§&MSgives you the ability to connect directly fraime web Ul to
aManagedConsoleServeror to its downstreamManagedDevicegcomputers, routers, switches, power
andenvironmental devicg).With a clickyour browser vill launchthe SDTConnectodavaapplication

and runthe correct textbased tod (such as SSH, telnet, SoL) to accessdhallyManagedDevicesor
graphical tool (such VNC, ROWPTTPS, HTTP, X11, VMware, RSA, DRAC, iLO) for ivdwagded
Devices SO Connectotunnels this over SSH to the target console server for maximum access security.

CMShas Nagioswww.nagios.org at its coreand is extensible for customized monitoring applications
Nagios ighe leading open source lfifrastructure monitorirg systenso itwill be very familiar to many
system administratorand network managers

1.1 Manual Organization

This manuatontains the following chapters:

1. Introduction

2. Installation Installation ofCMS610Mardwareor VCMS virtual applians®ftware
3. Configuration Initial configurationand connecton to theManagedQonsoleServers
4. Operation Details the status displays and reports and connecting with hosts
5. Nagios Customization of the Nagios monitoring

6. SDT Connector Extended cofiguration options for the Java application

The latest update of this manual can be found onlineraiv.opengear.com/download.html

This documentation mainly covers using ydumowserto configure andperatethe CMSand monitor all
the connectedhosts However CMSruns alinux?2.6 operating systenmfwww.ucdot.org and Nagios
(www.nagios.orQ. ExpeliencedLinuxNagiosusers mayprefer to operateCMSat the commandihe.
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Manual Conventions

This manual uses different fonts and typefaces to show specific actions:

Note Text presented like this indicates issues to take note of

Text presented like this highlights important issues and it is essential you read
and take head of these warnings

U Text presented with an arrow head indent indicates an action you should take as pagt of th
procedure

Bold textindicates text that you type, or the name of a screen objeaj.@ menu or button)

Italic textis also used to indicate text command tde entered at thecommand line level.

Publishing history

Date Revision  Update detals

Nov2009 0.9 Initial prerelease (V3.0 firmware)

Aug 2010 1.0 3.2 features + Call Home + VCMS medeloxy access/manage
June 2011 1.1

Copyright
©Opengeainc. 201. All Rights Reserved.

Information in this document is suigjt to change without notice and does not represeroanmitment

on the part ofOpengearOpengeallJNE @A RS a (i KA 3 witRoaitQverarfyyolianyskind eithed €
expressed oimmplied, including, but not limited to, the implied warranties of fithessrerchantability

for a particular purpose.

Opengeamay make improvements and/or changes in this manual ¢imérproduct(s) and/or the
program(s) described in this manual at any timibis product could includ&chnical inaccuracies or
typographical etors. Changes angeriodically made to the information herein; these changes may be
incorporated in neweditions of the publication.

Proper back-up systems and necessary safety devices should be utilized to
protect against injury, death or property damage due to system failure. Such
protection is the responsibility of the user.

This CMS device is not approved for use as a life-support or medical system.

A Any changes or modifications made to this CMS device without the explicit
approval or consent of Opengear will void Opengear of any liability or
responsibility of injury or loss caused by any malfunction.

This equipment is for indoor use and all the communication wirings are limited
to inside of the building.
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Chapter 2 Installation

h LIS y 3 SMSN@#3 &n both physical (CMS6100) and virtual (VCMS) platfdinis chapter describes
the physicalnstaliation of the CM$100hardware appianceandthe initial deploymeat and
configuration of the VCMS software appliance

2.1 CMS$100Installation

2.1.1 QaVS6100 kit components

B Part#5098x  CMS610Qnit
” Part # 440001 AC power cable
O Part #539000 Quick Start Guide and GROM

U Unpack youcMS6D0Kkit and verify you have ale parts shown above, and that they all
appear in good working order

U If you are installing youtMS6D0in a rack you will need to attach the rack mounting brackets
supplied with the unit, and install the unit in the rack. Take care wihtbe Safety Preautions
listed in Appendix C

U Proceed to connect yotMS6D0to the network and to power as outlined below

A To avoid physical and electrical hazard please read Appendix C on Safety

2.1.2 (QMS6100 power connection

The QMS6100 has builtin universal auteswitching AC power supply. This power supply accepts AC
input voltage between 100 and 240 VAC with a frequency of 50 or 60 Hz and the power cdosumpt
less than 40W.

TheOMS6100 hasn IEC AC power socket located at the rear of the metal case. This IEC power inlet uses
a conventional IEC AC power cord, and the power cords for various regions are available as accessories.

AC Power 10/100 Ethernet
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Do take note of the wening notice printed on the back of each unit:

To avoid electrical shock the power cord grounding conductor must be
connected to ground

2.13 QaVS61M network components

The RJ430/100 EthernelLAN portislocated on the rear panel of theiS610 andis labeled
NETWORHKII physical conections are made using industsyandardCat5cabling and connectors.

Ensure you only connect the LAN port to aindinet network that supports 10Base/100BaseT . For
the initial configuration you must connect a PC or workstation toGMS detwork port

Note Care should be taken in handling all CMS products. There are no operator serviceable
components inside, so please do not remove covers, and do refer service to qualified personnel

2.2 VCMS Deployment

VCMS can be run as a guest virtual appliance under:
- Linux Kernebased Virtual Machine (Linux KVit)
- VMware ESX, VMware ES8XVMware Serve

The host may ba physical machine that you administer, or a managed servarctoud hosting service
from a hosting provider.
2.2.1 System Requirements

At a minimum, the VCMS requires the following reserved resources:
- 500MHz CPU core
-  256MB RAM
- 4GB disk space

In addiion, the following virtual devices are required:
- Disk device SATA (VMware) or IDE (Linux KVM)
- E1000 compatible Ethernet NIC, bridged

2.2.2 Distributed Files

The Opengear VCMS is released as a firmware upgrade file (*.bin) anoiregdl(*.gz). The fuimage
is used for the initial deploymenErmware upgrade files are used thereafter for upgrades.

Upgrades and full images are available from:
http://www.opengear.com/firmware/

Which full disk image you deploy depends on your virtualization solution:

1 For Linux KVM, use: vcmsx.y.zkvm.hdd.gz
1 For VMware ESX/ESXI, use: vcmsx.y.zvmwareovf.tar.gz
1 For VMware server, use: vemsx.y.zvmware.tar.gz
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Which upgrade file you use also depends on your virtualization solution:
I For Linux KVM, use: vcmsx.y.zkvmbin
1 For VMware, use: vemsx.y.zvmware.bin

Uncompress the full image usiggnzip, Winzipr similar before deployment.

Refer to the online fags.html fanstructions provided by yawirtualization management seiito deploy
the ovf, vmxor hddfile asappropriate.

2.23 Exampleof doud deployment (ElasticHosts

(These instructions are current as of 19 August 2010.

U Browse tohttp://www.elastichosts.comand create an account at yopreferred peer location

U You may wish to use the 5 day free hosting trial, otherwise asithacription that meets the
reserved resource requirements outlinetider System Requirements in this document.

Ensure you set 'Committed data transfer' to 10 GB or higher and/or Apvepay balance to
cover monthly data transfer. Data usage\l@MSwill vary with usage patterns, but will
generally not be heavy.

We recommend you purchase a static IP address, otherwise youalsostonfigureCMS3to use
a dynamic DNS setvice.

U Upload vensx.y.zkvm.hdd as a drive using any of the methods described in:

http://lwww.elastichosts.com/clou¢hosting/fag#uploadQ
If you are deploying from a Linux or POSIX compliant systemecssnmend using the drive
upload tool script:

http://www.elastichostscom/downloads/elastichostapload.sh
Your secret API key is available on your Profile page:

export EHAUTH="XXXXXX¥ XXX XXX X%

XXXXXXXXHXXXKEXXXXKHXXKHXXXKHXXKHHXXKHKHXXKHXIXIXIHXXKIIXXKXXXXKX

Your API endpoint URI is the hostname of account's peer locgtioceeded by "api.”, e.g. for
San Antonio Peer 1:

export EHURI=https://api.s4t.elastichosts.com/
After setting these in your environment, run:

Jelastichostsupload.sh vems.y.zkvm.hdd
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u From the Elastic Hosts Control Panel, select Servadthserver odrive'. Enter a Name, e.g.
"VCMS". Select the Type'Bbot from existing drive'. Select the Drive you uploaded in the
previous step, e.g. "vcrmsy.zkvm.hdd". Click Add.

a Click Edit on the Server you have just added. Select the RRatiltress to use if available, and
set the VNC password. Click Start.

a Deployment is now complete. You can now monitor the VCMS boot progsess VNC, or
proceed to the next step to begin configuration.

2.2.4 ConfiguringCMS

Once the virtual appliace has bootedCMSconfiguration igperformed by browsing to the IP address of
the virtual NIC.The virtual NIC obtains an address using DHCP and has a static IP address of:
192.168.0.1

The default username and password are:
root / default

Configuraion instructionsfor the VCMS are identical to the CMS6100 and are detailed in the following
chapter.
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Chapter 3 Configuration

This chapter provides instructions fibre initial configuration of you€EMS You willneed to configure
the following in order to have a usable unit

Gonnect to theCMSmanagement console

Change the default administration password on tBgstem Administratiopage
Configure the local network settings on thietwork Settingpage
Configureconsole servers to be managed on Managed Console Servgrage
Authorize automatically added users on theer Authorizatiopage

uoroonbE

This chapter also discussather Configuremenu itemsthat the Administratormay use in managg the
CMS(such as settindime/Date ad upgrading the firmwarge

3.1 Connectto the management onsole

YourCMScomes configured with a default #ldressof 192.1680.1and Subnet Mask 255.255.255.0

u Directly onnect a PC or workstation to tHeMS

Note For initial configuration it is recommended that the CMS be connected directly to a single PC or
workstation. However, if you choose to connect your LAN before completing the initial setup
steps, it is important that:

A you ensure there are no other devices on the LAN with an address of 192.168.0.1
A the CMS and the PC/workstation are on the same LAN segment, with no interposed router
appliances

3.1.1 Connected PC/workstation set up

To configure theCMSwith a browserthe connectedPCivorkstationshouldhave an IP address in the
same range as theMSe.g. 192.168.0.100):

i To configure the IP Address of your Linux or Bx@workstatiorsimply runifconfig
U For Windows PCs (Win9x/Me/2000/XRéta/7/NT)
A ClickStart-> (Settings->) Control Panelnd double clickhletwork Connections
A Right click or.ocal Area Connectioand selecProperties
A Selectinternet Protocol (TCP/IPand clickProperties
A SelectUse the following IP addressnd enter the followng details:
o |IP address192.168.0.100
0 Subnet mask255.255.255.0
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A If you wish to retain your existing IP settings for this network connection,Atlicknced
and Addthe above as a secondary IP connection.

U Ifitis not convenient to change yo&C/workstaion network address, you can usestARPPiIng
commard to reset theCMSP addressTo do this frona Windows PC:

A ClickStart->Run (or selectAll Programshen Accessorieshen Run)

A Typecmdand clickOKto bring up the command line

A Typearp ¢dto flushthe ARP cache

A Typearp cato view the current ARP cache which should be empty
Run N RER

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: R

[ OK ” Cancel ” Browse... ]

Now add a static entry to the ARP table aidgthe CMSo have it take up the IP addreds.

the example below we haveCMSwith a MAC Address 00:13:C6:00:02:0F (designated on the
label on the bottom of the unit) and we are setting its IP address to 192.168.1s28the
PC/workstation issuing tharp command must be on the same network segrhas theCMS

(i.e. have anP address of 192.168.100.xxx)

A Typearp-s 192.168.100.23 003-C600-02-0F (Note: for UNIX the syntax isrp -s
192.168.100.23 00:13:C6:00:02)0F

A Typeping-t 192.18.100.230 start a continuous ping to the new IP Address.

A Tum on theCMSand wait for it to configure itself with the new IP address. It will start
replying to the ping at this point

A Typearp ¢d to flush the ARP cache again

3.1.2 Browser connection

The CMSsupports all current versions of the popular browsergt@dape, Internet Explorer, Mozilla
Firefox Gnomne, Apple Safadnd more)

. [ Connect to 192168.250.103 D |
U Activate your preferred browser on the connected PC/

workstation and entehttps://192.168.0.1

U You will be prompted to log in. Enter the default e T e B ST
administrationusernameand admiistration password:

User name: € root -

Usernameroot Passord: |

"] Remember my password

Passworddefault
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On successful log in you will be presentgth a Welcomescreen

am Name: vems  Model: VCMS  Firmware: 3.2.0 SI @

opengcof I.lpt'lme:gwsdtays, 21 hours, 30 mins, 9 secs  Current User: root

Backup Log Out

OpenGear Management Console: Welcome

Monitor = Welcome to the Opengear Monitor!

You wil need to configure the following in order to have a usable unit. After completing a step by following the appropriate link

you can return to the updated configuration steps by dicking on the logo in the top left comner.
1. Change the default administration password on the System Adminstration page.
Configure 2] 2. Configure the local network settings on the Network Settings page.
3. Configure console servers to be managed on the Managed Console Servers page. Done.
Status 1+ 4. Authorize automatically added users on the User Authorzation page.
Manage

3.2 EnterPasswords

Initially only the administrationusernamedroot canlog into yourCMS The default root password is
adefaulté so it is essentiathat you createa newsystempasswordor the root user

System Name: vcms  Model: VCMS  Firmware: 3.2.0 ﬁ @

opengeQr Uptime: 9 days, 21 hours, 27 mins, 52 secs Current User: root

Backup Log Out

Configure: System Administration

Monitor ]
System Name vems

Reports L An ID for this device.

System |+ System Description
The physical location of this device.

» Managed Console Servers
» User Authorization

» Authentication

» Network Settings

» SMTP & SMS

» System Administration

# S5L Certificates

System Password sssssses
The secret used to gain administration access to this device.
Confirm System ssssssss

Password
Re-enter the above password for confirmation.

» Date & Time Call Home Password P
» Configuration Backup
» Firmware The secret used by remote console servers to connect to this device as candidates for
management.
Confirm Call Home
» Statistics Password hhhiind )
» Syslog Re-enter the above password for confirmation.
» Support Report
Apply

Manage =

U SelectConfigure: SystenAdministration

0 Enter a newsystem Passworthen re-enter it inConfirm System Passwordhis is thenew
passwordor root, the main administrative useaccount, so it is important that you choose a
complex passwordand keep it safe

U At this stage you may also wishaater a System Namend SystemDescriptionfor the CMSto
give ita unique ID and make it simple to identify

Note The System Name can contain from 1 to 64 alphanumeric characters. You can also use the

special characters "-" " "and "." ). Similarly there are no restrictions on the characters that can

be used in the System Description or the System Password. Each of these can contain up to 254
characters, but only the first eight password characters are used to make the password hash.

U ClickApply. As you have changed the password youbelprompted to log iragain. This time
usethe newSystem Bsswad
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3.2.1 Enter Call Home Password

If you wish to monitoconsole serverthat are connected via Call Homau will need a Call Home
password

u  Enter a newCall Home Passwortthen re-enter it inConfirm Call Home Passwosthd dick
Apply

This passwordsiused for a system account used solely for accepting Call Home connections. It is safe to
change this password, without affecting currently established Call Home connections.

For details on the Call Home feature, see the section entitled Call Homenlalés document

3.2.2 Enter License Key (VCMS only)
When you commercially license VCMS you will be email@MS License K&y install thekey

U Copy theKeyfrom the emailinto the LicenseKeyfield and clickApply

O OpenGear Manageme

@iy € © & neps/192.168.254.164/form=sy

System Name: vcms Model: VCMS Firmware: 3.2.1 ﬁ ®
opcngcor Uptime: 0 days, 0 hours, 4 mins, 40 secs  Current User: root

Backup Log Out
Configure: System Administration

Srstem Name

An ID for this device,

Configure

» Managed Console Servers Sy=tum|Dascaptice
» User Authorization

» Authentication

» Network Settings

» SMTP & SMS

» System Administration
» SSL Certificates

» Date & Time Confirm System
» Configuration Backup Password

» Firmware Re-enter the above password for confirmation

The physical location of this device.

System Password

Status = Call Home Password

» gtat‘\st\cs The secret used by remote console servers to connect to this device as candidates for management.
» Syslog
» Support Report Confirm Call Home [0

Password
Marage ] Re-enter the above password for confirmation

» Access Console Servers Licence Kay
» Command Console d0e3a38ed7bb

Servers The key provided when this product was registered

Apply

ThisKeyprovides you witta commercial license to use the VCMS software appliance, and entitles you to
12 months free technical support anghgradesYou will need to renew your Key annually to receive
ongoing support and upgrades. If you have to contact support, wikyask youd quote the LicerssKey
number from this page.

3.3 ConfigureLocal Network Settings
The next step is tenter an IP addresand network setting$or the Networkport on the CMS or to
enable its DHCP client so thagaittomatically obtaisan IPaddress fom a DHCP server on thetwork

it is to be connected to

0 On theConfigure: Network Settingmenuselectthe Network Interface pagethencheckDHCP
or Satic for the Configuration Method
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i

If you selectedatic you must manually enter the nel#? AddressSubnetMask, Gatewayand
DNSserverdetails Thisselection automaticallgisableshe DHCP client

System Name: cms6116  Model: CMS6116  Firmware: 3.0.0p1 (D
opcngcor Uptime: 1 days, 0 hours, 24 mins, 33 secs Current User: root

Log Out

Configure: Network Settings

Network Interface General Settings
1P Settings: Network
Configuration Method © DHCP
7) Static
» Managed Console Servers The mechanism to acquire IP settings.

User Authorizati
» User Authorization 1P Address

» Authentication
» Network Settings A statically assigned IP address.

» System Administration Subnet Mask
» Date & Time

» Firmuare

» Support: Repart Gateway

A staticall assigned netwark mask.

A statically assigned gateway.
Primary DNS

A statically assigned primary name server.
Secondary DNS

A statically assigned secondary name server.
Media Auto -

The Ethernet media type.

If you selectedHCRhe CMSwill look for configuration details from a DHCP serveyour
managementAN.This selection automatically disables any istaddressTheCMSMAC
address can be fond on a label on the base plate

Note

In its factory default state (with no Configuration Method selected) the CMS has its DHCP client
enabled, so it automatically accepts any network IP address assigned by a DHCP server on your
network. In this initial state, the CMS will then respond to both its Static address (192.168.0.1)
and its newly assigned DHCP address

By default theCMSNetwork port auto detects theEthernet connection speed.awever you can
use theMediamenu to lock the Ethernet to 10 Mb/s or 100Mb/s and to Full Duplex (FD) or Half
Duplex (HD)

Note

If you have changed the CMS IP address, you may need to reconfigure your PC/workstation so it
has an IP address that is in the same network range as this new address

ClickApply

You will need to reconnect the browser on the PC/workstation that is connected tGifgy
enteringhttp://new IP address

Note

If you selected the DHCP configuration method, and plan to use Call Home it is strongly
recommended that you use a dynamic DNS service. So at this point, you may also configure
dynamic DNS. For detailed setup instructions, see the sections entitled Call Home and Dynamic
DNS later in this document.

3.3.1

IPv6 configuration

TheCMSNetworkinterfacecanalsobe configured for IPv6 operation

i

On theConfigure: Network SettingmenuselectGeneral Settingpage and checEnable IPv6
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System Name: vcms  Model: VCMS  Firmware: 3.2.0 -;- @
opengec‘f Uptime: 9 days, 23 hours, 0 mins, 43 secs Current User: root

Backup Log Out

Configure: Network Settings

Network Interface General Settings

General Settings
Enable IPv6
Enable IPV6 for all interfaces.

# Managed Console Servers

# User Authorization Apply

» Authentication
» Network Settings

3.3.2 Dynamic DNS (DDN&)nfiguration

With Dynamic DNS (DDN&) appliancevhose IP address dynamically assigned (and that melyange
from time to time) can be located ing) a fixed host or domain name

U The first step in enabling DDNS is to create an account with the supported DDNS service
providerof your choice. §ported DDNS providers include:
- DyNSwww.dyns.cx
- dyndns.orgnvww.dyndns.org
- GNUDignudip.cheapnet.net
- ODSwww.ods.org
- TZOwww.tzo.@mm
- 3322.org (Chinese providemww.3322.0rg

Upon registering with the DDNS service provider, you will select a username and password, as well as a
hostname that you will use as the DNS name (to allow external aazgssit machine using a URL).

The Dynamic DNS service providers allow the user to choose a hostname URL and set an initial IP
address to correspond to that hostname URL. Many Dynamic DNS providers offer a selection of URL
hostnames available for free usathvtheir service. However, with a paid plan, any URL hostname
(including your own registed domain name) can be useBy default DDNS is disablefioenable

U On theConfigure: Network Settingmenu select theNetwork Interfacepagethen select the
DDNS service provider from the drop dovadynamic DN3st
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Dynamic DNS
Dynamic DHS None - DDNS disabled ~
Update a DMS server when IP address is changed.
DDNS Hostname
The Fully Qualfied DNS hostname assigned to this interface.
DDNS Username
The username for the account to menage this interface.
DDNS Password
The password for the account to manage this interface.
Confirm DDNS
Ml Re-enter the password for confirmation.
Maximum interval

between updates
= Maximum interval between updates in days. DDNS update wil be sent even if the address

has not changed. Defauits to 25.

Minimum interval

between checks
N ched Minimum interval between checks for changed addresses, in seconds. Updates will stil only be

sent if the address has changed. DefEuls to 1800.

Maximum attempts
per update

Apply

Number of times to attempt an update before giving up. Defaults to 3.

U In DDNS Hostnamenter the fully qualified DNS hostname for your console serveryelg-
hostname.dyndns.org

u  Enter theDDNSUsernameand DDNSPasswordor the DDNS service provider account

U Specif the Maximum interval between updates in days. A DDNS update will be sent even if
the address has not changed

U Specify theMinimum interval between check$or changed addressesn seconds. Updates will
still only be sent if the address has changed

U Speify theMaximum attempts per updatd.e. the number of times to attempt an update
before giving up (defaults to 3)

3.4 Configure Managed Console Servers

CMSmaintains public key authenticated SSH connections to each ldbitaged Console Servefihese
connections are used for monitoring, commanding and accessinglamaged Console Sergesnd the
Managed Devicesonnected to theManaged Console Server

To manage Local Console Servers, or console servers that are reachable fahStiee SSH
connectons are initiated byCMSTo manage Remote Console Servers, or console servers that are
firewalled, not routable, or otherwise unreachable from &S the SSH connections are initiated by
the Managed Console Serwda an initial Call Home connectidfiis ensure secure, authenticated
communications and enablddanaged Console Servanits to be distributed locally on a LAN, or
remotely around the world.
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i

T

Local or Remote CMS6100

Monitor

Managed Console Servers

Administration Opengear /j"" Local & remotely distributed

2

SelectConfigure: Managed Console Servers

The Managed Console Servéist displagall the consa serverswvhich arecurrently being monitored
by theCMS

i

TheHost Last RetrievellA ST R aK2 ga ¢ KSy cdfigdtion ddyhatiant(stcha S NI S N.

asuser andvianagedDevicedetails, alert settings etc) was tagpdated in theCMS To update
this information check theManagedConsoleServer(s}o be updated andlick Rdrieve Hosts

ThelP Address/DNS Narshows how theaCMSis accessing thiglanaged Console Server

o0 ForalLocal Console Server, it shows the network address and SSH server port that

CMSis connected to

o For a Remote Console Server, it shows the local redirected port, and the remote IP
address from which the connection has originated. The local redirected port
matches the Listening Port as displayed in the Call Home connection on theeRemot
Console Server

System Name: vamns Model: VCMS  Firmware: 3.2.0 ﬁ @
opengeor Uptime: 9 days, 23 hours, 21 mins, 28 secs Current User: root
Backup Log Out
Configure: Managed Console Servers
Monitor 4]
Managed Console Servers
Reports ) Name 1P Address/DNS Description Hosts Last Retrieved
Name

System

] im4216-25 192.168.254.152:22 im4216-25 Wed Aug 18 16:52:31
Configure | 2010
» Managed Console Servers
» User gAuthumatlun ] Select/unselect al nodes
» Authentication
» Network Settings Retrieve Hosts Delete
» SMTP & SMS
» System Administration
» SSL Certificates Detected Console Servers
» Date & Time
: Ei?rnn??:rztmn Backup Local Console Servers 192.168.254 23 -

These console servers have been detected on the local network as candidates for

Status o management.
Manage L

Remote Console Port 58231 (localhost58231 — 192 168 254 149]3:]

Servers i

Port 57452 (localhost57452 — 192.168.254.149)  ECRLgnEhEREuES
Port 58231 (localhost58231 — 192.168.254.149)

New Console Server

Manually enter the details of a console server to manage.
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The Detected Console Servéist displays all theonsole servershich are currently not being
monitored by theCMS

U ThelLocal Console Servaeh®p down listshowsall theconsole serverghich are on the same
subnet as theCMSand ae not currently being monitored. Cliékefreshto update

U TheRemote Console Servei®p down list shows all theonsole serverthat have established a
Call Home conngion (so are candidates) batre not currently being monitoredlickRefresh
to update

Note When adding a (Detected) Remote Console Server, the IP Address will appear as localhost. This
is the loopback listening port created by the Call Home connection

U To add aonsole serveto the Managed Console Sergdist, either select it from thd_ocal or
Remote Console Servers drop down list, and élibdk

Note Alternately you can manually add a console server to the Managed Console Server list by
entering its details in the New Console Server section. You may wish to do this if the console
server is at a remote address, but is reachable from the CMS i and you do not wish to use Call
Home. Simply specify the SSH server address and port of the console server and click Add

U Enterthe IP Address and SSH Port if these §idldve not been autocompkted

U Enter aDescriptionand uniqueNamefor the Managed Console Serwau are addinde.g.
G.2aiG2y£o0

System Name: vcms  Model: VCMS  Firmware: 3.2.0 ﬁ @

opengeor Uptime: 10 days, 2 hours, 13 mins, 20 secs Current User: root

Backup Log Out

Configure: Managed Console Servers

1P Address/DNS localhost
- Name .
The managed console server's TP address or DNS name.
st port 2
— The managed console server's 55H server port.
Configure
» Managed Console Servers Description Engineering Test Room 3
» User Authorization briaf d fih " L
» Authentication A brief description of the managed console server.
» Network Settings
» SMTP & SMS tame Baston
» System Administration Short name to identify the managed console server.
» SSL Certificates
» Date & Time Remote Root ."""‘
» Configuration Backup Password
» Firmware The root password set on the managed console server. This password wil not be stored, but
used to propagate SSH keys and then forgotten.
» Statistics Apply

U Enter he RemoteRoot Password(i.e. System Password thagas keen set on thisdManaged
Console Servgr

Note This password is used by thdSo propagde auto generated SSH keys and then forgotten.
This password will not be stored

U ClickApply.

The CMSwill now set up secure SSH connections to and fromtheaged Console Serder & . 2302y ¢ )
be included inthe Managed Console Servdist (which dispys all the console servers which are

currently being monitored by thEMS. And theCMSwill retrieve itsManaged Devicesiser account

details and configured alerts
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34.1 Connecting CMS/M@S andconsole serveson separate privée or firewalled networks

Toset up theoften, console servers or the CMS itself will be on a private, firewalled network and unable to connect
to each other.

Whatever the topology, if either CMS can SSH to the console server, or the console server can SSH to CMS, the
CMS can manage the console server.

There are three main scenarios:

The console server has a public address, the CMS has a private or firewalled address.

W W Console server
Third-party

firewall

CMSEB100 or VCMS

In this case, ensure the third-party firewall allows outbound connections the distributed console server's SSH port
(outbound destination TCP port 22). This is the default behavior of most firewalls. The distributed console server
will not be detected by the CMS, but can be added manually at the CMS using Configure -> Managed Console
Servers -> New Console Server -> Add as described above.

The console server has a private or firewalled address and the CMS has a public address.

Console server

Third-party
firewall

CMSB100 or VCMS

This is a common for console servers using cellular connections. On the console server, use Serial & Network ->
Call Home to connect the console server to the CMS public address. The distributed console server will then be
detected by the CMS and can be added using Configure -> Managed Console Servers -> Remote Console
Servers as described in the next section

Both the console server and CMS have a private or firewalled address.

There are two options in this scenario:

(a) Make CMS accessible by the console servers

This is usually the preferable option if there are multiple console servers with private or firewalled addresses -

common with console servers using cellular connections connecting to a CMS on a central private operations
network.
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I — e
Console server

Third-party Third-party
- firewall firewall
CMSE100 or VCMS

Configure the third-party firewall to port forward (PAT) from its public address to the CMS's private address,
targeting TCP port 22. The public forwarded port may be any port, e.g. 2222.

Configure the CMS with the external IP or DNS address of the third-party firewall. Connect to the CMS command
line using SSH and run:

config -s config.cms.address=4.3.2.1 config -s config.cms.sshport=2222
.. where 4.3.2.1 is public address of the third-party firewall, and 2222 is the public forwarded port.
Once this is done, the managed console server can Call Home to the CMS using the forwarded port as per

scenario 2 above.

(b) Make the console server accessible by CMS
Configure the third-party firewall to port forward (PAT) from its public address to the console server's private
address, targeting TCP port 22.

. ThEZw \-v-/

firewall

Console server

Third-party
firewall

CMSB100 or VCMS

The public forwarded port may be any port, e.g. 1022, 2022 - this allows for multiple console servers to be
managed behind a single firewall. Once this is done, add the managed console server to CMS as described in
the earlier section.

3.5Call Home

To manage a console server, ti@MSmust be able to connect to it using SSH. Sometimes this is not
possible, e.g. if a console server is behind a third party firewall, or has a privateutable IP address.
This is often the case when the console sers@onnected via a Cellular Modem connection.
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In this situation, a Call Home connection is initiated from the console server ©NI& This creates an
SSH listening port on tHeéMS$ that is redirected back across the Call Home connection to the console
server. This allows theMSto connect to the console server using SSH, and thereby manage it.

Anyconsole serverith Firmware V3.2r later, hasCall Homesupport.

Note To Call Home, the console server must be able to connect to the CMS using SSH. It is also
important that the CMS has a static IP address. If this is not possible, you must configure the
CMS to use a dynamic DNS service (refer Dynamic DNS section later in this manual).

3.5.1 Setting up console server as a management candidate on CMS

Toset up theconsole servess a Call Home management candidatdtftmCMS

U BrowsetotheD2 y & 2 f Smata§eNEndedzdle anelectCall Homeon the Serial &
Network menu

System Name: img4216-25 Model: IMG4216-25 Firmware: 3.2.0ul ﬁ @

opengcaf Uptime: 0 days, 23 hours, 28 mins, 33 secs Current User: root

Backup Log Out

Serial & Network: Call Home

Port forwards cannot be added until 55H keys have been generated.
s Serial Port

» Users & Groups Click here to go back, or here to upload or generate keys.

» Authentication

# Network Hosts

# Trusted Networks

# IPsec VPN

» OpenVPN

# Call Home

U If you have not already generated or uploaded an SSH key pair faotigsleserver,you will
need to do so before proceedinBetails on this procedure are outlined in tApengeatJser
Manual in the section entitledutomatically generate and upload SSH keys

i ClickAdd

System Name: cm4116 Model: CM4116 Firmware: 3.2.0ul ﬁ @

opengcc‘f Uptime: 1 days, 23 hours, 37 mins, 13 secs Current User: root

Backup Log Out

Serial & Network: Call Home

Serial & Network

Edit Connection
» Serial Port
» Users & Groups Server Address 192.168.254.56
» Authentication
# Network Hosts 1P address or DNS name of the CMS or SSH server
s Trusted Networks
s Cal Home Password
. UQ;SGCUM P?trts Enter the password to authenticate this connection, e.q. the Call Home Password, thi
» onnections B ; ! )
» RPC Connections password will not be stored, but used to propagate SSH keys and then forgotten
» Environmentzal
» Managed Devices
Alerts & Logging Advanced
» Port Log
s Alerts
» SMTP & SMS
» SNMP Apply

U Enter the IP address or DNS name (e.g. the dynamic DNSaddféheCMS
U Enter the Password that you configured the CMSas theCall Home Password

U ClickApply
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System Name: cm4116 Model: CM4116 Firmware: 3.2.0ul ii (D
opengeaf Uptime: 2 days, 20 hours, 6 mins, 26 secs Current User: root

Backup Log Out

Serial & Network: Call Home

Serial & Network

Call Home
» Serial Port
» Users & Groups Cal home to CMS if this device is behind a third party firewsall, or is otherwise not routable from the CMS. This establishes an
» Authentication SSH connection to the CMS, nominating this device as a candidate for management.
» Network Hosts
» Trusted Networks Connected To Listening Port

» Call Homne

» Cascaded Ports ms@192.168.254.56:22 Port 57452 (192.168.254.56:57452 — Edit Delete
» UPS Connections 127.0.0.1:22)
» RPC Connections

» Environmental
» Managed Devices

Add

Alerts & Logging

These steps initiate th€all Home connectioffom the console serveto the CMSAn SSH listening port
is createdon the CMS and theconsole servas setup as a candidat® be accepted as Klanaged
Console Server

Once the candidate has been accepted on@MS(as outlined in therevioussection) an SSH tunnel
to the console serves thenredirected back across the Call Home connectioe.chimsole servehas
now become aManaged Console Senand theCMScanconnect toand monitor itthrough this tunnel.

3.5.2 Call Home to a generic central SSH server

If you are connecting to a generic SSH sefver aCMS, you may configureAdvancedsettings:
U Enter theSSH Server Poaind SSH User to authenticate as

U Enter the details for tb SSH port forward(s) to create

System Name: cm116 Model: CM4116 Firmware: 3.2.0ul (D
Opengcaf Ut 1 oy, 33 Mo, 37 i, 13 ke Gt User o0t

Backup Log Out

Serial & Network: Call Home

Serial & Network
» Serial Port

Edit Connection

> Wsers & Groups Server Address 192.163.254.56

» Authentication

» Metwork Hosts 1P address or DNS name of the CMS or SSH sarver
# Trusted Networks

» Call Home Password

» Cascaded Ports Enter the password to authenticate this connection, e.g. the Call Home Password, this
# UPS Connections

» RPC Connactions password will not be stored, but used to propagate SSH keys and then forgotten
# Environmental
» Managed Devices

Alerts & Logaing 1 = Advanced
» Port Log SSH Server Port 22
s Alerts
2 SMTP & 5MS The SSH server port
» SNMP
SSH User cms
System | User to authenticate as
» Administration Listening Port
» S5 Certificates istening bol Listening Listening Target Server Target
# Configuration Backup Server Port Port
» Firmware
»IP _
» Date & Time @
' Dial Remote 57452 127.001 2
» Services O Local
» MNagios
» Configure Dashboard Add

By selecting.istening Serveyou may create Remoteport forward from the Server to this unit, or a
Localport forward from this unito the Server:

U Specify a Listening Port to forward from, leave this field blank to allocate an unused port

U Enter the Target Server and Target Port that will be therewt of forwarded connections
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3.6 Authorize Automatically Added Users

CMSretrieves aml aggregates user accounts that are locally configureManaged Console Servers
This way, a user with accounts across multinaged Console Servdras a single pane of glass from
which they can monitor and access all tlanaged Console ServensdsubordinateManaged Devices

the user has permissions to access.

Once a user account has been retrieved for the first time, it must be explicitly authorized GMB8e

before that user can log in to theMS

U0 SelectConfigure:User Authorization Thiswill display a list of all the usewhich have been set
up on all theManaged Console Servensrrently being monitored by thEMS

opengear

Monitor Users

Username
Testuserl

Configure CELEE
» Managed Console Servers Testuser3
» User Authorization

» Authentication FrnEeE
» Network Settings

» SMTP & SMS w7

» System Administration

» SSL Certificates we

» Date & Time

» Configuration Backup i

» Firmware

Group
users
users
users
users
admin
users
users

users

Description
Updated
Unauthorized user,
Updated
Unauthorized user,
Admin User
Unauthorized user,
Unautherized user,

Unauthorized user,

‘em Name: vcms  Model: VCMS
Uptime: 9 days, 22 hours, 40 mins, 16 secs  Current User: root

click Edit to set password

dlck Edit to set password

dlck Edit to set password

click Edit to set password

dlick Edit to set password

Firmware: 3.2.0

a o

Backup Log Out

Configure: User Authorization

Edit
Edit
Edit
Edit
Edit
Edit
Edit

Edit

U For any userselectEditand enter a new assword that will be used by thaser when accessing

CMS

U At this stageyou can ao modify theGroupmembership andescriptiorassociated with that
particular user. Users in thesergroup can access tHeurrent Statusnenus, theReportamenus
and theSystenmenu (basically all the monitoring screens) whereas users indh@n group
have this access plus the ability to reconfigure @dSusing theConfiguremenu

Note Group membership on the CMS is distinct from group members on Managed Console Servers.
Groups set on CMS, control access to the CMS only, and are not retrieved from or propagated to

Managed Console Servers.

U ClickApply
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opengeaf System Name: vcms  Model: VCMS  Firmware: 3.2.0 ﬁ @

Uptime: 9 days, 22 hours, 40 mins, 16 secs Current User: root

Backup Log Out

Configure: User Authorization

Edit an Existing User
Usename  Testuserd
A unique name for the user.
E
Description New user
Configure
» Managed Console Servers A brief description of the users role.
» User Authorization
» Authentication Groups [E admin (Provides users with unlimited configuration and management privieges)
» Network Settings users (Provides users with basic management privieges)
» SMTP & SMS
» System Administration
» SSL Certificates A group with predefined privileges the user wil belong to.
» Date & Time d
» Configuration Backup Passwor sseseses
» Fimuare The users authentication secret. Note: A password may not be required if remote authentication is being used.
Re-enter the users password for confirmation.
Apply

3.7 UpgradeRrmware
Before upgradingyou should ascertain if you are already running the most current firmware in your
gateway. You€CMSwill not allow you to upgrade to the same or an earlier version

U The Firmwareversion is displayed in the header of each @&y you canselect Configure
Support Reporiand note theFirmware Versiofisted there

U To upgrade, first download the latest firmware image frip/ftp.opengear.comg
0 cms6106x.y.x.binfor CMS6100 appliances
0 vcmsx.y.z.binfor VCMS installs

U Save this downloaded firmware image file on to a system on the same subnet &MBe

System Name: vcms  Model: VCMS  Firmware: 3.2.0 ﬁ (D
opengear Uptime: 9 days, 22 hours, 47 mins, 42 secs Current User: root

Backup Log Out

Configure: Firmware

Monitor

Firmware Upgrade Browse.
Y— = File =
Reports Specify a valid frmware file to upgrade the unit with.
System Firmware Options

Advanced options should only be used at the request of customer support.

» Managed Console Servers
» User Authorization Apply

» Systemn Administration
» SSL Certficates

» Date & Time

» Configuration Backup
» Firmware

U Also download and read threlease _notes.txfor the latest information
U Toupload thefirmware imagsdfile to yourCMSselectConfigure Firmware
0 Browsethe local subnet and locate the downloaded file

0 QickApplyand theCMSappliance will undertake a soft reboot and commence
upgrading the firmware. This process will take several minutes

U After the firmware upgrade hasompleted, clickereto return to the Management Console.
YourCMSWwill have retained all its prapgrade configuration information
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3.8 ConfigureDate andTime

It is recommended that you set the local Date and Time inGMSas soon as it is configuteMany of
the CMSoggingfeaturesuse the system time for timetamping log entries, while certificate generation
depends on a corredimestampo check the vatlity period of the certificate

System Name: cms6116 Model: CMS6116 Firmware: 3.0.0p1 (D

opcngch Uptime: 1 days, 0 hours, 11 mins, 29 secs Current User: root
Log Out

Configure: Date & Time

Current System Time & e, |
Date 15:50:17 Nov 10, 2009

Time Zone

» Managed Console Servers Time Zone Australia - Queensland -
» User Authorization Select your timezone.

» Authentication

» Network Settings Apply

» System Administration

» Date & Time Manual Settings
» Firmware
Time 00 ~ 0 -

Hour Minute

» Support Report

pate 005 - Ty, 0l -

Month Da
Year u

Apply
Network Time Protocol

Enable NTP
Enable Network-Time-Protocol Support.

NTP Server
Spedify the address of the remote NTP Server.

U Select theConfigure Date & Timemenu option

U Set your appopriate region/locality in th&ime Zoneselection boxnot UTPand clickApply

U0 Manually set the¥ear Month, Day, Hourand Minute using theDateand Timeselection boxes,
then clickApply

Alternately, the CMScan synchronize its system time with a remdétae server using the Network Time
Protocol (NTP). Configuring the NTP time server ensures thatfeclock will be accurate soon after
the Internet connection is established. To set the system time using NTP:

U Select theEnable NTRheckboxunderNetwork Time Protocol
U Enter the IP address of the remd# P Serveand clickApply

3.9 KeyExchange

TheCMSautomatically generates th8SH keys used toramunicatewith eachof its Managed Console
Servers

However you can additionally generate or manuadiyter RSA or DSA key pairs and SSH Authorized keys
that will be used for other SSH connections with CMS.
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System Name: cms6116 Model: CMS6116 Firmware: 3.0.0p1 @

opengeor Uptime: 1 days, 18 hours, 5 mins, 54 secs Current User: root

Log Out

Configure: System Administration

Current Status

System Name cms6116

An T for this device,

System Description
Configure The physical location of this device.
» Managed Console Servers System Password P

» User Authorization

The secret used to gain administration access to this device.
» Authentication

» Network Settings Confirm System seenveee
» System Administration Password Re-enter the above password for confirmation.
» Date & Time
» Firmware
» Support Report
SSH RSA Public Key
Upload a replacement RSA public key file.
SSH RSA Private Key
Upload a replacement RSA private key file.
SSH DSA Public Key
Upload a replacement DSA public key file.
SSH DSA Private Key
Upload a replacement DSA private key file.
SSH Authorized Keys
Upload a replacement authorized keys file.
Generate SSH keys B
automatically Generate SSH keys localy.
Reboot
Safely reboot the device.

U SelectConfigure:SystemAdministration

i CheckGenerate SSH keys automaticaiind dick Apply

Generating each set of keys will require approximately two minutes. Any old keys of that type wil be destroyed.
Functions relying on SSH keys (e.g. Cascading) may stop functioning until they are updated with the new set of keys.
If unsure, select only RSA.

To generate keys, select RSA and/or DSA:
RSA Keys
Generate RSA Keys

DSA Keys ]
Generate DSA Keys
Apply

Next you must select whether to generate keysgdrRSAand/or DSAand if unsure checlonly RSA
Keysg. Generating each set of keys wilbrgre approximately two minutes and the new keys will destroy
anyold keys of that type that mayavepreviously been uploaded o generate keys

U SelectRSA Keyand/or DSA Keys
0 dickApply

i Once the new keys have been successfully generated sahigkyrere to return

Alternately if you have a RSA or DSA key pair you can manuaigdupkem to theCMS
U SelectConfigure:SystemAdministration on the CMS

i Browse to thdocation you have stored RSA (or DSA) Public Key and uplo&®SH&SA (DSA)
Public Key

U Browse to the stored RSA (or DSA) Private Key and uploa8SHRSA (DSA) Private Key
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U ClickApply

3.10 Authentication Configuration

Authentication can be perfoned locally, or remotely using &iDAP, Radiux TACACSauthentication
server. The default authentication method for th@eMSis Local

System Name: cms6116 Model: CMS6116 Firmware: 3.0.0p1 @

opengcor Uptime: 1 days, 1 hours, 47 mins, 31 secs Current User: root

Log Out

Configure

Current Status

: ?‘I:'l::“il;ljtm tion ® Local
Otocaacacs
O

O TACACSLocal
O TAcACSDownLocal
» Managed Console Servers C LocalRADIUS
» User Authorization QRADIUS
» Authentication O RADIUSLocal
» Network Settings O RADIUSDownLocal
» Systemn Administration O LocalLDap
» Date & Time O Lbap
» Firmware O LDAPLoGl
» Support Report O LDAPDownLocal

Any authentication method that is configured will be used for authentication of anywiserattempts
to log in though HTTPS or S&Hhe CMS

TheCMScan be configured to the default¢ca) or an alternate authentication metho@ ACACS
RADIUSr LDAR with the option of a selected order in which local and remote authentication is to be
used:

LocalTACACS /RADIUSIAP Tries local authentication first, falling back to remote if local fails

TACACS /RADIUS/LDIétal:Tries remote authentication first, falling back to local if remote
fails

TACACS /RADIUS/LDBBwn Local Tries remote authentication first, falling dato local if the
remote authentication returns an error condition (e.g. the remote authentication server is down
or inaccessible)
3.10.1 Local authentication
U SelectConfigure Authenticationand checK.ocal

U ClickApply

3.10.2 TACACS authentication

Perform the following procedure to configure the TACACS+ authentication method to be used whenever
the CMSor any of its serial ports or hosts is accessed:

0 SelectConfigure Authenticationand checkTACASLocalTACACSACACSLocat
TACACSDownLocal
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TACACS

Authentication and | |

Authorisation
Server Address Comma seperated list of remote authentiction and authorisation servers.

Accounting Server | |
Address

Comma seperated list of remote accounting servers. If unset,
Authentication and Authorisation Server Address will be used.

Server Password | |

The shared secret allowing access to the authentication server.

Confirm Password | |

Re-enter the above password for confirmation.

U Enter the Server Addres$IP or host name) of the remote Authentication/Authorization server.
Multiple remote servers may be specified in a comma separated list. Each server is tried in
succession.

U In addition to multiple remote servergou can also enteseparate lists of
Authentication/Authorization servers and Accounting servers. If no Accounting servers are
specified, the Authentication/Authorization servers are used instead.

U Enter theServer Password

U ClickApply. TACAS+ remote authentication willmte used for all user access@MSand
serially or network attached devices

TACACS+  The Terminal Access Controller Access Control System (TACACS+) security protocol is a
recent protocol developed by Cisco. It provides detailed accounting information and flexible
administrative control over the authentication and authorization processes. TACACS+
allows for a single access control server (the TACACS+ daemon) to provide authentication,
authorization, and accounting services independently. Each service can be tied into its own
database to take advantage of other services available on that server or on the network,
depending on the capabilities of the daemon. There is a draft RFC detailing this protocol.
Further information on configuring remote TACACS+ servers can be found at the following
sites:

http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080094e99.shtml

http://www.cisco.com/en/US/products/sw/secursw/ps4911/products user guide chapter09
186a00800eb6d6.html

http://cio.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed cr/secur c/scprt2/
sctplus.htm

3.10.3 RADIUS authentication

Perform the following procedure to configure the RADIUS authentication method to be used whenever
the CMSor any of its serial ports or hosts is accessed:

U SelectConfigure Authenticationand chek RADIUSLocalRADIUSRADIUSLocalr
RADIUSDownLocal

CMSUserManual Page290f104


http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080094e99.shtml
http://cio.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed_cr/secur_c/scprt2/sctplus.htm
http://cio.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed_cr/secur_c/scprt2/sctplus.htm

RADIUS

Authentication and | |
Authorisation
Server Address

Comma seperated list of remote authentiction and authorizsation servers.

Accounting Server | |
Address

Comma seperated list of remote accounting servers. If unset,
Authentication and Authorisation Server Address will be used.

Server Password | |

The shared secret allowing access to the authentication server.

Confirm Password | |

Re-enter the above password for confirmation.

U Enter theServer Addres$lP or host name) of the remote Authentication/Authorization server.
Multiple remote servers may be specified in a comma separated list. deaokr is tried in
succession

U In addition to multiple remote servergou can also enter separate lists of
Authentication/Authorization servers and Accounting servers. If no Accounting servers are
specified, the Authentication/Authorizatioservers are used instead

U Enter theServer Pasword

U ClickApply.RADIUS remote authentication will now be used for all user acces&and
serially or network attached devices

RADIUS The Remote Authentication Dial-In User Service (RADIUS) protocol was developed by Livingston
Enterprises as an access server authentication and accounting protocol. The RADIUS server can
support a variety of methods to authenticate a user. When it is provided with the username and
original password given by the user, it can support PPP, PAP or CHAP, UNIX login, and other
authentication mechanisms. Further information on configuring remote RADIUS servers can be
found at the following sites:

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/DepKit/d4fe8248-eecd-
49e4-88f6-9e304f97fefc.mspx

http://www.cisco.com/en/US/tech/tk59/technologies tech note09186a00800945cc.shtml

http://www.freeradius.org/

3.10.4 LDAP authentication

Perform the following procedure to configure the LDAP authentication method to be used whenever the
CMSor any d its serial ports or hosts is accessed:

U SelectConfigure Authenticationand checkLDAR LocalLDARLDAPLocalr LDAPDownLocal
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LDAP

Server Address | |

Comma seperatad list of remote servers.

Server Password | |

The shared secret allowing access to the authentication server.

Confirm Password | |

Ra-enter the above password for confirmation.

LDAP Base DN | |

The distinguished name of the search base. For example: dc=my-company,.dc=com

LDAR Bind DN | |

The distinguished name to bind to the server with. The default is to bind anonymously.

U Enter theServer Addres$lP or host name) of the remote Authentication senMultiple

remote servers may be specifiedarcomma separated list. Each server is tried in succession.

U Enter theServer Password

Note To interact with LDAP requires that the user account exists on our CMS to work with the remote
server i.e. you can't just create the user on your LDAP server and not tell the CMS about it. You
need to add the user account.

U ClickApply.LDAP remote authentication will now be used for all user acce€#/gand serially
or network attached devices

LDAP The Lightweight Directory Access Protocol (LDAP) is based on the X.500 standard, but
significantly simpler and more readily adapted to meet custom needs. The core LDAP
specifications are all defined in RFCs. LDAP is a protocol used to access information stored in an
LDAP server. Further information on configuring remote RADIUS servers can be found at the
following sites:

http://www.ldapman.org/articles/intro_to |dap.html

http://www.ldapman.org/servers.html

http://www.linuxplanet.com/linuxplanet/tutorials/5050/1/

http://www.linuxplanet.com/linuxplanet/tutorials/5074/4/

3.11 SSlCertificate

TheCMSuses the Secure Saet Layer (SSL) protocol fencrypted network traffic between itself and a
connecteduser. During the connection establishment tt@MSK | & (2 SELRaS AdGa
browserusing a cryptogrdpic certificate. The default certificate that comes with B8&Sdevice upon
delivery is for testing purpos@®nly andshould notbe reliedon for secured global ecess

The System Administrator should not rely on the default certificate as the
secured global access mechanism for use through the Internet
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U Activate your preferred browser and enthttps:// IP address Your browser may respond with
a messge that verifies the security certificate is valid but notes that it is not necessarily verified
by a certifying authority. To proceed you need to clielsif you are using Internet Explorer or

selectaccept this certificate permanent{gr temporarily) if you are using Mozilla Firefox.

U You will then be prompted for thAdministratoraccount and password as normal.

However it isrecommended gu generate and install a new base64 X.509 certificate that is unique for a

par