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Chapter 1       Introduction 

INTRODUCTION 

This Users Manual walks you through installing and configuring ǘƘŜ hǇŜƴƎŜŀǊΩs CMS6100 Central 
Management Appliance and the VCMS Virtual Central Management Appliance. These are referred to 
generically in this manual as CMS.  

Once configured, CMS allows you to securely manage devices that are serially or network connected to 
the Opengear console servers (ACM500, CM4000, IM4200, IMG4000 or KCS6000 models) distributed 
across your network. With CMSΩǎ web user interface, you have access to overviews, network maps, 
status, and detailed service checks for every Managed Console Server.   

To quickly remedy identified problems, CMS gives you the ability to connect directly from the web UI to 
a Managed Console Server or to its downstream Managed Devices (computers, routers, switches, power 
and environmental devices).With a click, your browser will launch the SDT Connector Java application 
and run the correct text-based tool (such as SSH, telnet, SoL) to access the serially Managed Devices or 
graphical tool (such VNC, RDP,  HTTPS, HTTP, X11, VMware, RSA, DRAC, iLO) for network Managed 
Devices. SDT Connector tunnels this over SSH to the target console server for maximum access security. 

CMS has Nagios (www.nagios.org) at its core and is extensible for customized monitoring applications.  
Nagios is the leading open source IT infrastructure monitoring system so it will be very familiar to many 
system administrators and network managers.   

 

1.1  Manual Organization  

This manual contains the following chapters: 

1. Introduction   

2. Installation Installation of CMS6100 hardware or VCMS virtual appliance software  

3. Configuration  Initial configuration and connection to the Managed Console Servers  

4. Operation Details the status displays and reports and connecting with hosts 

5. Nagios Customization of the Nagios monitoring  

6. SDT Connector   Extended configuration options for the Java application 

The latest update of this manual can be found online at www.opengear.com/download.html 
 
This documentation mainly covers using your browser to configure and operate the CMS and monitor all 
the connected hosts. However CMS runs a Linux 2.6 operating system (www.ucdot.org) and Nagios 
(www.nagios.org). Experienced Linux/Nagios users may prefer to operate CMS at the command line.  

 

http://www.opengear.com/download.html
http://www.uclinux.org/
http://www.nagios.org/
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Manual Conventions 

This manual uses different fonts and typefaces to show specific actions:  

Note Text presented like this indicates issues to take note of 

 

Text presented like this highlights important issues and it is essential you read 
and take head of these warnings 

 

ü Text presented with an arrow head indent indicates an action you should take as part of the 
procedure 

Bold text indicates text that you type, or the name of a screen object (e.g. a menu or button) 

Italic text is also used to indicate a text command to be entered at the command line level. 

 

Publishing history 

Date          Revision  Update details  

Nov 2009         0.9 Initial pre-release (V3.0 firmware)  

Aug 2010         1.0 3.2 features + Call Home + VCMS model + Proxy access/manage  

June 2011       1.1   

 
Copyright  

©Opengear Inc. 2011. All Rights Reserved. 

Information in this document is subject to change without notice and does not represent a commitment 
on the part of Opengear. Opengear ǇǊƻǾƛŘŜǎ ǘƘƛǎ ŘƻŎǳƳŜƴǘ άŀǎ ƛǎέ, without warranty of any kind, either 
expressed or implied, including, but not limited to, the implied warranties of fitness or merchantability 
for a particular purpose.  

Opengear may make improvements and/or changes in this manual or in the product(s) and/or the 
program(s) described in this manual at any time. This product could include technical inaccuracies or 
typographical errors. Changes are periodically made to the information herein; these changes may be 
incorporated in new editions of the publication. 
 

 

Proper back-up systems and necessary safety devices should be utilized to 
protect against injury, death or property damage due to system failure. Such 
protection is the responsibility of the user. 

This CMS device is not approved for use as a life-support or medical system. 

Any changes or modifications made to this CMS device without the explicit 
approval or consent of Opengear will void Opengear of any liability or 
responsibility of injury or loss caused by any malfunction. 

This equipment is for indoor use and all the communication wirings are limited 
to inside of the building. 
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Chapter 2        Installation 

INSTALLATION  

hǇŜƴƎŜŀǊΩǎ CMS runs on both physical (CMS6100) and virtual (VCMS) platforms. This chapter describes 
the physical installation of the CMS6100 hardware appliance and the initial deployment and 
configuration of the VCMS software appliance. 

2.1 CMS6100 Installation  

2.1.1  CMS6100 kit components  

 

 

 
Part # 50903x 

 
 CMS6100 unit 
 

 

 
Part # 440001  

 
 AC power cable  

 

 
Part #539000 

 
Quick Start Guide and CD-ROM  
 

 
ü Unpack your CMS6100 kit and verify you have all the parts shown above, and that they all 

appear in good working order 

ü If you are installing your CMS6100 in a rack you will need to attach the rack mounting brackets 
supplied with the unit, and install the unit in the rack. Take care to heed the Safety Precautions 
listed in Appendix C 

ü Proceed to connect your CMS6100 to the network  and to power as outlined below  

 
To avoid physical and electrical hazard please read Appendix C on Safety 

 
2.1.2  CMS6100 power connection  

The CMS6100 has a built-in universal auto-switching AC power supply. This power supply accepts AC 
input voltage between 100 and 240 VAC with a frequency of 50 or 60 Hz and the power consumption is 
less than 40W.  

The CMS6100 has an IEC AC power socket located at the rear of the metal case. This IEC power inlet uses 
a conventional IEC AC power cord, and the power cords for various regions are available as accessories.  
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Do take note of the warning notice printed on the back of each unit: 
 

 

To avoid electrical shock the power cord grounding conductor must be 
connected to ground 

 
2.1.3  CMS6100 network components  

The RJ45 10/100 Ethernet LAN port is located on the rear panel of the CMS6100 and is labeled 
NETWORK. All physical connections are made using industry standard Cat5 cabling and connectors.  

Ensure you only connect the LAN port to an Ethernet network that supports 10Base-T/100Base-T. For 
the initial configuration you must connect a PC or workstation to the CMSΩǎ network port.   

 

Note Care should be taken in handling all CMS products. There are no operator serviceable 

components inside, so please do not remove covers, and do refer service to qualified personnel 

 

2.2 VCMS Deployment  

VCMS can be run as a guest virtual appliance under: 
- Linux Kernel-based Virtual Machine (Linux KVM) or 
- VMware ESX, VMware ESXi or VMware Server 

The host may be a physical machine that you administer, or a managed server or a cloud hosting service 
from a hosting provider. 

2.2.1  System Requirements 

At a minimum, the VCMS requires the following reserved resources: 
- 500MHz CPU core 
- 256MB RAM 
- 4GB disk space 

 
In addition, the following virtual devices are required: 
- Disk device SATA (VMware) or IDE (Linux KVM) 
- E1000 compatible Ethernet NIC, bridged 

2.2.2  Distributed Files 

The Opengear VCMS is released as a firmware upgrade file (*.bin) and a full image (*.gz).  The full image 
is used for the initial deployment. Firmware upgrade files are used thereafter for upgrades. 

Upgrades and full images are available from: 
  http://www.opengear.com/firmware/ 

Which full disk image you deploy depends on your virtualization solution: 

¶ For Linux KVM, use:  vcms-x.y.z-kvm.hdd.gz 

¶ For VMware ESX/ESXi, use: vcms-x.y.z-vmware-ovf.tar.gz 

¶ For VMware server, use: vcms-x.y.z-vmware.tar.gz 
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Which upgrade file you use also depends on your virtualization solution: 

¶ For Linux KVM, use:  vcms-x.y.z-kvm.bin 

¶ For VMware, use:  vcms-x.y.z-vmware.bin 

Uncompress the full image using gunzip, Winzip or similar before deployment.  
 
Refer to the online faqs.html for instructions provided by your virtualization management suie to deploy 
the ovf, vmx or hdd file as appropriate. 
 

2.2.3  Example of cloud deployment (ElasticHosts) 

 
(These instructions are current as of 19 August 2010.) 
 
ü Browse to http://www.elastichosts.com and create an account at your preferred peer location. 

ü You may wish to use the 5 day free hosting trial, otherwise add a subscription that meets the 
reserved resource requirements outlined under System Requirements in this document. 

Ensure you set 'Committed data transfer' to 10 GB or higher and/or have a pre-pay balance to 
cover monthly data transfer.  Data usage by VCMS will vary with usage patterns, but will 
generally not be heavy. 

 
We recommend you purchase a static IP address, otherwise you must also configure CMS to use 
a dynamic DNS service. 

 
ü Upload vcms-x.y.z-kvm.hdd as a drive using any of the methods described in: 

http://www.elastichosts.com/cloud-hosting/faq#uploadQ 
 

If you are deploying from a Linux or POSIX compliant system, we recommend using the drive 
upload tool script: 

http://www.elastichosts.com/downloads/elastichosts-upload.sh 
 
 Your secret API key is available on your Profile page: 

export EHAUTH="xxxxxxxx-xxxx-xxxx-xxxx-
xxxxxxxxxxxx:xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx" 

 
Your API endpoint URI is the hostname of account's peer location, proceeded by "api.", e.g. for 
San Antonio Peer 1: 

 
  export EHURI=https://api.sat-p.elastichosts.com/ 

 
After setting these in your environment, run: 

 
 ./elastichosts-upload.sh vcms-x.y.z-kvm.hdd 
 
 
 

http://www.elastichosts.com/
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ü From the Elastic Hosts Control Panel, select Server in 'Add server or drive'.  Enter a Name, e.g. 

"VCMS".  Select the Type of 'Boot from existing drive'.  Select the Drive you uploaded in the 
previous step, e.g. "vcms-x.y.z-kvm.hdd".  Click Add. 

 
ü Click Edit on the Server you have just added.  Select the static IP address to use if available, and 

set the VNC password.  Click Start. 
 
ü Deployment is now complete.  You can now monitor the VCMS boot progress using VNC, or 

proceed to the next step to begin configuration. 
 

2.2.4 Configuring CMS 

 
Once the virtual appliance has booted, CMS configuration is performed by browsing to the IP address of 
the virtual NIC.  The virtual NIC obtains an address using DHCP and has a static IP address of: 

 192.168.0.1 
 
The default username and password are: 

  root / default 
 
Configuration instructions for the VCMS are identical to the CMS6100 and are detailed in the following 
chapter. 
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Chapter 3                         Configuration 

CONFIGURATION 

 

This chapter provides instructions for the initial configuration of your CMS. You will need to configure 
the following in order to have a usable unit: 

1. Connect to the CMS management console 
2. Change the default administration password on the System Administration page 
3. Configure the local network settings on the Network Settings page 
4. Configure console servers to be managed on the Managed Console Servers page 
5. Authorize automatically added users on the User Authorization page 

This chapter also discusses other Configure menu items that the Administrator may use in managing the 
CMS (such as setting Time/Date and upgrading the firmware). 

 

3.1 Connect to the management console  

Your CMS comes configured with a default IP address of 192.168.0.1 and Subnet Mask 255.255.255.0  

ü Directly connect a PC or workstation to the CMS  

 

Note For initial configuration it is recommended that the CMS be connected directly to a single PC or 

workstation. However, if you choose to connect your LAN before completing the initial setup 
steps, it is important that: 

Á you ensure there are no other devices on the LAN with an address of 192.168.0.1  
Á the CMS and the PC/workstation are on the same LAN segment, with no interposed router 

appliances 
 

 

3.1.1  Connected PC/workstation set up  

To configure the CMS with a browser, the connected PC/workstation should have an IP address in the 
same range as the CMS (e.g. 192.168.0.100): 

ü To configure the IP Address of your Linux or Unix PC/workstation simply run ifconfig 

ü For Windows PCs (Win9x/Me/2000/XP/Vista/7/NT):  

Á Click Start -> (Settings ->) Control Panel and double click Network Connections  

Á Right click on Local Area Connection and select Properties 

Á Select Internet Protocol (TCP/IP) and click Properties  

Á Select Use the following IP address and enter the following details: 

o IP address: 192.168.0.100 

o Subnet mask: 255.255.255.0 

http://www.linuxdevcenter.com/linux/cmd/cmd.csp?path=i/ifconfig
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Á If you wish to retain your existing IP settings for this network connection, click Advanced 
and Add the above as a secondary IP connection. 

ü If it is not convenient to change your PC/workstation network address, you can use the ARP-Ping 
command to reset the CMS IP address. To do this from a Windows PC:  

Á Click Start -> Run (or select All Programs then Accessories then Run ) 

Á Type cmd and click OK to bring up the command line 

Á Type arp ςd to flush the ARP cache   

Á Type arp ςa to view the current ARP cache which should be empty  

 

Now add a static entry to the ARP table and ping the CMS to have it take up the IP address. In 
the example below we have a CMS with a MAC Address 00:13:C6:00:02:0F (designated on the 
label on the bottom of the unit) and we are setting its IP address to 192.168.100.23. Also the 
PC/workstation issuing the arp command must be on the same network segment as the CMS 
(i.e. have an IP address of 192.168.100.xxx) 

Á Type arp -s 192.168.100.23 00-13-C6-00-02-0F (Note: for UNIX the syntax is: arp -s 
192.168.100.23 00:13:C6:00:02:0F) 

Á Type ping -t 192.18.100.23 to start a continuous ping to the new IP Address. 

Á Turn on the CMS and wait for it to configure itself with the new IP address. It will start 
replying to the ping at this point 

Á Type arp ςd to flush the ARP cache again 

 

3.1.2  Browser connection  

The CMS supports all current versions of the popular browsers (Netscape, Internet Explorer, Mozilla 
Firefox, Gnome, Apple Safari and more)   

 
ü Activate your preferred browser on the connected PC/ 

workstation and enter https://192.168.0.1  

ü You will be prompted to log in. Enter the default 
administration username and administration password: 

Username: root 

Password: default 
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On successful log in you will be presented with a Welcome screen. 

 

3.2 Enter Passwords   

Initially only the administration user named root can log into your CMS. The default root password is 
άdefaultέ so it is essential that you create a new system password for the root user  

 

ü Select Configure: System Administration 

ü Enter a new System Password then re-enter it in Confirm System Password. This is the new 
password for root, the main administrative user account, so it is important that you choose a 
complex password, and keep it safe 

ü At this stage you may also wish to enter a System Name and System Description for the CMS to 
give it a unique ID and make it simple to identify  

Note The System Name can contain from 1 to 64 alphanumeric characters. You can also use the 

special characters "-"   "_" and "." ). Similarly there are no restrictions on the characters that can 
be used in the System Description or the System Password. Each of these can contain up to 254 
characters, but only the first eight password characters are used to make the password hash.  

                                      

ü Click Apply. As you have changed the password you will be prompted to log in again. This time 
use the new System Password 

 



 

 

_____________________________________________________________________ 
 

CMS User Manual   Page 14 of 104 

3.2.1  Enter Call Home Password  

If you wish to monitor console servers that are connected via Call Home, you will need a Call Home 
password: 

ü Enter a new Call Home Password then re-enter it in Confirm Call Home Password and  click 
Apply 

This password is used for a system account used solely for accepting Call Home connections. It is safe to 
change this password, without affecting currently established Call Home connections.  

For details on the Call Home feature, see the section entitled Call Home later in this document. 
 

 

3.2.2  Enter License Key (VCMS only)   

When you commercially license VCMS you will be emailed a VCMS License Key. To install the Key: 

ü Copy the Key from the email into the License Key field and click Apply  

 
 

This Key provides you with a commercial license to use the VCMS software appliance, and entitles you to 
12 months free technical support and upgrades.You will need to renew your Key annually to receive 
ongoing support and upgrades. If you have to contact support, they will ask you to quote the License Key 
number from this page. 

 

3.3 Configure Local Network Settings 

The next step is to enter an IP address and network settings for the Network port on the CMS, or to 
enable its DHCP client so that it automatically obtains an IP address from a DHCP server on the network 
it is to be connected to  

ü On the Configure: Network Settings menu select the Network Interface  page then check DHCP 
or Static for the Configuration Method 
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ü If you selected Static you must manually enter the new IP Address, Subnet Mask, Gateway and 
DNS server details. This selection automatically disables the DHCP client  

 

ü If you selected DHCP the CMS will look for configuration details from a DHCP server on your 
management LAN. This selection automatically disables any static address. The CMS MAC 
address can be found on a label on the base plate  

Note In its factory default state (with no Configuration Method selected) the CMS has its DHCP client 

enabled, so it automatically accepts any network IP address assigned by a DHCP server on your 
network. In this initial state, the CMS will then respond to both its Static address (192.168.0.1) 
and its newly assigned DHCP address 

ü By default the CMS Network port auto detects the Ethernet connection speed. However you can 
use the Media menu to lock the Ethernet to 10 Mb/s or 100Mb/s and to Full Duplex (FD) or Half 
Duplex (HD) 

Note If you have changed the CMS IP address, you may need to reconfigure your PC/workstation so it 

has an IP address that is in the same network range as this new address  

ü Click Apply 

ü You will need to reconnect the browser on the PC/workstation that is connected to the CMS by 
entering http://new IP address 

Note If you selected the DHCP configuration method, and plan to use Call Home it is strongly 

recommended that you use a dynamic DNS service. So at this point, you may also configure 
dynamic DNS. For detailed setup instructions, see the sections entitled Call Home and Dynamic 
DNS later in this document. 

 

3.3.1  IPv6 configuration 

The CMS Network interface can also be configured for IPv6 operation: 

ü On the Configure: Network Settings menu select General Settings page and check Enable IPv6 
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3.3.2 Dynamic DNS (DDNS) configuration 

With Dynamic DNS (DDNS), an appliance whose IP address is dynamically assigned (and that may change 
from time to time) can be located using a fixed host or domain name. 
 
ü The first step in enabling DDNS is to create an account with the supported DDNS service 

provider of your choice. Supported DDNS providers include: 
- DyNS www.dyns.cx  
- dyndns.org www.dyndns.org 
- GNUDip gnudip.cheapnet.net  
- ODS www.ods.org  
- TZO www.tzo.com  
- 3322.org (Chinese provider) www.3322.org  

Upon registering with the DDNS service provider, you will select a username and password, as well as a 
hostname that you will use as the DNS name (to allow external access to your machine using a URL). 
 
The Dynamic DNS service providers allow the user to choose a hostname URL and set an initial IP 
address to correspond to that hostname URL. Many Dynamic DNS providers offer a selection of URL 
hostnames available for free use with their service. However, with a paid plan, any URL hostname 
(including your own registered domain name) can be used.  By default DDNS is disabled. To enable:  
 
ü On the Configure: Network Settings menu select the Network Interface page then select the 

DDNS service provider from the drop down Dynamic DNS list  

 

http://www.dyns.cx/
http://www.dyndns.org/
http://gnudip.cheapnet.net/
http://www.ods.org/
http://www.tzo.com/
http://www.3322.org/
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ü In DDNS Hostname enter the fully qualified DNS hostname for your console server e.g. your-
hostname.dyndns.org 

ü Enter the DDNS Username and DDNS Password for the DDNS service provider account  

ü Specify the Maximum interval between updates - in days. A DDNS update will be sent even if 
the address has not changed 

ü Specify the Minimum interval between checks for changed addresses - in seconds. Updates will 
still only be sent if the address has changed  

ü Specify the Maximum attempts per update i.e. the number of times to attempt an update 
before giving up (defaults to 3) 

3.4      Configure Managed Console Servers 

CMS maintains public key authenticated SSH connections to each of its Managed Console Servers. These 
connections are used for monitoring, commanding and accessing the Managed Console Servers and the 
Managed Devices connected to the Managed Console Server. 
 
To manage Local Console Servers, or console servers that are reachable from the CMS, the SSH 
connections are initiated by CMS.To manage Remote Console Servers, or console servers that are 
firewalled, not routable, or otherwise unreachable from the CMS, the SSH connections are initiated by 
the Managed Console Server via an initial Call Home connection. This ensures secure, authenticated 
communications and enables Managed Console Server units to be distributed locally on a LAN, or 
remotely around the world. 
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ü Select Configure: Managed Console Servers  

The Managed Console Servers list displays all the console servers which are currently being monitored 
by the CMS: 

ü The Host Last Retrieved ŦƛŜƭŘ ǎƘƻǿǎ ǿƘŜƴ ŜŀŎƘ ŎƻƴǎƻƭŜ ǎŜǊǾŜǊΩǎ configuration information (such 
as user and Managed Device details, alert settings etc) was last updated in the CMS. To update 
this information check the Managed Console Server(s) to be updated and click Retrieve Hosts  

ü The IP Address/DNS Name shows how the CMS is accessing this Managed Console Server: 

o  For a Local Console Server, it shows the network address and SSH server port that 
CMS is connected to 

o For a Remote Console Server, it shows the local redirected port, and the remote IP 
address from which the connection has originated.  The local redirected port 
matches the Listening Port as displayed in the Call Home connection on the Remote 
Console Server 
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The Detected Console Servers list displays all the console servers which are currently not being 
monitored by the CMS:  

ü The Local Console Servers drop down list shows all the console servers which are on the same 
subnet as the CMS, and are not currently being monitored. Click Refresh to update 

ü The Remote Console Servers drop down list shows all the console servers that have established a 
Call Home connection (so are candidates) but are not currently being monitored. Click Refresh 
to update 

 

Note When adding a (Detected) Remote Console Server, the IP Address will appear as localhost.  This 

is the loopback listening port created by the Call Home connection 

ü To add a console server to the Managed Console Servers list, either select it from the Local or 
Remote Console Servers drop down list, and click Add 

Note    Alternately you can manually add a console server to the Managed Console Server list by 

entering its details in the New Console Server section. You may wish to do this if the console 
server is at a remote address, but is reachable from the CMS ï and you do not wish to use Call 
Home. Simply specify the SSH server address and port of the console server and click Add 

ü Enter the IP Address and SSH Port if these fields have not been auto-completed 

ü Enter a Description and unique Name for the Managed Console Server you are adding (e.g. 
ά.ƻǎǘƻƴέύ 

 

ü Enter the Remote Root Password (i.e. System Password that has been set on this Managed 
Console Server) 

Note This password is used by the CMS to propagate auto generated SSH keys and then forgotten. 
This password will not be stored  

ü Click Apply.  

The CMS will now set up secure SSH connections to and from the Managed Console ServerΦ ά.ƻǎǘƻƴέ ǿƛƭƭ 
be included in the Managed Console Servers list (which displays all the console servers which are 
currently being monitored by the CMS). And the CMS will retrieve its Managed Devices, user account 
details and configured alerts.  
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3.4.1  Connecting CMS/VCMS and console servers on separate private or firewalled networks 

To set up the Often, console servers or the CMS itself will be on a private, firewalled network and unable to connect 

to each other. 

 

Whatever the topology, if either CMS can SSH to the console server, or the console server can SSH to CMS, the 

CMS can manage the console server. 

 

There are three main scenarios: 

I.  The console server has a public address, the CMS has a private or firewalled address. 

  

In this case, ensure the third-party firewall allows outbound connections the distributed console server's SSH port 

(outbound destination TCP port 22). This is the default behavior of most firewalls. The distributed console server 

will not be detected by the CMS, but can be added manually at the CMS using Configure -> Managed Console 

Servers -> New Console Server -> Add as described above. 

II. The console server has a private or firewalled address and the CMS has a public address. 

  

This is a common for console servers using cellular connections. On the console server, use Serial & Network -> 

Call Home to connect the console server to the CMS public address. The distributed console server will then be 

detected by the CMS and can be added using Configure -> Managed Console Servers -> Remote Console 

Servers as described in the next section 

 

III. Both the console server and CMS have a private or firewalled address. 

 

There are two options in this scenario: 

 

(a) Make CMS accessible by the console servers 

 

This is usually the preferable option if there are multiple console servers with private or firewalled addresses - 

common with console servers using cellular connections connecting to a CMS on a central private operations 

network. 
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Configure the third-party firewall to port forward (PAT) from its public address to the CMS's private address, 

targeting TCP port 22. The public forwarded port may be any port, e.g. 2222. 

 

Configure the CMS with the external IP or DNS address of the third-party firewall. Connect to the CMS command 

line using SSH and run: 

 

config -s config.cms.address=4.3.2.1 config -s config.cms.sshport=2222 

 

.. where 4.3.2.1 is public address of the third-party firewall, and 2222 is the public forwarded port. 

 

Once this is done, the managed console server can Call Home to the CMS using the forwarded port as per 

scenario 2 above. 

 

 

(b) Make the console server accessible by CMS 

Configure the third-party firewall to port forward (PAT) from its public address to the console server's private 

address, targeting TCP port 22. 

 

  

The public forwarded port may be any port, e.g. 1022, 2022 - this allows for multiple console servers to be 

managed behind a single firewall. Once this is done, add the managed console server to CMS as described in 

the earlier section.  

 

3.5  Call Home    

To manage a console server, the CMS must be able to connect to it using SSH.  Sometimes this is not 
possible, e.g. if a console server is behind a third party firewall, or has a private, non-routable IP address.  
This is often the case when the console server is connected via a Cellular Modem connection. 
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In this situation, a Call Home connection is initiated from the console server to the CMS.  This creates an 
SSH listening port on the CMS, that is redirected back across the Call Home connection to the console 
server.  This allows the CMS to connect to the console server using SSH, and thereby manage it. 

Any console server with Firmware V3.2 or later, has Call Home support.  

Note To Call Home, the console server must be able to connect to the CMS using SSH. It is also 
important that the CMS has a static IP address.  If this is not possible, you must configure the 
CMS to use a dynamic DNS service (refer Dynamic DNS section later in this manual). 

3.5.1  Setting up console server as a management candidate on CMS 

To set up the console server as a Call Home management candidate on the CMS: 

ü Browse to the ŎƻƴǎƻƭŜ ǎŜǊǾŜǊΩǎ management console and select Call Home on the Serial & 
Network menu  

 

ü If you have not already generated or uploaded an SSH key pair for this console server, you will 
need to do so before proceeding. Details on this procedure are outlined in the Opengear User 
Manual in the section entitled Automatically generate and upload SSH keys 

ü Click Add 

 

ü Enter the IP address or DNS name (e.g. the dynamic DNS address) of the CMS 

ü Enter the Password that you configured on the CMS as the Call Home Password 

ü Click Apply 
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These steps initiate the Call Home connection from the console server to the CMS. An SSH listening port 
is created on the CMS, and the console server is set up as a candidate to be accepted as a Managed 
Console Server.  

Once the candidate has been accepted on the CMS (as outlined in the previous section), an SSH tunnel 
to the console server is then redirected back across the Call Home connection. The console server has 
now become a Managed Console Server and the CMS can connect to and monitor it through this tunnel. 

3.5.2 Call Home to a generic central SSH server  

If you are connecting to a generic SSH server (not a CMS), you may configure Advanced settings: 

ü Enter the SSH Server Port and SSH User to authenticate as 

ü Enter the details for the SSH port forward(s) to create 

 

By selecting Listening Server, you may create a Remote port forward from the Server to this unit, or a 
Local port forward from this unit to the Server: 

 

ü Specify a Listening Port to forward from, leave this field blank to allocate an unused port 

ü Enter the Target Server and Target Port that will be the recipient of forwarded connections 
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3.6   Authorize Automatically Added Users  

CMS retrieves and aggregates user accounts that are locally configured on Managed Console Servers.  
This way, a user with accounts across multiple Managed Console Servers has a single pane of glass from 
which they can monitor and access all the Managed Console Servers and subordinate Managed Devices 
the user has permissions to access. 

Once a user account has been retrieved for the first time, it must be explicitly authorized on the CMS 
before that user can log in to the CMS. 

ü Select Configure: User Authorization. This will display a list of all the users which have been set 
up on all the Managed Console Servers currently being monitored by the CMS 

 

ü For any user, select Edit and enter a new password that will be used by that user when accessing 
CMS  

ü At this stage, you can also modify the Group membership and Description associated with that 
particular user. Users in the user group can access the Current Status menus, the Reports menus 
and the System menu (basically all the monitoring screens) whereas users in the admin group 
have this access plus the ability to reconfigure the CMS using the Configure menu 

Note Group membership on the CMS is distinct from group members on Managed Console Servers. 

Groups set on CMS, control access to the CMS only, and are not retrieved from or propagated to 
Managed Console Servers. 

ü Click Apply 
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3.7 Upgrade Firmware  

Before upgrading, you should ascertain if you are already running the most current firmware in your 
gateway. Your CMS will not allow you to upgrade to the same or an earlier version.  

ü The Firmware version is displayed in the header of each page or you can select Configure: 
Support Report and note the Firmware Version listed there 

ü To upgrade, first download the latest firmware image from ftp://ftp.opengear.com ς 
o  cms6100-x.y.x.bin for CMS6100 appliances 
o vcms-x.y.z.bin for VCMS installs 

ü Save this downloaded firmware image file on to a system on the same subnet as the CMS 

 

ü Also download and read the release_notes.txt for the latest information  

ü To upload the firmware image file to your CMS select Configure: Firmware  

o Browse the local subnet and locate the downloaded file 

o Click Apply and the CMS appliance will undertake a soft reboot and commence 
upgrading the firmware. This process will take several minutes 

ü After the firmware upgrade has completed, click here to return to the Management Console. 
Your CMS will have retained all its pre-upgrade configuration information 
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3.8 Configure Date and Time  

It is recommended that you set the local Date and Time in the CMS as soon as it is configured. Many of 
the CMS logging features use the system time for time-stamping log entries, while certificate generation 
depends on a correct Timestamp to check the validity period of the certificate 

 

ü Select the Configure: Date & Time menu option 

ü Set your appropriate region/locality in the Time Zone selection box (not UTP) and click Apply 

ü Manually set the Year, Month, Day, Hour and Minute using the Date and Time selection boxes, 
then click Apply 

Alternately, the CMS can synchronize its system time with a remote time server using the Network Time 
Protocol (NTP). Configuring the NTP time server ensures that the CMS clock will be accurate soon after 
the Internet connection is established. To set the system time using NTP: 

ü Select the Enable NTP checkbox under Network Time Protocol  

ü Enter the IP address of the remote NTP Server and click Apply 

 

3.9 Key Exchange  

The CMS automatically generates the SSH keys used to communicate with each of its Managed Console 
Servers. 

However, you can additionally generate or manually enter RSA or DSA key pairs and SSH Authorized keys 
that will be used for other SSH connections with the CMS. 
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ü Select Configure: System Administration 

ü Check Generate SSH keys automatically and click Apply 

 

Next you must select whether to generate keys using RSA and/or DSA (and if unsure check only RSA 
Keys). Generating each set of keys will require approximately two minutes and the new keys will destroy 
any old keys of that type that may have previously been uploaded. To generate keys: 

ü Select RSA Keys and/or DSA Keys 

ü Click Apply 

ü Once the new keys have been successfully generated simply click here to return  

Alternately if you have a RSA or DSA key pair you can manually upload them to the CMS: 

ü Select Configure: System Administration on the CMS 

ü Browse to the location you have stored RSA (or DSA) Public Key and upload it to SSH RSA (DSA) 
Public Key  

ü Browse to the stored RSA (or DSA) Private Key and upload it to SSH RSA (DSA) Private Key 
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ü Click Apply 

 

3.10 Authentication Configuration 

Authentication can be performed locally, or remotely using an LDAP, Radius or TACACS+ authentication 
server.  The default authentication method for the CMS is Local.  

 

Any authentication method that is configured will be used for authentication of any user who attempts 
to log in through HTTPS or SSH to the CMS.  

The CMS can be configured to the default (Local) or an alternate authentication method (TACACS, 
RADIUS or LDAP) with the option of a selected order in which local and remote authentication is to be 
used: 

Local TACACS /RADIUS/LDAP: Tries local authentication first, falling back to remote if local fails 

TACACS /RADIUS/LDAP Local: Tries remote authentication first, falling back to local if remote 
fails 

TACACS /RADIUS/LDAP Down Local: Tries remote authentication first, falling back to local if the 
remote authentication returns an error condition (e.g. the remote authentication server is down 
or inaccessible) 

3.10.1 Local authentication  

ü Select Configure: Authentication and check Local    

ü Click Apply  

 

3.10.2 TACACS authentication  

Perform the following procedure to configure the TACACS+ authentication method to be used whenever 
the CMS or any of its serial ports or hosts is accessed: 

ü Select Configure: Authentication and check  TACAS, LocalTACACS, TACACSLocal or 
TACACSDownLocal   
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ü Enter the Server Address (IP or host name) of the remote Authentication/Authorization server. 
Multiple remote servers may be specified in a comma separated list.  Each server is tried in 
succession.  

ü In addition to multiple remote servers, you can also enter separate lists of 
Authentication/Authorization servers and Accounting servers. If no Accounting servers are 
specified, the Authentication/Authorization servers are used instead. 

ü Enter the Server Password  

ü Click Apply. TACAS+ remote authentication will now be used for all user access to CMS and 
serially or network attached devices 

TACACS+ The Terminal Access Controller Access Control System (TACACS+) security protocol is a 
recent protocol developed by Cisco. It provides detailed accounting information and flexible 
administrative control over the authentication and authorization processes. TACACS+ 
allows for a single access control server (the TACACS+ daemon) to provide authentication, 
authorization, and accounting services independently. Each service can be tied into its own 
database to take advantage of other services available on that server or on the network, 
depending on the capabilities of the daemon. There is a draft RFC detailing this protocol. 
Further information on configuring remote TACACS+ servers can be found at the following 
sites: 

http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080094e99.shtml 

http://www.cisco.com/en/US/products/sw/secursw/ps4911/products_user_guide_chapter09
186a00800eb6d6.html 

http://cio.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed_cr/secur_c/scprt2/
sctplus.htm 

 

 

3.10.3 RADIUS authentication  

Perform the following procedure to configure the RADIUS authentication method to be used whenever 
the CMS or any of its serial ports or hosts is accessed: 

ü Select Configure: Authentication and check  RADIUS, LocalRADIUS, RADIUSLocal or 
RADIUSDownLocal   

http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080094e99.shtml
http://cio.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed_cr/secur_c/scprt2/sctplus.htm
http://cio.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed_cr/secur_c/scprt2/sctplus.htm
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ü Enter the Server Address (IP or host name) of the remote Authentication/Authorization server. 
Multiple remote servers may be specified in a comma separated list.  Each server is tried in 
succession 

ü In addition to multiple remote servers, you can also enter separate lists of 
Authentication/Authorization servers and Accounting servers. If no Accounting servers are 
specified, the Authentication/Authorization servers are used instead 

ü Enter the Server Password  

ü Click Apply. RADIUS remote authentication will now be used for all user access to CMS and 
serially or network attached devices 

RADIUS  The Remote Authentication Dial-In User Service (RADIUS) protocol was developed by Livingston 
Enterprises as an access server authentication and accounting protocol. The RADIUS server can 
support a variety of methods to authenticate a user. When it is provided with the username and 
original password given by the user, it can support PPP, PAP or CHAP, UNIX login, and other 
authentication mechanisms. Further information on configuring remote RADIUS servers can be 
found at the following sites: 

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/DepKit/d4fe8248-eecd-
49e4-88f6-9e304f97fefc.mspx 

http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a00800945cc.shtml 

http://www.freeradius.org/ 
 

 

3.10.4 LDAP authentication  

Perform the following procedure to configure the LDAP authentication method to be used whenever the 
CMS or any of its serial ports or hosts is accessed: 

ü Select Configure: Authentication and check  LDAP, LocalLDAP, LDAPLocal or LDAPDownLocal   

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/DepKit/d4fe8248-eecd-49e4-88f6-9e304f97fefc.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/DepKit/d4fe8248-eecd-49e4-88f6-9e304f97fefc.mspx
http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a00800945cc.shtml
http://www.freeradius.org/
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ü Enter the Server Address (IP or host name) of the remote Authentication server. Multiple 
remote servers may be specified in a comma separated list.  Each server is tried in succession.  

ü Enter the Server Password  

Note To interact with LDAP requires that the user account exists on our CMS to work with the remote 

server i.e. you can't just create the user on your LDAP server and not tell the CMS about it. You 

need to add the user account. 

ü Click Apply. LDAP remote authentication will now be used for all user access to CMS and serially 
or network attached devices 

 LDAP  The Lightweight Directory Access Protocol (LDAP) is based on the X.500 standard, but 
significantly simpler and more readily adapted to meet custom needs. The core LDAP 
specifications are all defined in RFCs. LDAP is a protocol used to access information stored in an 
LDAP server. Further information on configuring remote RADIUS servers can be found at the 
following sites: 

http://www.ldapman.org/articles/intro_to_ldap.html 

http://www.ldapman.org/servers.html 

http://www.linuxplanet.com/linuxplanet/tutorials/5050/1/ 

http://www.linuxplanet.com/linuxplanet/tutorials/5074/4/ 
 

 

3.11 SSL Certificate  

The CMS uses the Secure Socket Layer (SSL) protocol for encrypted network traffic between itself and a 
connected user. During the connection establishment the CMS Ƙŀǎ ǘƻ ŜȄǇƻǎŜ ƛǘǎ ƛŘŜƴǘƛǘȅ ǘƻ ǘƘŜ ǳǎŜǊΩǎ 
browser using a cryptographic certificate. The default certificate that comes with the CMS device upon 
delivery is for testing purposes only and should not be relied on for secured global access. 

 

The System Administrator should not rely on the default certificate as the 
secured global access mechanism for use through the Internet 

http://www.ldapman.org/articles/intro_to_ldap.html
http://www.ldapman.org/servers.html
http://www.linuxplanet.com/linuxplanet/tutorials/5050/1/
http://www.linuxplanet.com/linuxplanet/tutorials/5074/4/
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ü Activate your preferred browser and enter https://  IP address.  Your browser may respond with 
a message that verifies the security certificate is valid but notes that it is not necessarily verified 
by a certifying authority. To proceed you need to click yes if you are using Internet Explorer or 
select accept this certificate permanently (or temporarily) if you are using Mozilla Firefox.  

ü You will then be prompted for the Administrator account and password as normal.  

However, it is recommended you generate and install a new base64 X.509 certificate that is unique for a 
particular CMS. 

 

To do this the CMS must be enabled to generate a new cryptographic key and the associated Certificate 
Signing Request (CSR) that needs to be certified by a Certification Authority (CA). A certification 
authority verifies that you are the person who you claim you are, and signs and issues a SSL certificate to 
you. To create and install a SSL certificate for the CMS:  

ü Select System: SSL Certificate and fill out the fields as explained below:  

Common name  This is the network name of the CMS once it is installed on the network 
(usually the fully qualified domain name). It is identical to the name that is used to access 
the CMS ǿƛǘƘ ŀ ǿŜō ōǊƻǿǎŜǊ όǿƛǘƘƻǳǘ ǘƘŜ άƘǘǘǇΥκκέ ǇǊŜŦƛȄύΦ Lƴ ŎŀǎŜ ǘƘŜ ƴŀƳŜ ƎƛǾŜƴ ƘŜǊŜ 
and the actual network name differ, the browser will pop up a security warning when the 
CMS is accessed using HTTPS 

Organizational Unit This field is used for specifying to which department within an 
organization the CMS belongs 

Organization  The name of the organization to which the CMS belongs 

Locality/City  The city where the organization is located 

State/Province  The state or province where the organization is located 

Country  The country where the organization is located. This is the two-letter ISO code, e.g. 
DE for Germany, or US for the USA. (Note: the country code has to be entered in CAPITAL 
LETTERS) 
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Email  The email address of a contact person that is responsible for the CMS and its 
security 

Challenge Password Some certification authorities require a challenge password to 
authorize later changes on the certificate (e.g. revocation of the certificate). The minimal 
length of this password is 4 characters 

Confirm Challenge Password  Confirmation of the Challenge Password 

Key length  This is the length of the generated key in bits. 1024 Bits are supposed to be 
sufficient for most cases. Longer keys may result in slower response time of the CMS during 
connection establishment 

ü Once this is done, click on the button Generate CSR which will initiate the Certificate 
Signing Request generation. The CSR can be downloaded to your administration machine 
with the Download button 

ü Send the saved CSR string to a Certification Authority (CA) for certification. You will get the 
new certificate from the CA after a more or less complicated traditional authentication 
process (depending on the CA) 

ü Upload the certificate to the CMS using the Upload button as shown below 

After completing these steps the CMS will have its own certificate that is used for identifying the CMS to 
its users. 

 

3.12 Support Report  

The Support Report provides useful status information that will assist the Opengear technical support 
team to solve any problems you may experience with your CMS. 

If you do experience a problem and have to contact support, ensure you include the Support Report 
with your email support request. The Support Report should be generated when the issue is occurring, 
and attached in plain text format. 
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ü Select Configure: Support Report and you will be presented with a status snapshot 

ü Save the file as a text file and attach it to your support email 

 

3.13 System Reset 

The Administrator can reboot or reset the gateway to default settings.  

A soft reset is affected by:  

ü Selecting Reboot in the Configure: System Administration menu and clicking Apply  

 

The CMS reboots with all settings (e.g. the assigned network IP address) preserved. However this soft 
reset does disconnect all users and ends any SSH sessions that had been established.  

A soft reset will also be affected when you switch OFF power from the CMS, and then switch the power 
back ON. However, if you cycle the power and the unit is writing to flash you could corrupt or lose data, 
so the software reboot is the safer option. 

A hard erase (hard reset) is effected by: 

ü Pushing the Erase button on the rear panel twice. A ball point pen or bent paper clip is a suitable 
tool for performing this procedure. Do not use a graphite pencil. Depress the button gently 
twice (within a couple of second period) while the unit is powered ON. 

This will reset the CMS back to its factory default settings and clear the CMSΩǎ ǎtored configuration 
information.  

The hard erase will clear all custom settings and return the unit back to factory default settings (i.e. the 
IP address will be reset to 192.168.0.1). You will be prompted to log in and must enter the default 
administration username and administration password (Username: root Password: default) 
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Chapter 4    Status and Managed Access 

 

STATUS & MANAGED ACCESS  

The CMS provides a selection of paths for accessing Managed Console Servers (and attached Managed 
Devices). SDT Connector access points are embedded in many of the Monitor screens and with the SDT 
Connector applet running on your client PC you can point-n-click connect specific applications on your 
client PC to the Managed Console Servers and Managed Devices (covered in Chapters 5 and 6). This 
chapter covers the browser and SDT proxy connection facilities; and the scheduled batch command 
facilities embedded in the CMS itself. 
 

4.1 Access Managed Console Servers   

CMS provides a simple way to access Managed Console Servers.  

 

ü Click Manage -> Access Console Servers. The console servers that the current user has access to 
are listed under Access to Managed Console Servers.   

 

Note    If the current user has 'user' or 'admin' group access on a console server, they are deemed to 

have access to that console server 

 
There are then two paths to access console servers: 

ü In the Management Console column click Browse via CMS to connect to the console server's 
web Management Console UI.   

This connection is proxied via CMS, so the console server is still accessible even if firewalled, 
failed over to a private connection or otherwise inaccessible from the WAN. When browsing via 
a proxied connection, the following message is display in the Management Console header: 

This Console Server is being accessed via CMS  Click here to return to CMS 
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ü Click Connect in the Command Line Shell & Managed Devices column. This will download a 
configured SDT Connector applet to your client PC and connect to the console server.  

This also launches a command line shell session through the SDT Connector connection to the 
console server.   

As with Management Console connections, this connection is proxied via CMS. 

The SDT Connector uses the credentials of the current user to connect to the console server.  
The Managed Devices and hosts that the current user has access to are retrieved, and displayed 
in the left hand column.  For each host, connection buttons for the services the current user is 
permitted to access are available in the right hand Services pane.  Click a service's button to 
launch a connection to it via CMS 

  

Note    When you click Connect it opens SDT Connector and launches a shell to the console server. this 

is exactly the same as when you click Connect for the "Command Line Shell" service on Monitor -
> Services screen as described in Chapter 6 

 

4.2 Command Console Servers   

Using CMS you may schedule batch commands to run on one or more Managed Console Servers. 
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ü Select Manage: Command Console Servers to display the list of Managed Console Servers that 
can be commanded by the current user.  These are the console servers on which the current 
user has 'admin' group privileges 

Note    Only if the current user has 'admin' group privileges on a console server, are they deemed to be 

allowed to command that console server 

ü Select the Managed Console Server(s) to command 

ü Select the Command to schedule: 

- Reboot:  Soft reboot the selected console servers 

- Shutdown: Halt the selected console servers. After being shut down, manual intervention in 
the form of a physical power cycle is required before the console server becomes available 
again 

- Firmware Upgrade: Perform a firmware upgrade, loading firmware from a given http:// URL, 
e.g. http://ww w.opengear.com/firmware/acm500x-x.y.z.flash 

- Modify User: Specify the Username to modify, the Modification to apply.  Currently 
supported Modifications are Lock Account and Unlock Account where Lock Account prevents 
a user from logging in to the console server itself, or accessing Managed Devices using SDT 
Connector via the console server.  Use Unlock Account to undo this modification. 

 

ü Click Schedule Command.  The results of the schedule commands are displayed under Monitor : 
Services in the Status Information of the Managed Console Server's Console server command   

http://www.opengear.com/firmware/acm500x-x.y.z.flash
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Chapter 5 Monitor, Reports, System & Nagios Extensions 

 

CURRENT STATUS, REPORTS & SYSTEM  

5.1 Monitor    

This section covers the Monitor menu options. All status screens under Monitor automatically refresh 
every 30 seconds, so there is no need to reload them (and this refresh time can be changed to even 
lower values in the CMS Nagios configuration files). 

5.1.1 Tactical Overview 

This screen gives you an overview of the current status of the monitored services and hosts.  

Look at the Hosts and you see that you are currently monitoring 15 hosts (i.e. these will be the Managed 
Console Servers and their attached Managed Devices) and they are all Up. In the Services line you see 
that many of the services you are monitoring are disabled and report various levels of warning/critical 
status. 

As a summary the Network Health - Host health bar on right is filled completely with green, indicating all 
configured hosts are OK while the Service health bar is filled with yellow. 
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Most fields on this page are links to more specific views e.g. if you wanted to see more details about 
your monitored services you can either click on the 8 Critical field within the Services table (as shown 
below) or select Problems: Services from the Monitor menu: 

 

 

 

5.1.2  Hosts 

This screen shows the details of all the monitored hosts (i.e. all the Managed Console Servers in your 
distributed network and all the Managed Devices that are attached to them at the local and remote 
sites). You will see all configured hosts and have the choice to select one to get more information about 
it. 
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As we saw in the Tactical screen, here are the fifteen hosts we monitor right now. You can see basic 
information about each host on this page: 

-  Host shows all the hosts which are configured (If this field is marked red, the 
host itself is down, if it's just grey the server is up and reachable with ping, and if 
green then the host is OK) 

- Status shows the current status of the hosts (OK = green, Warning = yellow, 
Critical = red, Unknown = orange) 

- Last Check shows date and time when it has been checked the last time 

- Duration shows for how long the service in this status 

- Status Information is the output from the check program itself 

And if you want to know more about a single host you select it by its name and you are redirected to a 
more detailed page about it. 

 

5.1.3   Services 

Similar to the Hosts view, Services shows the details of all the monitored screens. Again you see all 
configured services and have the choice to select one to get more information about it.  
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The screen fields are also similar to Hosts (and all being well, the screen will all be grey and green - 
indicating there are no service problems). Only one additional field is displayed: 

- Attempt shows how many attempts were needed for the check 

5.1.4  Problems  

These screens show the current problems with the hosts and services being monitored e.g. whenever a 
service reports a failure (like a connection alerts as shown below) you will get the information on this 
page.  

 

 

 

The browser refreshes every 30 seconds so you get the current list of failed services. Also CMS checks 
the hosts and services at regular (programmable) intervals. So if an error was reported, but on the next 
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check reports that everything is okay for that service, the status will be updated. For example, CMS 
connects to each of the configured Managed Console Servers and their attached Managed Devices using 
all the services it was told are configured. If a service (like HTTP or SSH access) is momentarily disabled 
on a particular Managed Device, then the Problems: Current Status: Services will report a Connection 
Refused error, and this report will be removed when the service has been re-enabled.  

5.1.5  Connecting with SDT Connector  

Many of the hosts displayed on the Monitor: Services screen have a Connect, Manage Power, View 
Status or View Logs button in the Status Information field as shown below. 

 

 

 

ü Click on this button and you will be connected to the relevant screen on that Managed Device or 
Managed Console Server 

¶ Your browser will download a configured SDT Connector Java application from the CMS and 
it will run on your computer. This SDT Connector is preconfigured with the gateway details 
(that being the Managed Console Server) and the host details (which will be one of the 
Managed Devices attached to the Managed Console Server, or the Managed Console Server 
itself) 
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¶ SDT Connector will then log you into the SSH server embedded in the Managed Console 
Server, using the credentials of the user currently logged in to the CMS. Then, if appropriate, 
it will SSH tunnel connect you through to the target Managed Device 

 

 

¶ Lastly SDT Connector will automatically load and run the appropriate application (service) on 
your computer that is needed to connect to the appropriate Managed Device or Managed 
Console Server screen.   

This service could be a text-based console tool (such as SSH, telnet, SoL) or a 
browser/graphical/network tools (such as VNC, RDP, HTTPS, HTTP, X11, VMware, DRAC, 
iLO).  
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For example, if you clicked on the  View Status button of the Monitor:Servicesscreen, shown 
above, to get an update on the status of the BayTech RPC that is managed by a remote 
Managed Console Server named acm5002),the SDT Connector would launch and connect 
you the acm5002 Managed Console Server, and be presented with the RPC: Status display 
for the BayTech power device (shown below)   

 

 

¶ So this connection is fully point Ψn click 

Note The location of the application which needs to be loaded and the appropriate commands to 

invoke it (e.g. which browser or SSH client software service will run) will vary from computer to 
computer. So you may need to configure the SDT Connector Java application with this 
information as detailed in Chapter 5. Alternatively, if you have a permanent SDT Connector client 
already installed on your computer, then when your browser downloads the preconfigured SDT 
Connector Java application it will, by default, use the service configurations already set up on 

your installed client. 
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5.2 Reports and system 

The CMS provides all the standard Nagios customizable reports and logs: 

 

5.2.1 Notifications 

All Opengear console servers can be configured to send email and SMS alert notifications in event of an 
alert trigger event (pattern match on serial port, elevated temperature, door open etc). However, the 
Nagios features in CMS allow more sophisticated notification.   

 

Basically, host and service notifications occur when a hard state change occurs, or when a host or 
service remains in a non-OK state for a specified period of time specified (since the last notification was 
sent out). CMS also allows for escalation of these notifications.  For details on configuring notifications 
and escalations refer to the next section. 

5.3 Extended Nagios 

At the core of CMSΩǎ monitoring is Nagios (http://www.nagios.org) - the leading open source host, 
service and network monitoring tool. Nagios lets you manage different types of services and hosts 
running on different operating systems like Linux, Windows, and Solaris. It's flexible in configuration and 
can be extended. It's configured within text files and managed with a web browser. 

http://www.nagios.org/
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When you do a basic CMS installation, you get a set of Nagios check programs which are automatically 
configured to let you start monitoring all the hosts and services on your Managed Console Servers and 
all their Managed Devices. 

However, you can also extend the Nagios configuration to your special needs: 

- You can add more check programs (refer to  http://www.nagiosexchange.org where other 
developers have available  their check programs for download) 

- You can write your own in the supported programming languages (Bash, Perl)  
- You can even have these new checks (NRPE and NCSA) running on your remote Managed 

Console Servers (to take load off the CMS and reduce network traffic) 
-  If you want, you can setup notifications with elevations 
- You can extend the graphical web views of your managed hosts using NagVis  

5.3.1  Adding custom checks + scripting/config set up  

To submit additional check results to the CMS, make an NSCA connection to the loopback interface using 
send_nsca on the Managed Console Server: 

send_nsca -H 127.0.0.1 -c /etc/config/node-send_nsca.cfg 
 
This port is securely tunneled back to the CMS NSCA server e.g. on the Managed Console Server, run: 

printf "My Managed Host\ tService Description\ t0\ tOK\n" | send_nsca -H 
127.0.0.1 -c /etc/config/node-send_nsca.cfg 

 
The Nagios server on the CMS must have a service configured to receive the check result. Place custom 
Nagios configuration files in /etc/config/nagios/user/ on the CMS, then verify and (if successful) reload 
Nagios configuration with: 

nagios -v /etc/config/nagios/nagios.cfg && pkill -HUP nagios 

5.3.2 Introducing NagVis  

 

The standard Monitor: Map display in Nagios presents a basic image of the monitored host and service 
states. However, the NagVis1 add-on gives you a powerful flexible visualization tool for customizing the 
status display against any background image you choose. 

http://www.nagiosexchange.org/







































































