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Safety

Please take care to follow the safety precautions below when ingjatind operating theconsole
server

- Do not remove the metal covers. There are no operator serviceable components inside. Opening or
removing the cover may expose you to dangerous voltage which may cause fire or electric shock.
Refer all service to Opengequalified personnel

- To avoid electric shock the power cord protective grounding conductor must be connected through
to ground.

- Always pull on the plug, not the cable, when disconnecting the power cord from the socket.

Do not connect or disconnect ttmnsole serveduring an electrical storm. Also it is recommended you
use a surge suppressor or UPS to protect the equipment from transients.

FCC Warning Statement

This device complies with Part 15 of the FCC rules. Operation of this device is wuthjedbllowing
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference that may cause undesired operation.
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Introduction

THIS MANUAL

This Users Manual walks you through installing and configuring the following Opengear product lines:

- ACM5504-5-G-I, ACM5504-2-P, ACM5508-2-M and ACM5008-2-P Remote Infrastructure Management (RIM)
gateways

- ACM5002, ACM5004, ACM5004-2, ACM5004-G, ACM5004-1, ACM5003-M & ACM5003-W Remote Infrastructure
Management (RIM) gateways (with i SDC, -E and -F options) and ACM5004-G/GV (with T SDC and -E options) &
ACMb5005-G-I Cellular Routers

- IM4004-5 & IM4216-34-DAC (or DDC) Management Gateways

- IM4248-2-DAC (or DDC), IM4232-2-DAC (DDC), IM4216-2-DAC (DDC) & IM4208-2-DAC Infrastructure Managers
- CM4001, CM4008, CM4116-SAC, CM4116-SAC & CM4148-SAC Console Servers

- SD4001, SD4002 Secure Device Server

Each of these products is referred to generically in this manual as a console server. Where appropriate product groups
may be referred to as RIM gateways or cellular routers or by specific product line hame or product group (e.g. IM4200
family, ACM5500).

Manual Organization

This manual contains the following chapters:

1. Introduction An overview of the features of the console server and information on this manual

2. Installation Physical installation of the console server and the interconnecting of managed devices

3. System Configuration Covers initial installation and configuration of the console server on the network and the
services that will be supported

4. Serial & Network Covers configuring serial ports and connected network hosts, and setting up users

5. Firewall, Failover & OoB Describes setting up the firewall router functions and the high availability access features

of the console server

6. Secure Tunneling Covers secure remote access using SSH and configuring for RDP, VNC, HTTP, HTTPS
etc access to network and serially connected devices

7. Auto Response and Logs Explains the setting up of local and remote event/ data logs and configuring auto-
response actions to trigger events

8. Power & Environment Management of USB, serial and network attached power strips and UPS supplies. EMD
environmental sensor configuration

9. Authentication All access to the console server requires usernames and passwords which are locally or
externally authenticated

10. Nagios Integration Setting Nagios central management with SDT extensions and configuring the console
server as a distributed Nagios server

11. System Management Covers access to and configuration of services to be run on the console server

12. Status Reports View a dashboard summary and detailed status and logs of serial and network connected
devices (ports, hosts, power and environment)

13. Management Includes port controls and reports that can accessed by Users

14 Basic Configuration Command line installation and configuration using the config command

15. Advanced Config Advanced command line configuration activities using Linux commands

The latest update of this manual can be found online at www.opengear.com/download.html
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Types of users

The console server supports two classes of users:

Firstly there are the administrative users who will be authorized to configure and control the console server; and to
access and control all the connected devices. These administrative users will be set up as members of the admin user
group and any user in this class is referred to generically in this manual as the Administrator. An Administrator can
access and control the console server using the config utility, the Linux command line or the browser based
Management Console. By default the Administrator has access to all services and ports to control all the serial
connected devices and network connected devices (hosts).

The second class of users embraces those who have been set up by the Administrator with specific limits of their
access and control authority. These users are set up as members of the users user group (or some other user groups
the Administrator may have added). They are only authorized to perform specified controls on specific connected
devices are referred to as Users. These Users (when authorized) can access serial or network connected devices; and
control these devices using the specified services (e.g. Telnet, HHTPS, RDP, IPMI, Serial over LAN, Power Control).
An authorized User also has a limited view the Management Console and can only access authorized configured
devices and review port logs.

In this manual, when the term user (lower case) is used, it is referring to both the above classes of users. This document
also uses the term remote users to describe users who are not on the same LAN segment as the console server. These
remote users may be Users, who are on the road connecting to managed devices over the public Internet, or it may be an
Administrator in another office connecting to the console server itself over the enterprise VPN, or the remote user may be
in the same room or the same office but connected on a separate VLAN to the console server.

Management Console
The Management Console runs in a browser and provides a view of the console server and all the connected devices.

Administrators can use the Management Console, either locally or from a remote location, to manage the console server,
users, ports, hosts, power devices and associated logs and alerts.

System Name: im4216 Model: IM4216 Firmware: 3.5.2ul ﬁ @

opengeor Uptime: 0 days, 1 hours, 6 mins, 45 secs Current User: root

Backup  Log Out

System: Administration

Serial & Network

» Serial Port ::f“t:m imd216

» Users & Groups i

w Atthantication An ID for this device.

» Network Hosts System

» Trusted Networks Description

» IPsec VPN The physical location of this device.

» OpenVPN

» PPTP VPN System  [Loo

» Cal Home Password

» Cascaded Ports The secret used to gain administration access to this device.
# UPS Connections

» RPC Connections Confirm [ |

» Environmental System

» Managed Devices Password Re-enter the above password for confirmation.

Alerts & Logging EOHTI.I[;

# Port Log

» Auto-Response Message of the day text banner to display to authenticating users.
» SMTP & SMS

» SNMP Delayed &

‘Config

Commits Config changes are queued, and must be explicitly applied.
» Administration
» 551 Certficates Apply

A User can also use the Management Console, but has limited menu access to control select devices, review their logs
and access them using the in-built Web terminal or control power to them.

Advanced Console Server & RIM Gateway User Manual 13
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System Name: img4004-5 Model: IMG4004-5 Frmware: 2.7.0pl
opengeaf Uptime: 2 days, 22 hours, 18 mins, 26 secs  Current User: user-13

Manage: Devices

Manage

» Devicas All Network Seril Power
» Port Logs
» Host Logs Type Device Actions
» Power
» Terminal D 102.168.0.44 (Asterisk PBX)
D‘ 192.168.0.70 (Dell mail server)

The console server runs an embedded Linux operating system, and experienced Linux and UNIX users may prefer to
undertake configuration at the command line. You can command line access by dial-in or directly connecting to the
consol e serialrcansole/t@dem port, or by using ssh or Telnet to connect to the console server over the LAN, or
with PPTP, IPsec or OpenVPN.

Manual Conventions

This manual uses different fonts and typefaces to show specific actions:

Note Text presented like this indicates issues to take note of

Text presented like this highlights important issues and it is essential you read and
take head of these warnings

U Text presented with an arrow head indent indicates an action you should take as part of the procedure

Bold text indicates text that you type, or the name of a screen object (e.g. a menu or button) on the Management
Console.

Italic text is also used to indicate a text command to be entered at the command line level.

Publishing history

Date Revision Update details

Jan 2010 3.84 SD4001 product

Mar 2010 3.8.5 ACM5004-G, fixed Failover details and added DDNS

June 2010 3.9 V3.1 (shadow password, deg F, SNMP, SMS gateway) and ACM5004-1

Aug 2010 3.9.1 V3.2 (OpenVPN, Zenoss, config commit, Call Home)

Dec 2010 4.0 V3.3 (Firewall router, Web Terminal, SNMP updates)

June 2011 4.1 V3.4 (GPS support, SNMP traffic monitoring and IPv6, 32 port models, SMS over cellular)
Oct 2011 4.2 V3.5 (Auto Response, IM4004-5)

Nov 2011 4.3 Vv3.5.2u2 (PPTP, GRE, ext Groups, FTP server, multiple dial-in, pmshell update). Add IM4216-34
Feb 2012 4.4 V3.5.2u3 (Kerberos, Cisco RJ in SD4000, Add ACM5500, Remove KCS)

April 2012 4.5 V3.5.2u13 (Cellular redial,
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Copyright
©O0pengear Inc. 2012. All Rights Reserved.
Information in this document is subject to change without notice and does not represent a commitment on the part of

Opengear. Opengearpr ovi des t hi s d o ctwamaniytof afiykisd, gither, erpressedtohirplied, including,
but not limited to, the implied warranties of fitness or merchantability for a particular purpose.

Opengear may make improvements and/or changes in this manual or in the product(s) and/or the program(s) described in
this manual at any time. This product could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes may be incorporated in new editions of the publication.

Proper back-up systems and necessary safety devices should be utilized to protect
against injury, death or property damage due to system failure. Such protection is the
responsibility of the user.

This console server device is not approved for use as a life-support or medical system.

A Any changes or modifications made to this console server device without the explicit
approval or consent of Opengear will void Opengear of any liability or responsibility of
injury or loss caused by any malfunction.

This equipment is for indoor use and all the communication wirings are limited to
inside of the building.
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Chapter 2: Installation

INSTALLATION

This chapter describes how to install the console server hardware and connect it to controlled devices.

2.1 Models

There are multiple families and models, each with a different number of network/ serial /USB ports or power supply and
wireless configurations:

Model Serial | USB Network | Console| Modem| Wireless | Environment RJ Power
Ports | Ports Ports Port (V.92) | (Cell & WIFI Sensors Pinout
ACM50D 2 1 1 - - - Temp/probes 02 Ext AC/DC
ACM5004 4 1 1 - - - Temp/probes 02 Ext AC/DC
ACM5002 4 2 2 - - - Temp/probes 02 Ext AC/DC
ACNS003M 3 1 1 - Internal - Temp/probes 02 Ext AC/DC
ACN003WV 3 1 1 - - 802.11  Temp/probes 02 Ext AC/DC
ACM500&GV 4 1 1 - - 3G Cell Templ/probes 02 Ext AC/DC
ACM500& 4* 1 1 - - 3G Cell Temp & DI/O 02 Ext AC/DC
ACM5002- 4* 2 2 - - - Temp & DI/O 02 Ext AC/DC
ACM5502-P 4 2 2 - - - - 02 PoE
ACM5505-G 4* 2 5 - - 3G Cell - 02 Ext AC/DC
ACM5508 8* 2 2 - - - - 02 Ext AC/DC
ACM5508-M 8 2 2 - Internal - - 02 Ext AC/DC
IM424@-DAC 48 3* 2 1 Internal Opt*** - 00/01/02 Dual AC
IM424@-DDC 48 3** 2 1 Internal Opt *** - 00/01/02 Dual DC
IM4322-DAC 32 3** 2 1 Internal Opt *** - 00/01/02 Dual AC
IM4232-DDC 32 3** 2 1 Internal Opt *** - 00/01/02 Dual DC
IM421@-DAC 16 3** 2 1 Internal Opt *** - 00/01/02 Dual AC
IM421@-DDC 16 3** 2 1 Internal Opt *** - 00/01/02 Dual DC
IM420@-DAC 8 3** 2 1 Internal Opt *** - 00/0102 Dual AC
IM£082-DDC 8 3** 2 1 Internal Opt *** - 00/0102 Dual DC
IM42184DAC 16 3** 34 1 Intenal Opt *** - 02 Dual AC
IMA0045 4 2 5 1 External ExtCell - 00 Ext AC/DC
CM4148AC 48 - 1 1 - - - 00 Single AC
CM43B2SAC 32 - 1 1 - - - 00 Single AC
CM4116AC 16 - 1 1 - - - 00 Single AC
CM4008 8 - 1 1 - - - 00 Ext AC/DC
CM4001 1 - 1 1 - - - 00 Ext AC/DC
SD4001 1* - 1 - - - - DB9 Ext AC/DC
SD4002 2% - 1 - - - DB9 Ext AC/DC

* RS4232/422/489| other models have RS232 serial
** These modédlave 2x UR.0 and 1xUSBL1.1.palitother models have USB2.0 ports
*** |nternal kelar available as an option

TheinitialM42xxnodels wemipersedeay IM42xX modelgto provide additional flash and USB support).
ThelM&40045is supersedédryIMD045 withadditional flash and USB support

ThelMG421&5is superseded by IM424 6vith additional Ethernet ports, flash and USB ports.
TheSD4008 isnd of liféepl) andisreplaced with ACMS30.

The KCS6000 family is EoL
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The various product families support different software features:

Feature by DHCP| DDNS| Mgt | WLAN| OoB Auto | Internal| FIPS | FTP& | IPsec, PPTP
ModelFamily LAN Failover| Respons¢ Flash TFTP & OpenVPN
ACMBO-x-X yes yes | yes*| if-W yes yes 2GB yes yes yes
ACMS-x-x yes yes | yes* no yes yes 4GB yes yes yes
CM4xxx no no no no no yes no no no no
IMA0045 yes yes | yes no yes yes 4GB yes yes yes
IM421634 yes yes | yes no yes yes 16GB yes yes yes
IM42x52-Xx yes yes | yes no yes yes 16GB yes yes yes
SD400x no no no no no yes no no no no

* Option for ACM5002. ACMBDasd ACM5004ly
**ACM5008, ACM55@& ACM5568G| modelsnly

A To avoid physical and electrical hazard please read Appendix C on Safety

The sections below show the components shipped with each of these models.

211

Part # 509006
Part # 509007
Part # 509008
Part # 509009

Part # 440016

Part # 319000
and 319001

Part # 440001

Part # 539001

IM4208-2, IM4216-2, IM4232-2, IM4248-2 and IM4216-34 kit components

IM4216-2 Infrastructure Manager
IM4248-2 Infrastructure Manager
IM4208-2 Infrastructure Manager
IM4216-34 Management Gateway

2 x Cable UTP Cat5 blue

Connector DB9F-RJ45S straight and DB9F-RJ45S

cross-over

Dual IEC AC power cord (DAC models only)

Quick Start Guide and CD-ROM

0 Unpack your IM42xx (IM4208-2, IM4216-2, IM4232-2, IM4248-2 Infrastructure Manager or IM4216-34
Management Gateway) kit and verify you have all the parts shown above, and that they all appear in good

working order

U If you are installing your IM42xx in a rack you will need to attach the rack mounting brackets supplied with the
unit, and install the unit in the rack. Take care to head the Safety Precautions listed in Appendix C
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U Proceed to connect your IM42xx to the network, to the serial ports of the controlled devices, and to power as
outlined below

Note The IM4216-2-DDC, IM4232-2-DDC, IM4248-2-DDC and IM4216-34-DDC products are DC powered and the kits
do not include an IEC AC power cord

2.1.2  IM4004-5 kit components

— Part # 509010  IM4004-5 Management Gateway
O O Part # 440016 2 x Cable UTP Cat5 blue

Part # 319000  Connector DB9F-RJ45S straight and DB9F-RJ45S

- — " —

e 6 and 319001 cross-over
- Part # 450006  Power Supply 5VDC 2.0A
and 440001 IEC Socket and AC power cable
‘d Part #539000  Quick Start Guide and CD-ROM

U  Unpack your IM4004-5 kit and verify you have all the parts shown above, and that they all appear in good working
order

U Proceed to connect your IM4004-5 to the network, the serial ports, USB ports and LAN ports of the controlled
devices and to the AC power as shown below

2.1.3 CM4116, CM4132 and CM4148 kit components

Part # 509001 CM4116 Console Manager
Part # 509002 CM4148 Console Server
Part # 440016 2 x Cable UTP Cat5 blue
) ~ Part # 319000 Connector DB9F-RJ45S straight and DB9F-RJ45S
e i and 319001 cross-over
” Part # 440001 IEC AC power cord
‘O& Part # 539001 Quick Start Guide and CD-ROM

0  Unpack your CM4116 (or CM4132/CM4148) kit and verify you have all the parts shown above, and that they all
appear in good working order

0 If you are installing your CM4116 (or CM4132/CM4148) in a rack you will need to attach the rack mounting
brackets supplied with the unit, and install the unit in the rack. Take care to head the Safety Precautions listed in
Appendix C
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i

2.1.4 CM4008 kit components

2.15

Proceed to connect your CM4116 (or CM4132/CM4148) to the network, to the serial ports of the controlled
devices, and to power as outlined below

O

- — " —

(e

5o

Part # 509000

Part # 440016

Part # 319000
and 319001

Part # 450006
and 440001

Part #539000

CM4008 Console Manager

2 x Cable UTP Cat5 blue

Connector DB9F-RJ45S straight and DB9F-RJ45S
cross-over

Power Supply 5VDC 2.0A
IEC Socket and AC power cable

Quick Start Guide and CD-ROM

Unpack your CM4008 kit and verify you have all the parts shown above, and that they all appear in good working

order

Proceed to connect your CM4008 to the network, the serial ports of the controlled servers and AC power as

shown below

CM4001 and SD4002 kit components

Part # 509003
Part # 509005

Part # 440016

Part # 319017
and 319018

Part # 4500XX

Part # 539000

CM4001 Console Manager
SD4002 Device Server

2 x Cable UTP Cat5 blue

Connector DB9F-RJ45S straight and DB9F-RJ45S cross-
over

Power Supply 12VDC 1.0A
Wall mount

Quick Start Guide and CD-ROM

Unpack your CM4001 (or SD4002) and verify you have all the parts shown above, and that they all appear in

good working order

Proceed to connect your CM4001 (or SD4002) to the network, to the serial port of the controlled device and to

power as outlined below
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2.1.6  SD4001 kit components

217

Part # 509068

Part # 319018

Part # 450026

Part # 539000

SD4001 Serial Device Server

Connector DB9F to RJ45 crossover

Universal Input 12 VDC Wall mount Power Supply

Quick Start Guide and CD-ROM

Unpack your SD4001 and verify you have all the parts shown above, and that they all appear in good working

order

Proceed to connect your SD4001 to the network, to the serial port of the controlled device and to power as

outlined below

ACMS5000 kit components

Part # 509054
Part # 509055
Part # 509056
Part # 509057
Part # 509058
Part # 509059
Part # 509000
Part # 509073

Part # 440016

Part # 3190014 and

3190015

Part # 4500XX

Part #539000

ACM5002 Advanced Console Server
ACM5003-M

ACM5003-W

ACM5004

ACM5004-2

ACM5004-G

ACM5004-G-I

ACM5004-2-1

2 x Cable UTP Cat5 blue

Cisco Connector DB9F-RJ45 straight and DB9F-RJ45
cross-over

Power Supply 12VDC 1.0A
Wall mount

Quick Start Guide and CD-ROM

Unpack your ACM5000 kit and verify you have all the parts shown above, and that they all appear in good
working order. The ACM5004-G has an external 3G aerial to be attached.

Proceed to connect your ACM5000 to the network, the serial ports of the controlled servers and AC power as

shown below

20
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2.1.8 ACMS5500 kit components

Part # 509110 ACMS5508-2-M RIM Gateway
Part # 509109 ACMS5508-2-1 RIM Gateway
= Part # 509108 ACMS5504-5-G-| RIM Gateway
Part # 509115 ACMS5504-5-GV-I RIM Gateway
Part # 509107 ACMS5504-2-P RIM Gateway

O O Part # 440016 2 x Cable UTP Cat5 blue

Part # 3190014 and  Cisco Connector DB9F-RJ45 straight and DB9F-RJ45

e 6 3190015 cross-over
p Part # 4500-- Power Supply 12VDC 1.0A
Wall mount
‘O& Part #539000 Quick Start Guide and CD-ROM

U Unpack your ACM5000 kit and verify you have all the parts shown above, and that they all appear in good
working order

U The ACM5004-5-G(V)-1 also has an external 3G aerial to be attached

U Proceed to connect your ACM5500 to the network, serial and USB ports of the controlled devices, environmental
monitors and AC power as shown below

2.2 Power Connection

2.2.1 IM4216-34-DAC, IM4208-2-DAC, IM4216-2-DAC, IM4232-2-DAC and IM4248-2-DAC power

These standard IM42xx and IM4216-34 console servers all have dual universal AC power supplies with auto failover built
in. These power supplies each accept AC input voltage between 100 and 240 VAC with a frequency of 50 or 60 Hz and
the total power consumption per console server is less than 30W. Two IEC AC power sockets are located at the rear of
the metal case, and these IEC power inlets use conventional IEC AC power cords. Power cords for various regions are
available, although the North American power cord is provided by default. There is a warning notice printed on the back of
each unit.

A To avoid electrical shock the power cord grounding conductor must be connected to
ground

2.2.2 CMA4116-SAC, CM4132-SAC and CM4148-SAC power

These standard CM4116, CM4132 and CM4148 models have a built-in universal auto-switching AC power supply. This
power supply accepts AC input voltage between 100 and 240 VAC with a frequency of 50 or 60 Hz and the power
consumption is less than 20W.
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CM4116, CM4132 and CM4148 models have an IEC AC power socket located at the rear of the metal case. This IEC
power inlet uses a conventional IEC AC power cord, and the power cords for various regions are available. (The North
American power cord is provided by default). There is a warning notice printed on the back of each unit.

A To avoid electrical shock the power cord grounding conductor must be connected to
ground

2.2.3 IM4004-5 and CM4008 power

The IM4004-5 and CM4008 are supplied with an external power supply unit. This unit accepts an AC input voltage
between 100 and 250 VAC with a frequency of 50Hz or 60Hz. The power supply has an IEC AC power socket, which
accepts a conventional IEC AC power cord. The power cord for North American is provided by default. The 5V DC
connector from the power supply plugs into the 5VDC power socket on the rear of the IM4004-5 or CM4008 chassis.

U Plug in the AC power cable and the DC power cable and turn AC power On

U Confirm the Power LED is lit (Note: When you have applied power to the CM4008 you will also observe the LEDs
P1 through P8 light up in sequence)

2.2.4 CM4001/ SD4002 and SD4001 power
The CM4001/ SD4002 and SD4001 models are each supplied with an external DC wall mount power supply.

A specific power supply models for each region will have been supplied (as specified by the T US, -EU, -UK 1 JP or T AU
extension to the part number)

The 12V DC connector from the power supply unit plugs into the DC power socket on the side of the console server
casing

U  Plug in the power supply AC power cable and the DC power cable
U  Turn on the AC power and confirm the console server Power LED (PWR) is lit.
Note: When you first apply power to the SD4002/ CM4001 you will observe the Local and Serial LEDs flashing alternately)

The CM4001/SD4002 can also be powered directly from any +9V DC to +48V DC power source by connecting the DC
power lines to the IN-GND and IN-VIN+ screw jacks.

2.25 ACM500x, ACM500x-2, ACM500x-M/WI/1/G and ACM500x-SDC power

All the ACM5000 models are supplied with an external AC-12VDC wall mount power supply. This comes with a selection
of wall socket adapters for each geographic region (North American, Europe, UK, Japan or Australia). The 12V DC
connector from the power supply unit plugs into the 12VDC (PWR) power jack on the side of the console server casing

U Plug in the power supply AC power cable and the DC power cable

U  Turn on the AC power and confirm the console server Power LED (PWR) is lit

22 Console Server & RIM Gateway User Manual



User Manual

The ACM5000 models can also be powered from an external +9V DC to +30V DC power
source - by connecting the DC power lines to a power plug that plugs into the 12VDC
(PWR) jack.

Similarly the ACM5000 can be powered by connecting an external 9V AC to 24V AC
power source to this jack.

The industrial ACM5004-2-I model also can be powered externally by connecting a +9 to
+30V DC power source to the DC PWR and GND connectors on the green screw
terminal block on the side of the unit.

Note All ACM5000 models can also be ordered with the -SDC option. These units are

supplied with an external DC-DC power converter. This converter has an integrated
power cable/connector that plugs into the 12VDC (PWR) connector on the ACM5000.
The input voltage for the DC-DC converter is plus or minus 36V DC to 72V DC

2.2.6 ACM5508-2-M, ACM5508-2-I, ACM5504-5-G-I, ACM5504-5-GV-| and ACM5504-2-P power

All the ACM5500 models are supplied with an external AC-12VDC wall mount power supply. This comes with a selection
of wall socket adapters for each geographic region (North American, Europe, UK, Japan or Australia). The 12V DC
connector from the power supply unit plugs into the 12VDC (PWR) power jack on the side of the console server casing

U  Plug in the power supply AC power cable and the DC power cable
U  Turn on the AC power and confirm the console server Power LED (PWR) is lit

The ACM5500 models can also be powered from an external +9V DC to +30V DC power source - by connecting the DC
power lines to a power plug that plugs into the 12VDC (PWR) jack.

Similarly the ACM5500 can be powered by connecting an external 9V AC to 24V AC power source to this jack.

The industrial ACM5508-2-1 and ACM5504-5-G-I models also can be
powered externally by connecting a +9 to +30V DC power source to
the EXT 9-30V DC and GND connectors on the green screw terminal
block on the side of the unit.

DIO1|GND|DI02 |GND | OUT1|GND| OUT2 | EXT 9-30V DC

The ACM5504-2-P can be PoE powered using 802.3af compliant power sources.

An external DC-DC power converter can be ordered as an accessory with any
ACM5500 RIM gateway. This converter has an integrated power cable/connector that
plugs into the 12VDC (PWR) connector on the ACM5500. The input voltage for the DC-
DC converter is plus or minus 36V DC to 72V DC

Note

2.2.7 1M4216-34-DDC, IM4208-2-DDC, IM4216-2-DDC, IM4232-2-DDC and IM4248-2-DDC power

The IM42xx and IM4216-34 DDC console servers all have dual DC power supplies with auto failover built in. To connect
to the DC input supply:

u Strip the DC wire insulation to expose approximately 0.4 inch (10 mm) of conductor
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U Connect the safety ground wire tot h E6safety ground terminal on the terminal block first. The DDC is floating
(w.r.t. Earth), however the safety terminal on the three way screw terminal block connects to Earth or Chassis
Ground

U Connect the power wires to the appropriate terminals of the terminal block:

Thedd Ter mi nal on the four way screw terminal bl ock sho
(from OV to +48 V)

Thet 6 termi nal on the four way screw terminal b48¥to k s h «
ov)

So the connections for -48 Volt DC input power are:

OV (return)
Safety ground

ﬂ

-4BV—¢

&

+[&]
B &)

The connections for -48 Volt DC input power are:

+4a3 'V
Safety gmound

oY (return) j
®

U Tighten the terminal screw to a torque of 8.0 + 0.5 in-lb (0.93 + 0.05 N-m)

%ﬂ

+ @

U Repeat the connection steps above for the second power supply

U  Turn on the DC power

Any exposed wire lead from a DC-input power source can conduct harmful levels of
electricity. So ensure that no exposed portion of the DC-input power source wire

The safety covers are an integral part of the DDC product. Do not operate the unit
without the safety cover installed.
A extends from the terminal block plug and safety cover

2.3 Network Connection

The RJ45 LAN ports are located on the front panel of the rack-mount CM41xx and IM42xx console servers. The RJ45
LAN ports are located on the side of the smaller ACM5500, ACM5000, CM4001/8 and SD4001/2 units.

All physical connections are made using industry standard Cat5 cabling and connectors. Ensure you only connect the
LAN port to an Ethernet network that supports 10Base-T/100Base-T.

For the initial configuration of the console server you must connect a computer to the console serverd principal network
port. This port is labeled NETWORK (on IM4004-5), NETWORK1 (on IM4200), LAN (on ACM5500, CM4000 and
SD4000), LAN USB1 (on ACM5000).
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2.4  Serial Port Connection

Console servers all come with one to forty eight serial ports, marked SERIAL or SERIAL PORTS. These ports connect to
serially Managed Devices. Each console server also has either a dedicated Local Console (or modem) port marked
LOCAL or CONSOLE, or one or its SERIAL ports can be software configured in Local Console mode. This Local Console
port can be used for local command line access (or external serial modem out of band connection).

- All console server models except the SD4001, ACM5000 and ACM5500 have a dedicated DB9 Local Console
port. This DB9 connector is located on the front of the CM4100, IM4004-5 and IM4200 models and on the rear of
the CM4001 and CM4008.

- The ACM5002 (and ACM5003/5004) model has two (or three or four) SERIAL PORTS presented as RJ45 ports
1-4. Similarly the ACM5504 and ACM5508 models have four or eight SERIAL PORTS presented as RJ45 ports
1-8. Port 1 on all these models by default is configured in Local Console mode

- The SD4002 has two DB9 serial ports (Ports 1-2). By default Port 1 is configured in Local Console (modem)
mode. Similarly the SD4001 has one DB9 serial port and by default it is configured in Local Console (modem)
mode

Conventional Cat5 cabling with RJ45 jacks is generally used for serial connections. Opengear supplies an extensive
range of cables and adapters that may be required to connect to the more popular servers and network appliances.

These are also overviewed in Appendix D - Connectivity and Serial I/O. More detailed information is available online at
http://www.opengear.com/cabling.html

Before connecting the console port of an external device to the console server serial port, confirm that the device does
support the standard RS-232C (EIA-232).

The console servers come with one to forty eight serial connectors for the RS232 serial ports:

- The SD4001 and SD4002/CM4001 models have DB9 serial port connectors. All other models have RJ45 serial
port connectors

- The RJ45 serial ports are located on the rear panel of the IM4004-5 and CM4008; on the front face of the
ACM5000 and ACM5500; and on the front panel of the rack mount IM4216-34, CM4100 and IM4200

- The ACM5000, ACM5500 and IM4216-34 models have Cisco serial pinouts on the RJ45 connectors (refer 2.4.3
below)

- The CM4100, CM4000 and IM4004-5 models have Opengear Classic RJ45 pinout (refer 2.4.1).

- The IM4200 console servers are available with a selection of alternate RJ45 pinouts e.g. the IM4208-2, IM4216-2
and IM4248-2 console servers have three RJ45 pinout configurations available - Opengear Classic, Cisco
Straight or Cyclades/Cisco Rolled (refer 2.4.1)

These alternate pinouts need to be specified in the part number at the time of order e.g. to order an IM4248-2
dual power supply AC USA model, specify:

A IM4248-2-DAC-US-X0 for a unit equipped with standard Opengear Classic RJ pinouts
A IM4248-2-DAC-US-X1 for a unit equipped with Cyclades RJ pinouts (rolled cable connection)
A IM4248-2-DAC-US-X2 for a unit equipped with Cisco RJ pinouts (straight through cable)

Some console server models support RS-422 and RS-485 as well as RS-232:

- The four RJ45 serial ports on the ACM5004-2-1 and ACM5504-5-G-| are each RS-232/422/485 software
selectable - as are the eight RJ45 serial ports on the ACM5508-2-|

- The SD4002 has one DB9 RS-232 serial port (Port 1) and one DB9/connector block RS-232/422/485 software
selectable serial port (Port 2)

- Similarly the SD4001 has one DB9 RS-232 serial port which can be hardware selected to be RS-232 or
RS422/485
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- Refer Appendix D - Connectivity and Serial I/O for RS422/485 pinout and connection details

So in summary:

Model Serial Port DedicatedConsole/
# Connector:  Pinout  RS232 RS422/48 Modem port

ACM50x 2,34 RJ X2 Cisco Y N N*
AQVI50@-| 4 RJ X2 Gsco Y Y N*
ACM5Bx 4,8 RJ X2 @sco Y N N*
ACM550% 4,8 RJ X2 Gsco Y Y N*
IM42xx2 8,163248 RJ X0 Classicor Y N Y

X1 Avocent o

X2 @sco
IM42184 16 RJ X2 dsco Y N Y
IM4004% 4 RJ X0 Classic Y N Y
CM41xx 16,48 RJ X0 Classi Y N Y
CM4008 8 RJ X0 Classic Y N Y
CM4001 1 DB9 DB9 Y N Y
SD4001 1 DB9 DB9 Y Y N*
SD4002 2 DB9 DB9 Y Y(1 port) N*

*The firsserial port can lmssignetb be a&onsole/modem port
2.4.1 Opengear Classic RJ45 pinout (option i X0)

The CM4000, CM4100 and IM4004 models have the Opengear Classic RJ45 pinout shown below. The IM4200 console
servers are also available with this RJ45 pinout as an option:

s PIN| SIGNAL DEFINITION DIRECTION
RJ-45 RTS 1 RTS Request To Send Output
1
» —gDSR 2 DSR Data Set Ready Input
3 —af DCh 3 DCD Data Carrier Detect Input
4 —q% 4 RXD Receive Data Input
3 — — 1 3 GND 5 TXD Transmit Data Output
? - DTR 6 GND Signal Ground NA
g —ag 12 7 DTR Data Terminal Ready Output
8 CTS Clear To Send Input
2.4.2 Cisco Rolled (Cyclades) RJ45 pinout (option -X1)

The IM4200 console servers are the only products which are available with this RJ45 pinout option. This makes it easy to
replace Avocent Cyclades products, and is convenient for use with rolled RJ-45 cable:

female

iar PIN| SIGNAL DEFINITION DIRECTION

1 --% 1 RTS Request To Send Output

i 2 DTR Data Terminal Ready Output

3 g0

# GND 3 TXD Transmit Data Output

: <= | 4| GND Signal Ground NA
8§ ——1 - A 5 CTS Clear To Send Input

oD _
7 | 6 RXD Receive Data Input
s 7 DCD Data Carrier Detect Input
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| 8| DSR | DahSetReady |  Input |

2.4.3 Cisco RJ45 pinout (option -X2)

The ACM5000, ACM5500 and IM4216-34 models have Cisco serial pinouts on its RJ45 connectors. The IM4200 console
servers are also available with this RJ45 pinout. This provides straight through RJ-45 cable to equipment such as Cisco,
Juniper, SUN, and many more:

— PIN| SIGNAL DEFINTION DIRECTION

RJ-45 TS 1 CTS Clear To Send Input

;_ __: DSR 2 DSR Data Set Ready Input

3 —g—20 3 RXD Receive Data Input

4 % 4 | GND Signal Ground NA

— e 5 GND Signal Ground NA

8 1 F 10 .

7 —g DTR 6 TXD Transmit Data Output
g — s 7 DTR Data Terminal Ready Output
8 RTS Request To Send Output

25 USB Port Connection

Most console server models have external USB ports and these ports are mostly USB2.0. They can be used for:
- connecting to USB consoles of Managed Devices (e.g. for managing UPS supplies)
- attaching other external USB peripherals (e.g. an external USB memory stick or modem)
- adding supported Sierra Wireless cellular USB modems

- plugging in USB hubs to provide additional ports

Some console server models also have a USB1.1 port and this is best reserved for use with an external USB memory
stick dedicated to recovery firmware boot images/ extended log file storage etc.

A The IM42xx-2-DAC-X2-G and IM42xx-2-DAC-X0-G models have one USB1.1 port on the front face and one USB 2.0
port at the rear face. This USB2.0 port uses a micro-AB USB connector so an adapter cable is also included. These
models also have 16GB flash installed internally via a USB 2.0 flash drive for improved logging.

A All the other models in the IM42xx-X family (IM42xx-2-DxC-Xx models such as IM4208-2-DAC-X0, IM4248-2-DDC-X2
and IM4216-34-DAC-X2) have one USBL1.1 port on the front face and two additional USB 2.0 ports at the rear face
(adjacent to modem jack). These IM42xx-X models also have an internal 16GB flash drive.

A The ACM5500 and IM4004-5 models all have an internal 4GB USB flash drive as well as two unallocated external
USB2.0 ports

A The ACM5000 models have two USB2.0 ports. However one or both of these may be pre-allocated internally. For
example the ACM5004-W has one internal USB committed for the 802.11 adapter, so there is only one external USB
port free. Similarly with ACM5004-F model an internal USB flash is fitted, using up one of the two USB2.0 ports

2.6  Fitting Cellular SIM and Antennas

The ACM5504-5-G-I, ACM5004-G and ACM5004-G-l each has an internal 3G cellular modem that requires at least
one (or more) SIM cards to be installed and at least one external antenna to be attached. The ACM5004-GV also
has an internal cellular modem requiring external antenna connection however the Verizon network does not
require a SIM card.
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The IM42xx-2-DAC-X2-G and IM42xx-2-DAC-X0-G models have an internal 3G cellular modem that requires a SIM
card and external antenna.

All the other IM4200, ACM5000, ACM5500 and IM4004-5 models support an external USB cellular modem. Such
modems have internal antennas however they may benefit from an external antenna.

2.6.1 ACM5004-G/G-l and ACM5504-5-G-I SIM

The ACM5004-G/G-I and ACM5004-5-G-I models work with GSM carriers globally. Your carrier will provide you with
a SIM card for activating you data plan.

S c r~ =
o s

You must install the SIM card before powering on the device.

For the ACM5004-G/G-I unscrew the cover plate on the side of the
insert the SIM into the SIM garage then screw the cover plate back on.

The ACM5004-5-G-I can hold two SIM cards from alternate carriers,
however only requires one SIM to operate. Unscrew the SIM card
access panel and insert the first carrier SIM card in the top SIM slot with
contacts facing downward and the notch to RHS. A second carrier SIM
can then be installed in the slot underneath the first. screw the cover
plate back on.

2.6.2 ACM5004-G/G-I/GV and ACM5504-5-G-| antenna

Screw the provided antenna on to have MAIN SMA antenna connector on the rear of the ACM5004-G/GI. Then place the
unit and/or aerial in a location that will ensure the best signal.

The ACM5504-5-G-I, ACM5004-G-| and current revisions of the ACM5004-G/GV all come with dual SMA antenna
connectors. The AUX connector can be used for receive diversity. This requires an external antenna (accessory Part#
569006) and cable (Part# 449041).

With the ACM5504-5-G-I and ACM5004-G-I models, the AUX connector can also be used for GPS. An external GPS
passive antenna with magnetic base, SMA connector and 2 meter cable is available (Part # 569008).

Note The ACM5004-G/G-I/GV has two cellular status LEDs. The SIM LED on top of unit should go on solid when the
ACM5004-G/G-I has been powered and a SIM card has been inserted and detected.

The WWAN LED on top of unit should go on at a fast blink once a radio connection has been established with
your cellular carrier (i.e. after an APN has been properly configured).

WWAN LED Status:

Off: In reset mode or not powered.

Slow blink: Searching for service.

Solid Green:  Active service with no traffic detected.

Fast Blink: Active service with traffic (blink rate is proportional to traffic detected)

2.6.3 IM42xx-2-DAC-X2-G and IM42xx-2-DAC-X0-G

The IM42xx-2-DAC-X2-G and IM42xx-2-DAC-X0-G models have an internal 3G-GSM HSUPA/UMTS cellular modem
(and an internal 16GB flash memory and an additional USB port at the rear). They are also supplied with an external
antenna with extension cable, and a USB adapter cable.
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Before powering on the console server:

U Your carrier will provide you with a SIM card. Insert the SIM card
with contacts facing upward. It will lock into place

U Screw the external antenna coax cable onto the MAIN screw mount
SMA connector on the rear of the console server

U The AUX connector can be used either for receive diversity
(requires external antenna Part# 569006 and cable Part# 449041)
or for GPS (requires external GPS passive antenna with cable
Part# 569008).

2.6.4n External USB cellular modems

All the IM42xx-X models support external USB GSM/HSPA or CDMA/EV-DO cellular modems from Sierra Wireless.
The USB modem attaches to one of the rear USB 2.0 ports on the IM4200-DAC-X2v i a t he mo ddapted s
cable. Similarly external USB cellular modem can be attached to the USB ports on any ACM5000 or an IM4004-5.

External modems have their own internal antennas however they generally benefit from an external antenna.

2.7 Digital I/0O and Environmental Sensors

Any ACM5000 or ACM5500 model with an i | in the model humber, or any ACM5000 with the T E option all ship with
an external green connector block for attaching environmental sensors and digital I/O devices.

Plug in this block and screw in any external devices.

On the ACM5508-2-1, ACM5504-5-G-I, ACM5004-2-1 and ACM5004-G-I models this block can also be used for
connecting the external DC power source.

Refer Chapter 8 for further details.

USB
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SYSTEM CONFIGURATION
This chapter provides step-by-step instructions for the initial configuration of your console server, and connecting it to the
Management or Operational LAN. This involves the Administrator:

A Activating the Management Console

A Changing the Administrator password

A Setting the IP address console serverd s pri nci pal LAN port

A Selecting the network services to be supported

This chapter also discusses the communications software tools that the Administrator may use in accessing the console
server, and the configuration of the additional LAN ports.
3.1 Management Console Connection

Your console server comes configured with a default IP Address 192.168.0.1 Subnet Mask 255.255.255.0

U Directly connect a Computer to the console server

Note For initial configuration it is recommended that the console server be connected directly to a single Computer.
However, if you choose to connect your LAN before completing the initial setup steps, it is important that:

- you ensure there are no other devices on the LAN with an address of 192.168.0.1
- the console server and the computer are on the same LAN segment, with no interposed router appliances

3.1.1 Connected computer set up

To configure the console server with a browser, the connected PC/workstation should have an IP address in the same
range as the console server (for example, 192.168.0.100):

U To configure the IP Address of your Linux or Unix computer simply run ifconfig
U For Windows PCs (Win9x/Me/2000/XP/Vista/7/NT):

A Click Start -> (Settings ->) Control Panel and double click Network Connections (for 95/98/Me, double
click Network).

A Right click on Local Area Connection and select Properties.

A Select Internet Protocol (TCP/IP) and click Properties.

A Select Use the following IP address and enter the following details:
o IP address: 192.168.0.100
0 Subnet mask: 255.255.255.0

A If you want to retain your existing IP settings for this network connection, click Advanced and Add the above
as a secondary IP connection.

0 Ifitis not convenient to change your computer network address, you can use the ARP-Ping command to reset the
console server IP address. To do this from a Windows PC:

A Click Start -> Run (or select All Programs then Accessories then Run).
A Type cmd and click OK to bring up the command line.

A Type arp i d to flush the ARP cache.
A

Type arp i a to view the current ARP cache (this should be empty).
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Run El E|

= Type the name of a program, folder, document, or
= Internet resource, and Windows will open it for you.

[ OK, H Cancel H Browse... ]

Now add a static entry to the ARP table and ping the console server to assign the IP address to the console
server. In the example below, a console server has a MAC Address 00:13:C6:00:02:0F (designated on the label
on the bottom of the unit) and we are setting its IP address to 192.168.100.23. Also the computer issuing the arp
command must be on the same network segment as the console server (that is, have an IP address of
192.168.100.xxx)

A Type arp -s 192.168.100.23 00-13-C6-00-02-0F (Note for UNIX the syntax is: arp -s 192.168.100.23
00:13:C6:00:02:0F).

A Type ping -t 192.18.100.23 to start a continuous ping to the new IP Address.

A Turn on the console server and wait for it to configure itself with the new IP address. It will start replying to the
ping at this point.

A Type arp i d to flush the ARP cache again.

3.1.2 Browser connection

U Activate your preferred browser on the connected PC/ workstation and enter https://192.168.0.1 The
Management Console supports all current versions of the popular browsers (Internet Explorer, Mozilla Firefox,
Google Chrome, Apple Safari and more)

System Name: 3cm5003-m  Model: ACM5003-M  Firmware: 3.3.2 @
opcngeor Uptime: 0 days, 0 hours, 1 mins, 32 secs  Current User: unknown

Log Out

System: Login

Username

Password/Passcode

0  You will be prompted to log in. Enter the default administration username and administration password
(Username: root Password: default)

Note Console servers are factory configured with HTTPS access enabled and HTTP access disabled.

System Name: acm5003-m  Model: ACM5003-M  Firmware: 3.3.2 ﬁ ®
opengeaf Uptime: 0 days, 0 hours, 4 mins, 32 secs Current User: root

Backup Log Out

OpenGear Management Console: Welcome

Serfal & Network
» Serial Port

» Users & Groups You wil need to configure the following in order to have a usable unit. After completing a step by following the

» Authentication appropriate link you an return to the updated configuration steps by clicking on the logo in the top left corner of the

» Network Hosts
» Trusted Networks Management Console.

Welcome to the OpenGear Management Console!

» IPsec VPN « Change the default administration password on the System/Administration page.

» OpenVPN « Configure the local network settings on the SystemyJP page.

# Call Home

» Cascaded Ports To configure console server features:

» UPS Connections

» RPC Connections + Configure serial ports settings and enable supported protocols on the Seraf & Netwerk/Seral Port page.
» Environmental « Configure users with access to serial ports on the Sena/ & Network/Users page.

» Managed Devices
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A Welcome screen, which lists initial installation configuration steps, will be displayed. These steps are:
U Change default administration password (System/Administration page. Refer Chapter 3.2)
U  Configure the local network settings (System/IP page. Refer Chapter 3.3)

To configure console server features:
U Configure serial ports settings (Serial & Network/Serial Port page. Refer Chapter 4)

U Configure user port access (Serial & Network/Users page. Refer Chapter 4)

System Name: 3acm5002 Model: ACM5002 Firmware: 3.3.0 ﬁ @
opengenr Uptime: 0 days, 0 hours, 13 mins, 17 secs Current User: root

Backup Log Out

OpenGear Management Console: Welcome

Serial & Network
» Serial Port

» Users & GFG_UDS You wil need to configure the following in order to have a usable unit. After completing a step by following the appropriate
” Q“Ehe“i"at'st” link you can return to the updated configuration steps by clicking on the logo in the top left comer of the Management

» Metwork Hosts

» Trusted Networks Tt
» IPsec VPN

» OpenVPN

Welcome to the OpenGear Management Console!

« Change the default administration password on the System/Adminstration page.
+ Configure the local network settings on the System/IP page.

» Call Home
» Cascaded Ports To configure console server features:

# UPS Connections

» RPC Connections » Configure serial ports settings and enable supported protocols on the Ser/ & Network/Serial Port page.

» Eﬂ\’\mﬂmmﬁ] « Configure users with access to serial ports on the Seria/ & Network/Users page.
» Managed Devices

To configure celubr router features:

« Configure the celluler modem connection on the System/Di/page.
o Allow forwarding to the Dialouty/Cellular destination network on the Systemy/Firewal page.
& Enable IP masquerading for Dilout/Celular on the SystemyFirewalpage.

» Port Log
» Alerts
» SMTP & SMS

If your system has a cellular modem you will also be given the steps to configure cellular router features:
U Configure the cellular modem connection (System/Dial page. Refer Chapter 5)
U Allow forwarding to the cellular destination network (System/Firewall page. Refer Chapter 5)
U Enable IP masquerading for cellular connection (System/Firewall page. Refer Chapter 5)

After completing each of the above steps, you can return to the configuration list by clicking the Opengear logo in the top
left corner of the screen.

Note If you are not able to connect to the Management Console at 192.168.0.1 or if the default Username / Password
were not accepted then reset your console server (refer Chapter 10)

3.2 Administrator Password

For security reasons, only the administration user named root can initially log into your console server. So only those
people who know the root password can access and reconfigure the console server itself.

The corollary is that anyone who correctly guesses the root password could gain access (and the default root password is
default). So it is essential that you enter and confirm a new password before giving the console server any access to, or
control of, your computers and network appliances.
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System Name: im4216 Model: IM4216 Firmware: 3.5.2ul ﬁ (D
opengcaf Uptime: 1 days, 1 hours, 20 mins, 56 secs Current User: root

Backup  Log Out

System: Administration

Serial & Network
» Serial Port ::f::m imd216
» Users & Groups i
w ALthentication An 1D for this device.
» Network Hosts System
» Trusted Networks D\gcription
# IPsec VPN The physical location of this device.
» OpenVPN
»PPTP VPN System [0
» Call Home Password
# Cascaded Ports The secret used to gain administration access to this device.
» UPS Connections 5
» RPC Connections Confirm [
» Environmental System
» Managed Devices Password Re-enter the above password for confirmation.
Alerts & Logging o
» Port Log
» Auto-Response Message of the day text banner to disply to authenticating users.
» SMTP & SMS
» SNMP Delayed a
Config

M Commits Config changes are queued, and must be explictly applied.
» Administration
» 55L Certiicates Apply

U Select System: Administration
U Enter a new System Password then re-enter it in Confirm System Password. This is the new password for
root, the main administrative user account, so it is important that you choose a complex password, and keep it
safe
U At this stage you may also wish to enter a System Name and System Description for the console server to give
it a unique ID and make it simple to identify
Note The System Name can contain from 1 to 64 alphanumeric characters (however you can also use the special
characters "-" " _"and ".0.)There are no restrictions on the characters that can be used in the System Description
or the System Password (which each can contain up to 254 characters). However only the first eight Password
characters are used to make the password hash.
0 TheMOTDBannercan be used tessageldfthepdhyatgxt t@authemticating users when the ssh, ftp
or web access the console server
U Click Apply. As you have changed the password you will be prompted to log in again. This time use the new
password
Note If you are not confident your console server has been supplied with the current release of firmware, you can
upgrade. Refer Upgrade Firmware - Chapter 10
3.2.1 Set up new administrator

It is also recommended that you set up a new Administrator user as soon as convenient and log-in as this new user for all
ongoing administration functions (rather than root).

This Administrator can be configured in the admin group with full access privileges through the Serial & Network: Users
& Groups menu (refer Chapter 4 for details)
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System Name: acm5003-m Model: ACM5003-M  Firmware: 3.3.2 s ;- @
opengear Uptime: 0 days, 0 hours, 21 mins, 56 secs Current User: root

Backup Log Out

Serial & Network: Users & Groups

Serial & Network

» Sernl Port Add a New user

» Users & Groups Username i

» Authentication Raklmln

# Metwork Hosts A unigue name for the user.

# Trusted Networks o

» IPsec VPN DescrtR Bruce J - Central Senvices

» OpenVPN — :

» Call Home A brief description of the user's role.

» Cascaded Ports

» UPS Connections Groups admin (Provides users with unlimited configuration and management privileges)
» RPC Connections [ users (Provides users with basic management: privileges)
» Environmental

» Managed Devices A group with predefined privileges the user will belong to.

PaSSWDrd ----------
Port Ls
: A?en;sug The users authentication secret. Note: 4 password may not be required if remote
# SMTP & SMS authentication & being vsed.
> ShHP Confirm

m Re-enter the users password for confirmation.
s Administration

3.3 Network IP Address

The next step is to enter an IP address for the principal Ethernet (LAN/Network/Network1) port on the console server; or
enable its DHCP client so that it automatically obtains an IP address from a DHCP server on the network it is to be
connected to.

U Onthe System: IP menu select the Network Interface page then check DHCP or Static for the Configuration
Method

U If you selected Static you must manually enter the new IP Address, Subnet Mask, Gateway and DNS server
details. This selection automatically disables the DHCP client

System Name: im4216 Model: IM4216 Firmware: 3.5.2ul ﬁ @
opengeof Uptime: 0 days, 1 hours, 18 mins, 23 secs Current User: root

Backup  Log Out

System: IP

Serial & Network
» Serial Port
» Users & Groups
» Authentication IP Settings: Network
» Netwark Hosts
» Trusted Networks Configuration (© DHCP
» IPsec VPN Method - 8
© Static
» OpenVEN -
» PPTP VPN The mechanism to acquire IP settings.
» Call Home
» Cascaded Ports 1P Address
» UPS Connections
# RPC Connections A statically assigned IP address.
» Environmental
» Managed Devices

Network Interface Management LAN Interface General Settings Route Settings

Subnet Mask

A statically assigned network mask.

Alerts & Logging

» Port Log Gateway
» Auto-Response N
» SMTP & SMS A statically assigned gateway.
» SHMP Primary DNS
A statically assigned primary name server.
» Administration
» 550 Certificates SecanasvDns
» Configuration Backup A statically assigned secondary name server.
» Firmware
»Ip Media
» Date & Time Auto [=]
» Dial The Ethernet media type.
» Firewal
» DHCP Server DHCP Server Disabled
» Nagios Configure 3 DHCP server for this interface.

# Configure Dashboard

1P Alias

_ Secondary address or comma-separated list of addresses in CIDR notation, e.g. 192.168.1.1/24.
» Port Access

0  If you selected DHCP the console server will look for configuration details from a DHCP server. This selection
automatically disables any static address. The console server MAC address can be found on a label on the base
plate
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Note In its factory default state (with no Configuration Method selected) the console server has its DHCP client
enabled, so it automatically accepts any network IP address assigned by a DHCP server on your network. In this
initial state, the console server will then respond to both its Static address (192.168.0.1) and its newly assigned
DHCP address

U0 You may also enter a secondary address or comma-separated list of addresses in CIDR notation,
e.g. 192.168.1.1/24 as an IP Alias

U By default the console server LAN port auto detects the Ethernet connection speed. However you can use the
Media menu to lock the Ethernet to 10 Mb/s or 100Mb/s and to Full Duplex (FD) or Half Duplex (HD)

Note If you have changed the console server IP address, you may need to reconfigure your computer so it has an IP

address that is in the same network range as this new address (as detailed in an earlier note in this chapter)
U Click Apply
U  You will need to reconnect the browser on the computer that is connected to the console server by entering
http://new IP address
3.3.1 IPv6 configuration

By default, the console server Ethernet interfaces support IPv4; however, they can also be configured for IPv6 operation:

i

i

3.3.2

On the System: IP menu select General Settings page and check Enable IPv6

System Name: mg4004-5 Model: IMG4004-5 Firmware: 2.8.0p0 ﬁ @
opengear Uptime: 0 days, 16 hours, 33 mins, 25 secs Current User: root

Backup Log Out

System: IP

Serial & Network
» Sarial Port Metwork Interface Management LAN Interface Out-of-Band/Failover General Settings
» Users & Groups Interface

» Authentication

» Network Hosts General Settings
» Trusted Networks S
Enable Brid
» Cascaded Ports na L Ll
» UPS Connections Bridge between all interfaces.
» RPC Connections Enable IPV6 &
» Environmental P e A
» Managed Devices nable [Fv or all Interraces.
Alerts & Logging Apply

You will then need to configure the IPv6 parameters on each interface page

IPv6 Settings: Network

Configuration Statelass on
Method o i 5
@® static
The mechanism to acguire IP settings.
IPv6 Address aaaa 213 cHfffe66 7789
A statically assigned IPv6 address.
IPv6 Subnet
Mask 64
A statically assigned IPve network mask.
Apply

Dynamic DNS (DDNS) configuration

With Dynamic DNS (DDNS) an advanced console server whose IP address is dynamically assigned (and that may
change from time to time) can be located using a fixed host or domain name. The ACM5500, ACM5000, IM4004-5 and
IM4200 family of advanced console servers (with Firmware 3.0.2 and later) support DDNS.

i

The first step in enabling DDNS is to create an account with the supported DDNS service provider of your choice.
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Supported DDNS providers include:

- DyNS www.dyns.cx

- dyndns.org www.dyndns.org

- GNUDip gnudip.cheapnet.net

- ODS www.ods.org

- TZO www.tzo.com

- 3322.org (Chinese provider) www.3322.0rg

Upon registering with the DDNS service provider, you will select a username and password, as well as a
hostname that you will use as the DNS name (to allow external access to your machine using a URL).

The Dynamic DNS service providers allow the user to choose a hostname URL and set an initial IP address to
correspond to that hosthame URL. Many Dynamic DNS providers offer a selection of URL hostnames available
for free use with their service. However, with a paid plan, any URL hostname (including your own registered
domain name) can be used.

You can now enable and configure DDNS on any of the Ethernet or cellular network connections on the console server
(by default DDNS is disabled on all ports):

U Select the DDNS service provider from the drop down Dynamic DNS list on the System:IP or System:Dial menu

» Statistics Dynamic DNS
» Support Report _ :
» Syslog Dynamic DS :None - DDNS disabled; = |
» UPS Status None - DDNS disabled address is changed.
» RPC Status 3322
» Environmental Status DDNS Hostname 4
» Dashboard nsLx
d me assigned to this interface.
. gnudip
DDNS Username | o
Devi
: pg:tlclfzosgs tzo to manage this interface.
» Host Logs
» Power DDNS Password
» Terminal The password for the account to manage this interface.

Confirm DDNS

Password
Re-enter the password for confirmation.

Maximum interval

between updates
pd Maximum interval between updates in days. DDMS update wil be sent even if the

address has not changed.

Minimum interval

between checks
Minimum interval between checks for changed addresses, in seconds. Updates wil still

only be sent if the address has changed.

Apply
U In DDNS Hostname enter the fully qualified DNS hostname for your console server e.g. your-
hostname.dyndns.org
U Enter the DDNS Username and DDNS Password for the DDNS service provider account

0  Specify the Maximum interval between updates - in days. A DDNS update will be sent even if the address has
not changed

0  Specify the Minimum interval between checks for changed addresses - in seconds. Updates will still only be
sent if the address has changed

0 Specify the Maximum attempts per update i.e. the number of times to attempt an update before giving up
(defaults to 3)

3.4  System Firewall - Service Access

Service Access specifies which access protocols/services can be used to access the console server (and connected
serial ports and managed devices). The Administrator can access and configure the console server (and connected
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devices) using a range of access protocols/services i and for each such access, the particular service must be running
with access through the firewall enabled.

By default HTTP, HTTPS, Telnet and SSH services are running, and these services are enabled on all network interfaces.
However, again by default, only HTTPS and SSH access to the console server is enabled, while HTTP and Telnet access
is disabled.

For other services, such as SNMP/Nagios NRPE/NUT, the service must first be started on the relevant network interface
using Port /Firewall Rules (refer Chapter 5). Then the Services Access can be set to allow or block access.

To change the access settings:

U Select the Service Access tab on the System: Firewall page. This will displays the services currently enabled
forthe cons ol e rmeteorkvimarfédces. Depending on the particular console server model the interfaces
displayed may include :

Network interface (for the principal Ethernet connection)
- Dial out (V90 and cellular modem)
- Dialin (internal or external V90 modem)
- Wi-Fi (802.11 wireless)
- OoB Failover (second Ethernet connections)
- VPN (IPSec or Open VPN connection over any network interface)
U Check/uncheck for each network which service access is to be enabled /disabled

In the example shown below local administrators on local Network Interface LAN have HTTP and Telnet access to the
console server (and attached serial consoles) while remote administrators using Dial In only can access the Nagios/NUT
/SNMP status.

System Name: acm5002 Model: ACM5002 Firmware: 3.3.0 ﬁ [0)
opengear Uptime: 0 43y, 5 hour, 43 i, 10 525 Current Users 100t

Backup Log Out

System: Firewall

Seral & Network
» Serial Part
Jsers & Groups
» Authentication T fmeee

» Network Hosts

» Trusted Networks Services Network Interface Dialout/Cellular Diak-in i
» Psec VPN

Service Access Port Forwarding Port Rules Forwarding & Masquerading

3
2

» OpenVPN HTTP Web Management =] O =]

» Call Home

» Cascaded Ports HTTPS Web Management ()

» UPS Cannections

» RPC Connections Telnet command shell

» Environmental L L] L

» Managed Devices SSH command shell i}
Telnet direct to serial DD 5] B ]
SSH direct to serial ports B
RAW TCP access to serial (] m
poi

System
RFC-2217 access to serial

» Administration por L L]

» SSL. Certificates

» Configuration Backup Unauthenticated telnet ]

» Fmare access to serial ports =

» g_at‘e & Time Nagios NRPE daemon m]

» Dia

» Firevall NUT UPS monitoring daemon

» DHCP Server 9 ]

Nagios

» Configure Dashboard SUMP daemon o

TFIP Server ] [=]
_ Respond to ICMP echos B
» Part Access

The Services Access settings specify which services the Administrator can use over which network interface to access the
console server. It also nominates the enabled services that the Administrator and the User can use to connect through the
console server to attached serial and network connected devices.

U The following general service access options can be specified:

HTTPS  This ensures the Administrator has secure browser access to all the Management Console menus on
the console server. It also allows appropriately configured Users secure browser access to selected
Manage menus. For information on certificate and user client software configuration refer Chapter 9 -
Authentication. By default HTTPS is enabled, and it is recommended that only HTTPS access be used
if the console server is to be managed over any public network (e.g. the Internet).
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HTTP The HTTP service allows the Administrator basic browser access to the Management Console. It is
recommended the HTTP service be disabled if the console server is to be remotely accessed over the
Internet.

Telnet This gives the Administrator telnet access to the system command line shell (Linux commands). While
this may be suitable for a local direct connection over a management LAN, it is recommended this
service be disabled if the console server is to be remotely administered. This service may also be
useful for local Administrator and the User access to selected serial consoles

SSH This service provides secure SSH access. It is recommended you choose SSH as the protocol where
the Administrator connects to the console server over the Internet or any other public network. This will
provide authenticated communications between the SSH client program on the remote computer and
the SSH sever in the console server. For more information on SSH configuration refer Chapter 9 -
Authentication.

U There are also a number of related service options that can be configured at this stage:

SNMP This will enable netsnmp in the console server, which will keep a remote log of all posted information.
SNMP is disabled by default. To modify the default SNMP settings, the Administrator must make the
edits at the command line as described in Chapter 157 Advanced Configuration

TFTP/FTP If a USB flash card or internal flash is detected on an ACM5000, ACM5500, IM4200 or IM4004-5
advanced console server, then enabling this service will set up default tftp and ftp server on the USB
flash. These servers are used to store config files, maintain access and transaction logs etc. Files
transferred using tftp and ftp will be stored under /var/tmp/usbdisk/tftpboot

Ping This allows the console server to respond to incoming ICMP echo requests. Ping is enabled by
default, however for security reasons this service should generally be disabled post initial configuration

Nagios  Access to the Nagios NRPE monitoring daemons

NUT Access to the NUT UPS management daemons

U And there are some serial port access parameters that can be configured on this menu:

Base The console server uses specific default ranges for the TCP/IP ports for the various access services
that Users and Administrators can use to access devices attached to serial ports (as covered in
Chapter 4 7 Configuring Serial Ports). The Administrator can also set alternate ranges for these
services, and these secondary ports will then be used in addition to the defaults.

The default TCP/IP base port address for telnet access is 2000, and the range for telnet is IP Address:
Port (2000 + serial port #) i.e. 2001 T 2048. So if the Administrator were to set 8000 as a secondary
base for telnet then serial port #2 on the console server can be telnet accessed at IP Address:2002
and at IP Address:8002. The default base for SSH is 3000; for Raw TCP is 4000; and for RFC2217 it
is 5000

RAW/Direct  You can also specify that serial port devices can be accessed from nominated network interfaces
using Raw TCP, direct Telnet/SSH, unauthenticated Telnet services etc
0 Click Apply. As you apply your services selections, the screen will be updated with a confirmation message:

Message Changes to configuration succeeded
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System Name: im4216 Model: IM4216 Firmware: 3.5.2ul ﬁ @
opengeaf Uptime: 0 days, 1 hours, 32 mins, 35 secs Current User: root

Backup  Log Out

System: Firewall

Serial & Network ., X .
» Serial Port Service Access Port/Protacol Forwarding Firewall Rules Forwarding & Masquerading
» Users & Groups
» Authentication Service Access
» Network Hosts
» Trusted Networks Services Network Management Dialout/Cellular Dial-in VPN
» IPsec VPN Interface N
» OpenVPN
» PPTP VPN HTTP Web (=] (=
» Call Home Management
» Cascaded Ports
» UPS Connections HTTPS Web
» RPC Connections Management
» Environmental
» Managed Devices Telnet command ] ] (] 0 0
shell
SSH command
» Port Log shell
» Auto-Response
» SMTP & SMS Telnet direct to B
» SNMP serial ports
=
S serial ports
» Administration
» SSL Certificates RAW TCP access ]
» Configuration Backup to serial ports
» Firmware
»IP RFC-2217 access B
» Date & Time to serial ports
» Dial
» Firewall Unauthenticated E
» DHCP Server telnet access to
» Nagios serial ports
» Configure Dashboard
Nagios NRPE |
=
» Port Access NUT UPS A
» Active Users monitoring
» Statistics daemon
» Support Report
» Syslog SHMP daemon B
» UPS Status
» RPC Status FTP Server B B H H H
» Environmental Status
» Power Supply Status
»» Dashboard TFIP Server &) 0 a a a
NTP Server |
» Devices DNS Ll ] 1] ]} ]}
» Port Logs Server/Relay
» Host Logs
» Pawer Respond to
» Terminal ICMP echos
Enable Web Terminal ]

Allows web browser access to the systern command line shell via Manage -> Terminal
Alternate Telnet Base

A secondary TCP port range for Telnet access to serial ports. 7his i 7 addition to the defbult port
2000

Alternate SSH Base

A secondary TCP port range for SSH access to serial ports. This & in addition to the default port
3000

Alternate Raw TCP
Base

A secondary TCP port range for Raw TCP access to serial ports. 7/ & in addition to the defauit port
4000

Alternate RFC-2217
Base
A secondary TCP port range for RFC-2217 access to serial ports. 7his i 7 addition to the default port

5000
Alternate
Unauthenticated
Telnet Base A secondary TCP port range for Unauthenticated Telnet access to serial ports. 7his & in addition to
the default port 6000
Apply

35 Communications Software

You have configured access protocols for the Administrator client to use when connecting to the console server. User
clients (who you may set up later) will also use these protocols when accessing console server serial attached devices
and network attached hosts. So you will need to have appropriate communications software tools set up on the
Administrator (and User) ¢ | i eampudes. Opengear provides the SDT Connector as the recommended client software
tool, however other generic tools such as PuTTY and SSHTerm may be used, and these are all described below.

3.5.1 SDT Connector

Opengear recommends using the SDT Connector communications software tool for all communications with Console
servers, to ensure these communications are secure. Each console server is supplied with an unlimited number of SDT
Connector licenses to use with that console server.
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Applications
& database
sarvers
SDT Connector
[RDP/ WNCS Telnet!
HTTP client) LAN
SSH encrypted
tunnel Web
sarver
e ., ]
—— 1 ——1 1%
Desklop
PCs
RDP/ VNC | Telnet! HTTP sessions NET‘:}’D”*
forwarded to devices/computers/ % appliance

service processors on the LAN

SDT Connector is a light weight tool that enables Users and Administrators to securely access the Console server, and
the various computers, network devices and appliances that may be serially or network connected to the console server.

SDT Connector is a Java client program that couples the trusted SSH tunneling protocol with popular access tools such
as Telnet, SSH, HTTP, HTTPS, VNC, RDP to provide point-and-click secure remote management access to all the
systems and devices being managed.

Information on using SDT Connector for browser access to the console serverd s andjement Console, Telnet/SSH
access to the console server command line, and TCP/UDP connecting to hosts that are network connected to the console
server can be found in Chapter 6 - Secure Tunneling

SDT Connector can be installed on Windows 2000, XP, 2003, 7, Vista PCs and on most Linux, UNIX and Solaris.

352 PulTtyY

Communications packages like PUTTY can be also used to connect to the Console server command line (and to connect
serially attached devices as covered in Chapter 4). PUTTY is a freeware implementation of Telnet and SSH for Win32 and
UNIX platforms. It runs as an executable application without needing to be installed onto your system. PuTTY (the Telnet
and SSH client itself) can be downloaded at http://www.tucows.com/preview/195286.html

(R PuTTY Configuration Plesy) ~ TousePuTTY foran SSH terminal session from
f— a Windows client, you enter the console server6 ¢
[=)- Session Basic options for your PUTTY session IP a-ddress as the é H (OS] t N ame ( or

_Leaging Specfy the d ; .
mina ecify the destination you want to connect to
sminal sttﬁame {w”,add;:;} e A To access the console server command line you
- Keyboard N
el 192.168.252.202] 2 sel ect th&matbdol, and use the default
: Feat Connection type:
--‘.“a'int:I:\c\'urBs -:o-nl;:aewmn-:-?elnet (") Rlogin @ SSH  (7) Seral IP Port 22
B"CTB:EDH Load, save or delete a stored session A CI | C k é O p en ﬁbe presmtewmthu thew
Py Saved Sessions console server login prompt. (You may also
el . ’ .
Foen Dt St - receive hadoSecur i t.yI IAI
not cached, ou Wi
an continue.) g
S A Using the Telnet protocol is similarly simple - but
i+ Tunnels
- Bugs Cloee widons o s you use the default port 23
- Serial () Mways () Never @ Only on clean exit
About ] [ Help [ Open l [ Cancel
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3.5.3 SSHTerm

Another common communications package that may be useful is SSHTerm, an open source package that can be
downloaded from http://sourceforge.net/projects/sshtools:

A Touse SSHTermf or

an

6New Connect.

Connection Profile

Hosthame
- 19216801
Port

3001
Upsrreams

roa]

=0

Fasswond
Frbbchey

Fst | Profocol | Proy | Commands | Terminal

iyt dabiractie

)

Autterticaton Methods
[=Show avalabis methods=

onb

SSH

A A new dialog box will appear f or

terminal session from a Wi

your 6Con
where you can type in the host name or IP address (for the
console server unit) and the TCP port that the SSH session
will use (port 22). Then type in your username and choose
password authentication and click connect.

You may receive a message about the host key fingerprint,
and you will need to select

The next step is password authentication and you will be
prompted for your username and password from the remote
system. You will then be logged on to the console server

3.6 Management Network Configuration

The IM4200, IM4004-5, ACM5500 and ACM5004-2 console servers have additional network ports that can be configured

to provide management LAN access and/or failover or out-of-band access.

3.6.1

Enable the Management LAN

ndows

Cl

The IM4200 family, ACM5508-2-1/M and ACM5004-2 console servers can be configured so the second Ethernet port
provides a management LAN gateway. The gateway has firewall, router and DHCP server features. However you need to
connect an external LAN switch to Network/LAN 2 to attach hosts to this management LAN:

Gateway to the

Management LAN
NETWORK 1 | NETWORK 2
(=== mmmem L m
Operatlons | |
nelvwork [: | — " i- = :
E f— =
E: L & | Management
Serially L M mebwork
ol [Eﬁ—_’]
u_:n
L
I [[=m=1]]

Note

The second Ethernet port (Network/LAN2) on the IM4200, ACM5508-2-I/M and ACM5004-2 can be configured as
either a Management LAN gateway port or it can be configured as an OoB/Failover port. It cannot be both. So

ensure you did not allocate Network/LAN 2 as the Failover Interface when you configured the principal Network
connection on the System: IP menu.

Advanced Console Server & RIM Gateway User Manual 41

e


http://sourceforge.net/projects/sshtools

Chapter 3: Initial System Configuration

The ACM5504-5-G-I, IM4216-34 and IM4004-5 console server models have an integrated four or thirty-two port
management LAN switches (with firewall, router, DHCP server and switch functions).

1 The IM4216-34 is normally configured to have an active 32 port Management LAN (Ethernet 1-32) switch plus
have Network 2 configured for OoB or Failover

1 The IM4004-5 and AM5504-5-G-I similarly is normally be configured with an active Management LAN. This can
be a 4 port (ETH1-4) Management LAN switch, or a 3 port (ETH2-4) switch with ETH 1 configured for
OoB/Failover

IM4216-34 or IM4004-5

NETWORK 1
(Operations Eth 1-32 or 2-4
network) - (Mgt LAN)
LY.t
N e—r—=1 ] i
NETWORK 2 || == &8
(OoB or 4 - a
Failover) —— ¢
[:' I d :
R
Ja] = a8 |
[ — || Serially
_ lizi] ] connected
consoles

The above Management LAN features are all disabled by default. To configure the Management LAN gateway:
U Select the Management LAN Interface page on the System: IP menu and uncheck Disable
U  Configure the IP Address and Subnet Mask for the Management LAN (but leave the DNS fields blank)
U Click Apply

System Name: img4004-5 Model: IMG4004-5 Firmware: 2.7.0p1
opengeaf Uptime: 0 days, 23 hours, 18 mins, 49 secs Current User: admin

System: IP

Serial & Network
» Serial Port Metwork Interface Management LAN Out-of-Band/Failover General Settings
» Users & Groups Interface Interface

» Authentication
» Metwork Hosts Disable
» Trusted Metworks
» Cascaded Parts

» UPS Connections

Deactivate this network interface.

» RPC Connections

» Environmental 1P Settings: Management LAN - Currently Disabled
» Managed Devices

Configuration © DHCP

Alerts & Logging pehad @ Static

» Port Log The mechanism to acquire IP settings.
» Alerts

» SMTP & SM5
» SHMP A statically assigned IP address.

Subne Msk
» Administration
» Firmware

» IP Primary DNS
» Date & Time
» Dial

» Services Secondary DNS
» DHCP Server
» Magios

1P Address

A statically assigned network mask.

A statically assigned primary name server.

A statically assigned secondary name server.

Media Auto -
The Ethernet media type.
» Port Access b
» Active Users DHCP Server Disabled
» Statistics Configure 3 DHCP server for this interface.
» Support Report

» Syslog

The management gateway function is now enabled with default firewall and router rules. By default these rules are
configured so the Management LAN can only be accessible by SSH port forwarding. This ensures the remote and local
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connections to Managed Devices on the Management LAN are secure. The LAN ports can also be configured in bridged
or bonded mode (as described later in this chapter) or they can be manually configured from the command line.

3.6.2 Configure the DHCP server

The IM4200 family, ACM5508-2-1/M, ACM5504-5-G-1, IM4004-5 and ACM5004-2 console servers also host a DHCP
server which by default is disabled. The DHCP server enables the automatic distribution of IP addresses to devices on
the Management LAN that are running DHCP clients. To enable the DHCP server:

U0 Onthe System: IP menu select the Management LAN page and click the Disabled label in the DHCP Server
field (or go to the System: DHCP Server menu and check Enable DHCP Server )

System Name: acm5002 Model: ACM5002 Firmware: 3.3.0
Uptime: 0 days, 4 hours, 8 mins, 59 secs  Current User: root

a ©

Backup Log Out

opengear

System: DHCP Server

Serial & Network

» Serial Port

» Users & Groups
» Authentication

» Network Hosts
» Trusted Networks
» IPsec VPN

» OpenVPN

» Call Home

» Cascaded Ports
» UPS Connections
» RPC Connections

Hetwork Interface

Network DHCP Server Settings (Subnet 192.168.254.0 / 255.255.255.0)

DHCP Server B
Enable DHCP Server

Gateway

The Default Gateway to assign.

» Environmental Use interface address B
» Mznaged Devices as gateway Use this interface as the DHCP Gateway.
Primary DNS
:PA‘nEr:t\;ng The primary DNS to assign.
» SMTP & SMS
» SHMP Secondary DNS
The secondary DNS to assign.
» Administration e
» 551 Certificates ’
» Configuration Backup The Domain Name to assign.
# Firmware Default Lease

» IR

» Date & Time
» Dial

» Firewall

The Default Lease Time.

Maximum Lease
» DHCP Server

» Magios

» Configure Dashboard
» 1/0 Ports

The Maximum Lease Time.
Apply

Dynamic Address Allocation Pools
Pool Start

» Port Access
» Active Users

» Statistics Pool End

» Support Report

» Syslog

» UPS Status

» RPC Status

» Environmental Status
» Dashboard

» Devices
» Port Logs
» Host Logs

Mo address pools currently allocated.
Add

Reserved Addresses

1P Address Host Name HW Address

Mo addresses currently reserved.

Add

» Power
» Terminal

U Enter the Gateway address that is to be issued to the DHCP clients. If this field is left blank, the console serverd s
IP address will be used

U Enter the Primary DNS and Secondary DNS address to issue the DHCP clients. Again if this field is left blank,
console serverd H° address is used, so leave this field blank for automatic DNS server assignment

0 Optionally enter a Domain Name suffix to issue DHCP clients

U Enter the Default Lease time and Maximum Lease time in seconds. The lease time is the time that a
dynamically assigned IP address is valid before the client must request it again

i Click Apply

The DHCP server will sequentially issue IP addresses from a specified address pool(s):
0 Click Add in the Dynamic Address Allocation Pools field
U Enter the DHCP Pool Start Address and End Address and click Apply

Advanced Console Server & RIM Gateway User Manual 43



Chapter 3: Initial System Configuration

System Name: acm5002  Model: ACM5002  Firmware: 2.3.0 g @
opcngcaf Uptime: 0 days, 4 hours, 24 mins, 55 secs  Current User: root

Backup Log Out

System: DHCP Server

Serial & Network
» Serial Port
» Users & Groups

Network Interface

Dynamically Allocated Pool
DHCP Pool Start 100
Address

The first address in the pool to use for DHCP.
» Cascaded Ports
» UPS Connections DHCP Pool End 150

» RPC Connections Address
» Environmental The last address in the pool to use for DHCP.

» Managed Devices
Apply

The DHCP server also supports pre-assigning IP addresses to be allocated only to specific MAC addresses and reserving
IP addresses to be used by connected hosts with fixed IP addresses. To reserve an IP addresses for a particular host:

U Click Add in the Reserved Addresses field

U Enter the Hostname, the Hardware Address (MAC) and the Statically Reserved IP address for the DHCP client
and click Apply

System Name: acm5002 Model: ACM5002 Firmware: 3.2.0 ﬁ @
opcngeaf Uptime: 0 days, 4 hours, 22 mins, 30 secs Current User: root

Backup Log Out

System: DHCP Server

Network Interface

» Serial Port

» Users & Groups

» Authentication

» Metwork Hosts Statically Reserved Address
» Trusted Netwarks

» IPsac VPN Host Name

» Cal Home The name to identify this host by.

» Cascaded Ports

» UPS Connections Statically Reserved IP

» RPC Connections

» Environmental 1P Address reserved for specific host.

» Managed Devices Address

MAC Address to reserve IP for.
» Port Log

» Alerts

» SMTP & SMS

When DHCP has initially allocated hosts addresses it is recommended to copy these into the pre-assigned list so the
same IP address will be reallocated in the event of a reboot.

3.6.3 Select Failover or broadband OoB

The IM4200 family, ACM5508-2-1/M, ACM5504-5-G-I, IM4004-5 and ACM5004-2 console servers provide a failover option
so in the event of a problem using the main LAN connection for accessing the console server; an alternate access path is
used.

By default the failover is not enabled. To enable:
U Select the Network page on the System: IP menu
0 Now select the Failover Interface to be used in the event of an outage on the main network. This can be:

0 an alternate broadband Ethernet connection (which would be the Network/LAN2 port on IM4200 family
and ACM5004-2 or ETH 1 on the IM4004-5) or

0 the IM4200 family internal modem or

0 an external serial modem/ISDN device connected to the IM42xx Console port (for out-dialing to an ISP or
the remote management office)

Failover Management LAN (lan) M

Interface
A device to fall to in case of outage. Devices must be configured and
enabled for faiover to work.

Primary Probe 197 168 754 754
Address

The address of the first peer to probe for connectivity detection.
Secondary

Probe Address
The address of the second peer to probe for connectivity detection.
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U Click Apply. You have selected the failover method however it is not active until you have specified the external
sites to be probed to trigger failover, and set up the failover ports themselves. This is covered in Chapter 5.

System Name: im4216 Model: IM4216 Firmware: 2.5.0

opengear Uptime: 2 days, 22 hours, 12 mins, 5 secs Current User: root

System: IP

Serial & Metwork

» Serial Port Network Interface Management LAN Interface General Settings
» Users & Groups
» Authentication Disable 0

» Network Hosts
» Trusted Networks
» Cascaded Ports

Deactivate this network interface.

Alerts & Logging

1P Settings: Management LAN - Currently Failover for Network Interface

» Port Log
» Alerts I(l‘:llt:n;r]i[g:;ral:it:;n O DHCP
&

» SMTP O static

» SHMP The mechanism to acquire IP settings.
1P Address

” A.dminls‘tmtwon A statically assigned IP address.

» Firmware

» IP Subnet Mask

” g.atie & Time A statically assigned network mask.

» Dia

Note The ACM5504-5-G-I, IM4004-5 and IM4216-34 can be configured with an active Management LAN/gateway and
with one of the switched Ethernet ports configured for OoB/Failover (ETH 1 on the ACM5504-5-G-I and IM4004-5
or NETOWRK 2 on the IM4216-34). However with the other IM4200, ACM5508-2 and ACM5004-2 models, the
second Ethernet port can be configured as either a gateway port or as an OoB/Failover port, but not both. So
ensure you did not enable the Management LAN function on Network/LAN 2

3.6.4 Aggregating the network ports

By default the console server's Management LAN network ports can only be accessed using SSH tunneling /port
forwarding or by establishing an IPsec VPN tunnel to the console server.

However all the wired network ports on the console servers can be aggregated by being bridged or bonded.

System Name: im4216 Model: IM4216 Firmware: 3.5.2u1

opengeor Uptime: 6 days, 23 hours, 28 mins, 4 secs Current User: root ﬁ (D

Backup  Log Out

System: IP

Serial & Network

Network Interface Management LAN Interface General Settings Route Settings
General Settings
» Administration Interface Aggregation @ Disabled
» SSL Certificates -) Bridge interfaces
# Configuration Backup Bond interfaces
# Firmware N
»1p Enable aggregation of wired Ethernet interfaces.
» Date & Time
» Dial Enable IPve
» Firewall Enable 1Pv6 for all interfaces.
» DHCP Server
» Nagios Appl
» Configure Dashboard

U By default Interface Aggregation is Disabled on the System: IP General Settings menu

0  Select Bridge Interfaces or Bond Interfaces
0 When bridging is enabled, network traffic is forwarded across all Ethernet ports with no firewall
restrictions. All the Ethernet ports are all transparently connected at the data link layer (layer 2) so they do
retain their unigue MAC addresses
o With bonding he network traffic is carried between the ports but they present with one MAC address
o Both modes remove all the Management LAN Interface and Out-of-Band/Failover Interface functions
and disable the DHCP Server
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i

In aggregation mode all the Ethernet ports are configured collectively using the Network Interface menu

System Name: im4216 Model: IM4216 Firmware: 3.5.2ul ﬁ @
opengeaf Uptime: 6 days, 23 hours, 34 mins, 57 secs Current User: root

Backup  Log Out

System: IP

Serial & Network
Network Interface General Settings Route Settings

Alerts & Logging

= 1P Settings: Network
System

» Administration Configuration Method ~) DHCP
» S5L Certificates ~) Static
» Configuration Backup The mechanism to acquire IP settings.
» Firmware
1P Address

»IP
» Date & Time

A statically assigned IP address.

» DHCP Server Subnet Mask
» Nagios
» Configure Dashboard A statically assigned network mask.

3.6.5 Wireless LAN

Some console server models support 802.11 wireless LAN connections.

The ACM5003-W has an internal 802.11g wireless client LAN adapter
The other ACM5000 models and IM4004-5 models can be fitted externally with a Opengear WUBR-101 802.11g
USB dongle

To configure the wireless LAN connection LAN card you must first install the USB dongle in the console server.
The wireless device will then be auto-detected on power up and you will be presented with a Wireless LAN
Interface menu in the System: IP menu

The wireless LAN is deactivated by default so to activate it first uncheck Disable
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System Name: img4004-5 Model: IMG4004-5 Firmware: 2.8.0p0 ﬁ @
opcngeaf Uptime: 0 days, 0 hours, 5 mins, 0 secs  Current User: root

Backup Log Out

System: IP

Serial & Network

» Serial Port Wetwork Interface Wireless LAN Management LAN Out-of-Band/Failover General Settings
» Users & Groups Interface Interface Interface

» Authentication

» Metwork Hosts Disable

» Trusted Networks
» Cascaded Ports

» UPS Connections

» RPC Connections

» Environmental 1P Settings: Wireless LAN - Currently Disabled
» Managed Devices

Deactivate this network interface.

Configuration ©) DHCP
Alerts & Logging Method © static
» Port Log The mechanism to acquire IP settings.
w Alerts
» SMTP & SMS HPLATES
» SHMP A statically assigned IP address.
Subnet Hask

» Administration

A statically assigned network mask.
» Configuration Backup

» Firmware Gateway
» IP o -
A statically assigned gateway.
» Date & Time R é i
» Dial Primary DNS
» Services
A statically assigned primary name server.
» DHCP Server I assig LT
» Magios Secondary DNS
A statically assigned secondary name server.
» Port Access Failover Interface None -
: ?gé\"::lésers A device to fail to in case of outage. Devices must be configured and enabled for f3dover to work.
» Support Report Primary Probe
» Syslog Address - o
» UPS Status The address of the first peer to probe for connectivity detection.
» RPC Status Secondary Probe
» Environmental Status Address
The address of the second peer to probe for connectivity detection.
» Devices
» Port Logs TPv6 Settings: Wireless LAN - Currently Disabled
» Host Logs
» Power Configuration @ Stateless on
Method _ r
» Terminal ©) Static
The mechanism to acquire IP settings.
Wireless Client Settings
SSID
SSID of the wireless access point to connect to.
'_}Virelea: Retaak @) Infrastructure
e © Ad-hoc
Select infrastructure to connect to an access point, ad-hoc to connect directly to a computer.
Wireless Security @ None
© WEep
I WPA-PSK
) WPA2-PSK
© WPA-None

The security mode of the wireless network.

To configure the IP settings of the wireless LAN:
0 Select DHCP or Static for the Configuration Method

o0 If you selected Static then manually enter the new IP Address, Subnet Mask, Gateway and DNS
server details. This selection automatically disables the DHCP client

o If you selected DHCP the console server will look for configuration details from a DHCP server on
your management LAN. This selection automatically disables any static address. The console server
MAC address can be found on a label on the base plate

0 The wireless LAN when enabled will operate as the main network connection to the console server so failover is
available (though it not enabled by default). Use Failover Interface to select the device to failover to in case of
wireless outage and specify Probe Addresses of the peers to probed for connectivity detection

0 Configure the Wireless Client to select the local wireless network which will serve as the main network connection
to the console server.

o Enter the appropriate SSID (Set Service Identifier) of the wireless access point to connect to
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0 Select the Wireless Network Type where Infrastructure is used to connect to an access point and Ad-
hoc to connect directly to a computer

0 Select the Wireless Security mode of the wireless network (WEP, WPA etc) and enter the required Key/
Authentication/ Encryption settings

‘Wireless Client Settings
SSID
SSID of the wireless access point to connect to.
[RiEsessMebbRigiype ® Infrastructure

O Ad-hoc
Select infrastructure to connect to an access point, ad-hoc to connect directly to a computer.

Wireless Security

2 WPA-None
The security mode of the wireless network.

Data Encryption @ TKIP

_) AES
The encryption method of the wireless network.

Network Key

The key required to connect to the wireless network.

Note: The Wireless screen in Status: Statistics will display all the locally accessible wireless LANs (with SSID and
Encryption/Authentication settings). You can also use this screen to confirm you have successfully connected to the
selected access point - refer Chapter 12

3.6.6

Static routes

Firmware 3.4 and later support static routes which provide a very quick way to route data from one subnet to different
subnet. So you can hard code a path that specifies to the console server/router to get to a certain subnet by using a
certain path. This may be useful for remotely accessing various subnets at a remote site when being accessed using the
cellular OoB connection.

System Name: im4216 Model: IM4216 Firmware: 3.5.2ul ﬁ (D

opengec‘f Uptime: 6 days, 23 hours, 50 mins, 14 secs Current User: root

Backup  Log Out

System: IP

Serial & Network

Network Interface Management LAN Interface General Settings Route Settings
Alerts & Logging
Route Settings
System
» Administration etz =rs New Route

» SSL Certificates

» Configuration Backup

» Frmware Destination

» P Network/Host
» Date & Time The destination network/haost that the route provides access to.

Meaningful name for the Route

Destination netmask 24

The netmask of the destination network.
A number i the range 0-32

Status Route Gateway
Manage The IP address of a router that will route packets to the destination network
Metric 0
The route metric, which represents the cost of routing packets via this route. Lower metric routes wil
be used in preference to higher metric routes
Apply

To add to the static route to the route table of the system:

0 Select the Route Settings tab on the System: IP General Settings menu
U  Enter a meaningful Route Name for the route
U Inthe Destination Network/Host field enter the IP address of the destination network/host that the route
provides access to
U Enter avalue in the Destination netmask field that identifies the destination network or host. Any number
between 0 and 32. A subnet mask of 32 identifies a host route.
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U Enter Route Gateway with the IP address of a router that will route packets to the destination network

U Enter avalue in the Metric field that represents the metric of this connection. This generally only has to be set if
two or more routes conflict or have overlapping targets. Any number equal to or greater than O

U Click Apply
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SERIAL PORT, HOST, DEVICE & USER CONFIGURATION

The Opengearconsole serveenables accessnd control of serialbattached devicesand networkattached devices
(hosty. TheAdministratormust configureaccess privilege®if each of these deviceand specifythe services that can
be used to corbl the devices. ThAdministratorcan also set up new users and specify eatHSul@iMdual access and
control privileges.

Network Serial
connected connected
(HTTP, (]
HTTPS, IPMI, e s
ALOM, SOL, = 3 M
VNC, RDP, —
SSH, X, Telnet) 2=
- ﬁ ‘ .
(e —
fisil

This chapter covers each of the steps in configuring network connected and serially attached devices:
Serial Ports i setting up the protocols to be used in accessing serially-connected devices
Users & Groups T setting up users and defining the access permissions for each of these users
Authentication i this is covered in more detail in Chapter 9

Network Hosts i configuring access to local network connected computers or appliances (hosts)
Configuring Trusted Networks - nominate specific IP addresses that trusted users access from
Cascading and Redirection of Serial Console Ports

Connecting to Power (UPS PDU and IPMI) and Environmental Monitoring (EMD) devices
Serial Port Redirection 1 using the PortShare windows and Linux clients

Managed Devices - presents a consolidated view of all the connections

IPSec i enabling VPN connection

OpenVPN

PPTP

> > > > > > D> > > > > D

4.1 Configure Serial Ports

The first step in configuring a serial port is to set the Common Settings such as the protocols and the RS232 parameters
that are to be used for the data connection to that port (e.g. baud rate).

Then you select what mode the port is to operate in. Each port can be set to support one of five operating modes:

i.  Console Server mode is the default and this enables general access to serial console port on the serially attached
devices

il. Device mode sets the serial port up to communicate with an intelligent serial controlled PDU, UPS or
Environmental Monitor Devices (EMD)

iii. SDT mode enables graphical console access (with RDP, VNC, HTTPS etc) to hosts that are serially connected

iv. Terminal Server mode sets the serial port to await an incoming terminal login session
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V. Serial Bridge mode enables the transparent interconnection of two serial port devices over a network

opengear

System Name: img4216-25 Model: IMG4216-25 Firmware: 3.2.1
Uptime: 0 days, 0 hours, 17 mins, 39 secs Current User: root

a o

Backup Log Out

Serial & Network: Serial Port

Serial & Network Ports 1.8 Porte a6
# Serial Port .
» Users & Groups Port # Label Mode tgegllng Parameters Flow Control
» Authentication
= Network Hosts N .
» Trusted Networks 1 P Power RPC (Unconfigured) 0 15200-8-N-1 None Edit
» IPsec VPN i -B-N-
» OpenVPN 2 Gisco 2501 Console ( Telet, S5H) 2 9600-8-N-1  None Edt
# Call Home 8-
» Cascaded Ports g Cisco 2900 Console ( S5H) 2 9600-8-N-1 None Edtt
# UPS Connections 4 8 Port Senver Tach PDU RPC (Uncontigured) 2 9600-8-N-1 None Edit
» RPC Connections
» Environmental 5 TrippLite 450 UPS UPS (Uncontigured) 0 9600-8-N-1 None Edit
» Managed Devices
6 APC Smart -UPS 1400XL UPS (Uneconfigured) 0 9600-8-N-1 None Edit

Alerts & Logging

e 7 IM4248 Console Console ( 55H) 2 115200-8-N- None Edit
» Port Log 1
» Alerts
» SHTP & SHS 8 Loopback connector Console ( Telet, S5H, Raw 1 9600-8-N-1 None Edit
» SNMP o

m Edit Mufige Ports
» Administration

U Select Serial & Network: Serial Port and you will see details of the serial ports that are currently set up
U By default each serial port is set in Console Server mode. For the port to be reconfigured click Edit

U  When you have reconfigured the common settings (Chapter 4.1.1) and the mode (Chapters 4.1.2 - 4.1.6) for each
port, you set up any remote syslog (Chapter 4.1.7), then click Apply

Note If you wish to set the same protocol options for multiple serial ports at once click Edit Multiple Ports and select

which ports you wish to configure as a group

U If the console server has been configured with distributed Nagios monitoring enabled then you will also be
presented with Nagios Settings options to enable nominated services on the Host to be monitored (refer
Chapter 10 1 Nagios Integration)

411

There are a number of common settings that can be set for each serial port. These are independent of the mode in which
the port is being used. These serial port parameters must be set so they match the serial port parameters on the device
you attach to that port:

Common Settings

System Name: img4216-25 Model: IMG4216-25 Firmware: 3.2.1
Uptime: 0 days, 0 hours, 19 mins, 14 secs Current User: root

a O©

Backup Log Qut

opengear

Serial & Network: Serial Port

‘Common Settings for Port 4

» Serial Part
» Users & Groups Label
+ Authentication 8 Port Server Tech PDU
» Network Hosts The serial ports unique identifier.
» Trusted Networks
» IPsec VPN Baud Rate 9600 [=]
» OpenVPN
» Cal Home The serial ports speed.
» Cascaded Ports .
» UPS Connections Dataluts 8 |Z|
» RPC Connections The number of data bits to use.
» Environmental
» Managed Devices Parity None ||

The serial ports parity.
» Port Log Stop Bits
» Alerts ! E
» SMTP & SMS The number of stop bits to use.
» SNMP

Flow Control None El

The flow control method.
» Administration e
» SSL Certiicates Signaling Protocol RS232 [+]
. gmt‘_f;?tm Backup The electrical signaling on this serial port. Consult your manual to determine which protocols are supported
P Tfor this port.
» Date & Tima

U Specify a label for the port
U  Select the appropriate Baud Rate, Parity, Data Bits, Stop Bits and Flow Control for each port
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Note The Signaling Protocol menu item only presents in ports with RS422/485 options (i.e. Port 1 on SD4002 and
SD4001, and all ports on ACM5004-2-1, ACM5508-2-1 and ACM5504-5-G-I). The options available are RS232,
RS422, RS485 and RS485 Echo mode
U Before proceeding with further serial port configuration, you should connect the ports to the serial devices they will
be controlling, and ensure they have matching settings
Note The serial ports are all set at the factory to RS-232 9600 baud, no parity, 8 data bits, 1 stop bit and Console
Server Mode. The baud rate can be changed to 2400 i 230400 baud using the management console. Lower
baud rates (50, 75, 110, 134, 150, 200, 300, 600, 1200, 1800 baud) can be configured from the command line.
Refer Chapter 14 1 Basic Configuration (Linux Commands)
4.1.2 Console Server Mode
U Select Console Server Mode to enable remote management access to the serial console that is attached to this

serial port:

- LoniguIsUU DaLAUD
» ?grmware Console Server Settings
»

» Date & Time ‘Console Server Mode
» Dial

» Firewal

» DHCP Server

+ Nagios

» Configure Dashboard
» 1/O Ports

Enable remote network access to the console at this serial port.

Logging Level level 0 - Disabled [=]
Specify the detai of data to log.

Telnet
Enable Telnet access.

» Port Access
» Active Users

# Statistics

» Support Report

» Syslog

» UPS Status

» RPC Status

» Environmental Status
» Dashboard

SSH
Enable SSH access.

Raw TCP
Enable raw TCP access.

RFC 2217

Enable RFC 2217 access.

Unauthenticated Telnet

» Devices Enable Telnet access without requiring the user to provide credentials.
» Port Logs
» Host Logs
» Power

» Terminal

Web Terminal
Enable web browser access via Manage -> Devices -> Senial

Encrypt Traffic
Enable PortShare Encryption. Warning: This will override standard RFC 2217 and raw TCP behaviour

Authenticate
Enable PortShare Authentication. Warning: This wil override standard RFC 2217 and raw TCP behaviour
Authentication
Password
Enter password for PortShare authentication
Confirm Password
Re-type the password for confirmation.
Accumulation Period

Collect serial data for a period of time (in miliseconds), then transmit any data received during that time
over the network at once.

Escape Character
Customize the character used for sending out-of-band shell commands. The defFult &: ~

Power Menu
Enable shell power command menu. Connect this port to a2 Managed Device then use ~p to run power
COMmTands.

Single Connection
Limit the port to a single concurrent connection.

Logging Level This specifies the level of information to be logged and monitored (refer Chapter 7 - Alerts and Logging)

Telnet When the Telnet service is enabled on the console server, a Telnet client on a User @sAdministratord somputer

can connect to a serial device attached to this serial port on the console server. The Telnet communications are
unencrypted so this protocol is generally recommended only for local or VPN tunneled connections.

With Win2000/XP/NT you can run telnet from the command prompt (cmd.exe). Windows 7 and Vista come with a
Telnet client but it is not enabled by default. You can install it by following the simple steps below.

0 Click the Start button €3, click Control Panel, click Programs, and then click Turn Windows features
on or off. &¥ If you are prompted for an administrator password or confirmation, type the password or
provide confirmation.

0 Inthe Windows Features dialog box, select the Telnet Client check box.

52

Console Server & RIM Gateway User Manual



User Manual

0 Click OK. The installation might take several minutes.

- —
(Y Windows Features =2 @] % |

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@ [ SNMP feature -
[T] 1. Subsystem for UNIX-based Applications
[¥] || Tablet PC Optional Components
¥] |, Telnet Client

Telnet Server

TFTP Client

Windows DFS Replication Service

Windows Fax and Scan

m

Windows Meeting Space
Windows Process Activation Service
Windows Ultimate Extras

FOoREEEE

=

If the remote communications are being tunneled with SDT Connector, then Telnet can be used for securely
accessing these attached devices (refer Note below).

Note In Console Server mode, Users and Administrators can use SDT Connector to set up secure Telnet connections
that are SSH tunneled from their client computers to the serial port on the console server. SDT Connector can be
installed on Windows 7, 2000, XP, 2003, Vista PCs and on most Linux platforms and it enables secure Telnet
connections to be selected with a simple point-and-click.

To use SDT Connector to access consoles on the console server serial ports, you configure SDT Connector with
the console server as a gateway, then as a host, and you enable Telnet service on Port (2000 + serial port #) i.e.
20011 2048. Refer Chapter 6 for more details on using SDT Connector for Telnet and SSH access to devices that
are attached to the console server serial ports.

You can also use standard communications packages like PUTTY to set a direct Telnet (or SSH) connection to the serial
ports (refer Note below):

Note PuTTY also supports Telnet (and SSH) and the procedure to set up a Telnet session is simple. Enter the console

serviePbdaddress as the O6Host Name (or | P address) d. Sel
2000 plus the physical serial port number (i.e. 2001 to 2048).

Click the 60Opené button. You may then receive a 6Secur
choose 6yesd to continue. You wi |l then be presented w

serial port chosen on the console server. You can login as normal and use the host serial console screen.
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ﬁ PuTTY Configuration l X
Category:
=~ Sgssion Basic options for your PUTTY session
& Ten I_.c:glging Specify the destination you want to connect to
Tn}é;:bna d Host Name (or IP address) Port
- Bell 192.168.252 202 2001|
- Features Connection type:
= Window ) Raw () Telnet () Rlogin @ SSH () Serial
Appea!ance Load, save or delete a stored session
- Behawiour
. Translation Saved Sessions
- Selection
- Colours .
Default Settings
= Connection =
- Proogy
- Rlogin
- 55H
- Senal Close window on exit:
) Aways () MNever (@ Only on clean exit
’ About l l Help l [ Open ] [ Cancel

PuTTY can be downloaded at http://www.tucows.com/preview/195286.html

Note

In Console Server mode, when you connect through to a serial port you connect via pmshell. To will generate a
BREAK on the serial port you need to type the character sequence '~b' (and if you're doing this over SSH you'll
need to type "~~b")

SSH

It is recommended that you use SSH as the protocol where the User or Administrator connects to the console

server (or connects through the console server to the attached serial consoles) over the Internet or any other

public network. This will provide authenticated SSH communications between the SSH client program on the
remote u s e colmputer and the consoleserver, so t he user6s communicati ton wi
the console server is secure

For SSH access to the consoles on devices attached to the console server serial ports, you can use SDT
Connector. You configure SDT Connector with the console server as a gateway, then as a host, and you
enable SSH service on Port (3000 + serial port #) i.e. 3001-3048. Chapter 6 - Secure Tunneling has more
information on using SDT Connector for SSH access to devices that are attached to the console server serial

ports.

Also you can use common communications packages, like PUTTY or SSHTerm to SSH connect directly to port
address IP Address _ Port (3000 + serial port #) i.e. 30011 3048

Alternately SSH connections can be configured using the standard SSH port 22. The serial port being
accessed is then identified by appending a descriptor to the username. This syntax supports any of:

<username>:<portxXx>
<username>:<port label>
<username>:<ttySX>
<username>:<serial>

So for a User named 'fred' to access serial port 2, when setting up the SSHTerm or the PUTTY SSH client,
instead of typing username = fred and ssh port = 3002, the alternate is to type username = fred:port02 (or
username = fred:ttyS1) and ssh port = 22.

Or, by typing username=fred:serial and ssh port = 22, the User is presented with a port selection option:
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P 192.168.254.152 - PuTTY =B = |

This syntax enables Users to set up SSH tunnels to all serial ports with only a single IP port 22 having to be
opened in their firewall/gateway

Note In Console Server mode, when you connect through to a serial port you connect via pmshell. To will generate a
BREAK on the serial port if you're connected over SSH, you'll need to type the character sequence "~~b"

TCP RAW TCP allows connections directly to a TCP socket. However while communications programs like PuTTY
also supports RAW TCP, this protocol would usually be used by a custom application

For RAW TCP, the default port address is IP Address _ Port (4000 + serial port #) i.e. 40017 4048

RAW TCP also enables the serial port to be tunneled to a remote console server, so two serial port devices
can be transparently interconnect over a network (see Chapter 4.1.6 1 Serial Bridging)

RFC2217 Selecting RFC2217 enables serial port redirection on that port. For RFC2217, the default port address is IP
Address _ Port (5000 + serial port #) i.e. 5001 i 5048

Special client software is available for Windows UNIX and Linux that supports RFC2217 virtual com ports, so a
remote host can monitor and manage remote serially attached devices, as though they were connected to the
local serial port (see Chapter 4.6 i Serial Port Redirection for details)

RFC2217 also enables the serial port to be tunneled to a remote console server, so two serial port devices can
be transparently interconnect over a network (see Chapter 4.1.6 i Serial Bridging)

Unauthenticated Telnet Selecting Unauthenticated Telnet enables telnet access to the serial port without requiring the
user to provide credentials. When a user accesses the console server to telnet to a serial port they normally
are given a login prompt. However with unauthenticated telnet they connect directly through to port with any
console server login at all. This mode is mainly used when you have an external system (such as conserver)
managing user authentication and access privileges at the serial device level.

For Unauthenticated Telnet the default port address is IP Address _ Port (6000 + serial port #) i.e. 6001 1
6048

Web Terminal Selecting Web Terminal enables web browser access to the serial port via Manage: Devices: Serial
using the Management Console's built in AJAX terminal. Web Terminal connects as the currently
authenticated Management Console user and does not re-authenticate. See section 13.3 for more details.

Authenticate Enable for secure serial communications using Portshare and add password

Accumulation Period By default once a connection has been established for a particular serial port (such as a
RFC2217 redirection or Telnet connection to a remote computer) then any incoming characters on that port
are forwarded over the network on a character by character basis. The accumulation period changes this by
specifying a period of time that incoming characters will be collected before then being sent as a packet over
the network

Escape Character This enables you to change the character used for sending escape characters. The default is ~.

Power Menu  This setting enables the shell power command so a user can control the power connection to a Managed
Device from command line when they are telnet or ssh connected to the device. To operate the Managed
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Device must be set up with both its Serial port connection and Power connection configured. The command to
bring up the power menu is ~p

EP 192.168.252.202 - PuTTY [E=EER

Single Connection This setting limits the port to a single connection so if multiple users have access privileges for a
particular port only one user at a time can be acces:

4.1.3 SDT Mode
This Secure Tunneling setting allows port forwarding of RDP, VNC, HTPP, HTTPS, SSH, Telnet and other LAN protocols

through to computers which are locally connected to the console server by their serial COM port. However such port
forwarding requires a PPP link to be set up over this serial port.

SDT Settings

SOT Mode (@]

Ermable access over S5H to a host connected to this serial port,

Username

The login narne for PPP. The default is ‘poris’

User Password

The login secret for PPP, The default is portis’

Confirm Password

Re-type the password for confirmation,

For configuration details refer to Chapter 6.6 - Using SDT Connector to Telnet or SSH connect to devices that are serially
attached to the console server

4.1.4 Device (RPC, UPS, EMD) Mode

This mode configures the selected serial port to communicate with a serial controlled Uninterruptable Power Supply
(UPS), Remote Power Controller/ Power Distribution Units (RPC) or Environmental Monitoring Device (EMD)

Device Settings
Device Type RPC -
Specify the device type.

Apply this setting, then use the RPC Connections page to configure the attached power
controller.

0 Select the desired Device Type (UPS, RPC or EMD)

U Proceed to the appropriate device configuration page (Serial & Network: UPS Connections, RPC Connection
or Environmental) as detailed in Chapter 8 - Power & Environmental Management
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415 Terminal Server Mode

U Select Terminal Server Mode and the Terminal Type (vt220, vt102, vt100, Linux or ANSI) to enable a getty on
the selected serial port

Terminal Server Settings
Terminal Server Mode @]
Enable a TT¥ login for a local terminal attached to this serial port.

Terminal Type w220 W

The terminal standard to use on this serial port,

The getty will then configure the port and wait for a connection to be made. An active connection on a serial device is
usually indicated by the Data Carrier Detect (DCD) pin on the serial device being raised. When a connection is detected,
the getty program issues a login: prompt, and then invokes the login program to handle the actual system login.

Note Selecting Terminal Server mode will disable Port Manager for that serial port, so data is no longer logged for
alerts etc.

4.1.6 Serial Bridging Mode

With serial bridging, the serial data on a nominated serial port on one console server is encapsulated into network packets
and then transported over a network to a second console server where is then represented as serial data. So the two
console servers effectively act as a virtual serial cable over an IP network.

One console server is configured to be the Server. The Server serial port to be bridged is set in Console Server mode with
either RFC2217 or RAW enabled (as described in Chapter 4.1.2 1 Console Server Mode).

For the Client console server, the serial port to be bridged must be set in Bridging Mode:

Serial Bridge Settings

Serial Bridging (@]
Mode Create a network connedtion to a rermote serial port via RFC-2217,

Server Address
The network address of an RFC-2217 server to connedt to,

Server TCP Port
The TCP port the RFC-2217 server iz serving on.

RFC 2217 il
Enable RFC 2217 access,

SSH Tunnel O

Redirect the serial bridge over an S5H tunnel to the server

U Select Serial Bridging Mode and specify the IP address of the Server console server and the TCP port address
of the remote serial port (for RFC2217 bridging this will be 5001-5048)

U By default the bridging client will use RAW TCP so you must select RFC2217 if this is the console Server mode
you have specified on the server console server

Local Ethernet LAN

Serially connected device COM Port connected

(e.q. security appliance) control PC %
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U  You may secure the communications over the local Ethernet by enabling SSH however you will need to generate
and upload keys (refer Chapter 14 i Advanced Configuration)

4.1.7 Syslog

In addition to inbuilt logging and monitoring (which can be applied to serial-attached and network-attached management
accesses, as covered in Chapter 7 - Alerts and Logging) the console server can also be configured to support the remote
syslog protocol on a per serial port basis:

U Select the Syslog Facility/Priority fields to enable logging of traffic on the selected serial port to a syslog server;
and to appropriately sort and action those logged messages (i.e. redirect them/ send alert email etc.)

Syslog Settings

Syslog Facility Default %

Syslog facility to use on logging messages

Syslag Priarity Default e

Syslog priarity level to use on logging messages

For example if the computer attached to serial port 3 should never send anything out on its serial console port, the
Administrator can set the Facility for that port to localO (localO .. local7 are meant for site local values), and the Priority to
critical. At this priority, if the console server syslog server does receive a message, it will automatically raise an alert.
Refer to Chapter 7 - Alerts & Logging

4.1.8 NMEA Streaming

The ACM5004-G-I and ACM5504-5-G-| can provide GPS NMEA data streaming from the internal GPS /cellular modem.
This data stream presents as a serial data steam on port 5.

NMEA Streaming
NMEA Streaming 7
Enable GPS NMEA data streaming
Fix Frequency 5

The GPS fix rate, from 1-255 seconds
If changed, this field wil not be applied until the device restarts, or NMEA streaming is
disabled and re-enabled

The Common Settings (baud rate etc) are ignored for the NMEA virtual serial port. However you can specify the Fix
Frequency (i.e. this GPS fix rate determines how often GPS fixes are obtained). You can also apply all the Console
Server Mode, Syslog and Serial Bridging settings to this port.

Note: The NMEA Streaming menu item should display on the Serial & Network: Serial Port menu. However for earlier
revision ACM5004-G-l units you may need to update the setfset settings from the command line:
setfset -r lists all of the current feature set variables. You look for the factory_opts variable, and then change add
3g-gps to it. For example, factory_opts=rs485,3g,ind. To update it to 3g-gps, you do the following:
setfset -u factory_opts=rs485,3g-gps,ind. Then run setfset -r again, and make sure you can see the update
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You can use pmshell, webshell, SSH, RFC2217 or RawTCP to get at the stream:

System Name: acm5004-ai  Model: ACM5004-GI  Firmware: 3.4.0u2 ﬁ @

opengeqr Uptime: 0 days, 2 hours, 56 mins, 52 secs Current User: root

Backup  Log Qut

Manage: Devices

Seril & Network

» Sorbl Port Managed Devices Network Serial Power
» Users & Groups
Type  Device Actions
@ Potl
= Pot2
e Port 3
» Managed Devices o rote

feF

» Port Log = Port 5 ﬁ
» Alerts

For example using the Web Terminal:

System Name: acm5004-gi Model: ACM5004-GI Firmware: 3.4.0u2 ﬁ @

oangeof Uptime: 0 days, 2 hours, 55 mins, 8 secs Current User: root

Manage: Terminal

Backup  Log Out

Serial & Network - 5
Terminal: Serial Port #5 (Port 5)

» Serial Port

» Users & Groups SGPRMC, V. 1., ., N¥53 1

L penbetion $GPGSA, A, Ly, 0y assy sy ¥ 1E

” : $GPVTG, ,T, ,M, ,N, ,K*4

Trusted Networks tepesv. 1,1 00479

» IPsec VPN sdsds

» OpenVPH $GPGGA, ,,,,,0,,,,,,,,%66

» Call Home SGPRMC, ,V, 4,4 5,,,,N53

» Cascaded Ports SGPGSA,A, L, . s rssrsarass *1E

» UPS Connections *

» RPC Connections %ggg& ! iTi ”gb;’(;‘é SKH4E

» Environmental screea’ )0 “66

»Managed Devices | | SGPGGA,,,,,.0,,,,,,,,
- SGPRMC, ¥V, 11y 0y, 00 NFS53

Note: This GPS support is also available for IM4200-G with an internal cellular modem. The NMEA data stream
presents on ports 9/17/33/49 for the IM4208/16/32/48 models. However GPS support is not available for devices
with an externally attached cellular modem.

4.2 Add/ Edit Users

The Administrator uses this menu selection to set up, edit and delete users and to define the access permissions for each
of these users.

em Name: im4216 Model: IM4216 Firmware: 3.5.2u1 B @

opengea‘ Upm: 0 days, 23 hours, 21 mins, 57 secs Current User: root

Backup  Log Out

Serial & Network: Users & Groups

Serial & Network

Gi
» Seril Port o
» Users & Groups Name Description
» Authentication
» MNetwork Hosts admin Provides users with unlimited configuration and management privieges
» Trusted Networks
» IPsec VPN pptpd Group to allow access to the PPTP VPN server - Users in this group will have
» OpenVPN their password stored in clear text.
» PPTP VPN
» Call Home dialin Group to zllow dialin access via modems - Users in this group will have their
» Cascaded Ports password stored in clear text.
» UPS Connections
» RPC Connections ftp Group to allow ftp access and file access to storage devices
» Environmental
» Managed Devices pmshel  Group to set default shell to pmshel

users Provides users with basic management privileges

Alerts & Logging

» Auto-Response Add Group

» SMTP & SMS

# SNMP T
sSers

» Administration
» 551 Certificates No users currently configured.

» Configuration Backup

Users can be authorized to access specified services, serial ports, power devices and specified network-attached hosts.
These users can also be given full Administrator status (with full configuration and management and access privileges).
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To simplify user set up, they can be configured as members of Groups. With firmware V3.5.2 and later there are five
Groups set up by default (where earlier versions only had admin and user by default):

admin Provides users with unlimited configuration and management privileges

pptpd Group to allow access to the PPTP VPN server. Users in this group will have their password
stored in clear text.

dialin Group to allow dialin access via modems. Users in this group will have their password stored in
clear text.

ftp Group to allow ftp access and file access to storage devices

pmshell Group to set default shell to pmshell

users Provides users with basic management privileges

Note:

1. Membership of the admin group provides the user with full Administrator privileges. The admin user
(Administrator) can access the console server using any of the services which have been enabled in System:
Services e.g. if only HTTPS has been enabled then the Administrator can only access the console server using
HTTPS. However once logged in they can reconfigure the console server settings (e.g. to enabled HTTP/Telnet
for future access). They can also access any of the connected Hosts or serial port devices using any of the
services that have been enabled for these connections. But again the Administrator can reconfigure the access
services for any Host or serial port. So only trusted users should have Administrator access

2. Membership of the user group provides the user with limited access to the console server and connected Hosts
and serial devices. These Users can access only the Management section of the Management Console menu
and they have no command line access to the console server. They also can only access those Hosts and serial
devices that have been checked for them, using services that have been enabled

3. If auseris set up with pptd, dialin, ftp or pmshell group membership they will have restricted user shell access
to the nominated managed devices but they will not have any direct access to the console server itself. To add
this the users must also be a member of the "users" or "admin" groups

4. The Administrator can also set up additional Groups with specific power device, serial port and host access
permissions. However users in these additional groups dondét h
nor do they have any command line access to the console server itself.

5. The Administrator can also set up users with specific power device, serial port and host access permissions, who
are not a member of any Groups. Similarly theseusersd ondét have any access to the N
nor do they have any command line access to the console server itself.

6. Forconvenience the SDT Connector 0 Ret fonfggures chdaked sesia poftsu n ¢ t
and checked hosts only, even for admin group users

421 Set up new Group

To set up new Groups and new users, and to classify users as members of particular Groups:
0 Select Serial & Network: Users & Groups to display the configured Groups and Users

0 Click Add Group to add a new Group
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System Name: img4004-5 Model: IMG4004-5 Firmware: 2.7.0pl
opengle Uptime: 0 days, 1 hours, 28 mins, 22 secs  Current Use

Serial & Network: Users & Groups

Serial Port Add a New group

Users & Groups Groups
Authentication
Metwork Hosts A group with predefined privieges the user will belong to.
Trusted Networks Description

Cascaded Ports
UPS Connections A brief description of the groups role.
RPC Connections
Environmental
Managed Devices

T ¥ ¥ ¥ ¥ ¥ T ¥ ¥

Accessible Host(s)

[ 192.168.0.100 (LinuxT1, Ubuntu test server)

[[] 192.168.0.54 (PDU-R3C, Baytech PDU Rack3C)

»

w SMTP & SMS [[] 192.168.252.31 (PDU-R4A, Baytech PDU Rack<A)
» SMMP ] 192.168.0.34 (Powerpack, Main TrippLite UPS)

Explicitly allow connections to hosts.

Administration
Firmware

P

Date & Time
Dial

Services [[] Select/Unselect all Ports.
DHCP Server
Nagios [Clport1 [Cport 2 Dport 3 Blport 4

Accessible Port(s)

»
»
»
»
»
»
»
»

tus
Port Access

»

» Active Users Accessible RPC Outlet(s)
» Statistics
»
»

Support Report

PDD-R3A
Swslnn

U Add a Group name and Description for each new Group, then nominate the Accessible Hosts, Accessible
Ports and Accessible RPC Outlet(s) that you wish any users in this new Group to be able to access

U Click Apply
4.2.1 Set up new Users

To set up new users, and to classify users as members of particular Groups:
0 Select Serial & Network: Users & Groups to display the configured Groups and Users

System Name: im4216 Model: 44216 Firmwar 2ul ﬁ @
openge@f Uptime: 0 days, 4 hours, 0 mins, 44 secs  Current Uses it

Backup  Log Out

Serial & Network: Users & Groups

» Serial Port Add a New user

» Users & Groups Username
» Authentication
» Network Hosts A unique name for the user.
» Trusted Networks -
» TPsec VPN Description
» Open\VPH -
» PPTP VPN A brief description of the user's role.
» Call Home
» Cascaded Ports Bz [Z] admin (Provides users with unimited configuration and management privileges)

» UPS Connections [T1 pptpd (Group to allow access to the PPTP VPN server - Users in this group will have their password stored in clear
» RPC Connections text.)

» Environmental -
» Managed Devices [ disiin (Group to allow dalin access via modems - Users in this group will have their password stored in clear text.)
[0 ftp (Group to allow ftp access and file access to storage devices)

[0 prshell (Group to set defautt shel to pmshel)

» Port Log [0 users (Provides users with basic management privileges)

» Auto-Response
» SMTP & SMS

» SNMP

A group with predefined privileges the user wil belong to.

Password

» Administration The users authentication secret. Note: A password may not be required if remote authentication is being used.

» S5L Certfficates
» Configuration Backup
» Firmware
» 1P
» Date & Time
» Dial
» Frewal —
» DHCP Server Dial-in Options
» Comhaure Dashbazrd Enable Dial-Back B
Alow an out-going connection to be triggered by logging into this port.

Dial-Back Phone Number
» Port Access
» Active Users The phone number to cal-back when user logs in.

‘Confirm

Re-enter the users password for confirmation.
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Chapter 4: Serial Port, Device and User Configuration

U Click Add User to add a new user

U Add a Username and a confirmed Password for each new user. You may also include information related to the
user (e.g. contact details) in the Description field

Note The User Name can contain from 1 to 127 alphanumeric characters (however you can also use the special
characters "-" " " and "." )

There are no restrictions on the characters that can be used in the user Password (which each can contain up to
254 characters). However only the first eight Password characters are used to make the password hash.

U  Specify which Group (or Groups) you wish the user to be a member of

U Check specific Accessible Hosts and/or Accessible Ports to nominate the serial ports and network connected
hosts you wish the user to have access privileges to

U If there are configured RPCs you can check Accessible RPC Outlets to specify which outlets the user is able to
control (i.e. Power On/Off)

U Check Enable Dial-Back in the Dial-in Options menu to allow an out-going dial-back connection to be triggered
by logging into this port. Enter the Dial-Back Phone Number with the phone number to call-back when user logs
in

U Click Apply. The new user will now be able to access the Network Devices, Ports and RPC Outlets you
nominated as accessible plus, if the user is a Group member they can also access any other device/port/outlet
that was set up as accessible to the Group

Note There are no specific limits on the number of users you can set up; nor on the number of users per serial port or
host. So multiple users (Users and Administrators) can control /monitor the one port or host. Similarly there are no
specific limits on the number of Groups and each user can be a member of a number of Groups (in which case
they take on the cumulative access privileges of each of those Groups). A user does not have to be a member of
any Groups (but if the User is not even a member of the default user group then they will not be able to use the
Management Console to manage ports).

Note that while there are no specific limits the time to re-configure does increase as the number and complexity
increases so we recommend the aggregate number if users and groups be kept under 250

The Administrator can also edit the access settings for any existing users:

U Select Serial & Network: Users & Groups and click Edit for the User to be modified
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